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Abstract—Symmetric Searchable Encryption (SSE) schemes facilitate searching over encrypted data, and have been extensively

explored to improve function, efficiency or security. There are, however, additional functions that we need to consider in a real-world

setting. For example, forward and backward privacy are required to adequately secure newly added documents and deleted documents

in Dynamic SSE (DSSE) schemes, and support boolean search (that allows users to search over encrypted data using basic boolean

operations) to achieve improved efficiency and retrieval accuracy. Therefore, in this article we first construct the Verifiable Boolean

Search over encrypted data (VBS), and then improve VBS to achieve Forward and Backward privacy (VBS-FB). Finally, we formally

prove the security of our proposed schemes, and evaluate their performance using real-world datasets.

Index Terms—Searchable encryption, boolean search, verifiability, forward privacy, backward privacy
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1 INTRODUCTION

THE trend of outsourcing encrypted data (e.g., text, audio,
and video) to the cloud [1], [2], [3] has partly contributed

to a renewed interest in searchable encryption (SE) schemes,
since such schemes allow searching over encrypted data.
Existing SE schemes can be either symmetric (i.e., SSE) [4],
[5], [6] or asymmetric (i.e., ASE) [7]. However, existing
SE schemes, such as those presented in [8], [9], are generally
designed to support only a specific function and consequently
are not practical. For example, schemes that are designed to
support simple search types (e.g., single keyword search, con-
junctive keyword search, fuzzy keyword search) are likely to
return many irrelevant search results; thus, resulting in poor
user experience and network bandwidth wastage. Hence,
to mitigate such a limitation we can use boolean search to
allow data users to design complex query expressions. For
example, we can use SE schemes that support boolean search
to find a document that satisfies the following expression:
ðword1 ^ word2Þ _ ðword3 ^ word4 ^ :word5Þ.

In addition to search expressiveness in SE schemes, we
also need to consider reliability of the returned results. In
other words, the data user should be able to verify integrity
(e.g., completeness, correctness, or soundness) of the search
results, including those returned by a malicious cloud
server. There are many existing SE schemes [10], [11] that
consider the cloud server to be honest but curious, in the
sense that the cloud server will faithfully perform the proto-
cols but is sufficiently curious about the outsourced data
and the queries sent by data users, and attempt to deduce
sensitive information from such information. Clearly, the
honest but curious cloud server assumption is not reason-
able in practice. In addition, the cloud server may only per-
form a fraction of the search operations and/or return
forged results in order to save on computation and storage
costs. Thus, practical SE schemes need to support verifica-
tion of the returned results. That is, the cloud server should
be able to prove that the returned results are complete, cor-
rect, and sound, as explained below.

� Completeness: The cloud server returns a result setR ¼
fR1; . . . ; Rtg for a given query q. For each document
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Di 2 DBðqÞ, if the encrypted formRi is in the setR, we
say that the result setR is complete.

� Correctness: The cloud server returns a result set R ¼
fR1; . . . ; Rtg for a given query q. For each Ri 2 R, if
the decrypted document Di has not been tampered
with, we say that the documentRi (orDi) or the result
setR is correct.

� Soundness: The cloud server returns a result set R ¼
fR1; . . . ; Rtg for a given query q. For each Ri 2 R, if
the decrypted document Di satisfies the query q, we
say that the document Ri (orDi) or the result setR is
sound.

Another function that is important in SE schemes is for-
ward and backward privacy, particularly for dynamic SSE
(DSSE) schemes. For example, it has been shown in [12] that
file injection attacks on DSSE schemes can result in the
recovery of the data user’s query. In addition, deleted docu-
ments may be retrieved or accessed in subsequent queries.
Such an attack reinforces the importance of acheiving for-
ward and backward privacy in DSSE schemes.

Given the importance of boolean search, verifiability, and
forward and backward privacy in SE schemes, only a small
number of existing SE schemes support two of the three func-
tions. Therefore, the focus of this paper is to explore the possi-
bility of designing a scheme that simultaneously supports all
these functions securely and efficiently. Specifically, our main
contributions in this paper are summarized as follows:

� Efficient Boolean search.Our schemes first convert a key-
word set into an orthonormal basis, and use the combi-
nation of orthonormal vectors as the label of the
document to realize boolean search, and subsequently
use the inverted index to construct the index structure
of the documents. Such an approach allows us to
request a boolean querywith sub-linear search time.

� Efficient verifiability of results. Our schemes exploit a
multiset hash function to facilitate completeness ver-
ification of the results, which is conducted by the
cloud server. The data user only performs inner
product operation and produces message digests of
the returned results for verifying the soundness and
correctness, respectively.

� Less information leakage. Our schemes achieve forward
privacy and weak backward privacy. We achieve for-
ward privacy by masking the update tokens, and use
symmetric puncturable encryption to encrypt the doc-
ument identity to achieve weak backward privacy,
andwe formally prove its security.

The rest of the paper is organized as follows. Section 2
reviews several existing SE schemes. Then, in Sections 3
and 4, we introduce the relevant background materials, the
system and threat models, the design goals and the security
definitions. Our proposed constructions are described in
Section 5, and the formal security analysis is presented in
Section 6. Finally, in Sections 3.3 and 8, we describe our per-
formance evaluation setup and findings, before concluding
this paper.

2 RELATED WORK

Since the first SSE scheme and ASE scheme were proposed
by Song et al. [13] and Boneh et al. [14] respectively, SE has
been extensively explored to meet various requirements,

such as multi-keyword search [15], fuzzy keyword
search [16], and range search [17].

Boolean search is a practical retrieval method, which
allows data users to perform basic boolean searches over
encrypted data accurately. The first boolean query on out-
sourced symmetrically encrypted data was proposed by
Cash et al. [18], which divides the queried keywords into s-
term and x-term to find the matched results. Subsequently,
many schemes [19], [20] have extended [18], aiming to sup-
port more general boolean queries in multi-client setting
and improve the search efficiency. However, the search
time of these schemes is proportional to the number of que-
ried keywords and the documents containing the s-term. Xu
et al. [21] proposed a scheme to support boolean query
under public encryption algorithm, which requires more
computational cost due to the public encryption adopted.
Moataz et al. [22] proposed a more general boolean scheme,
which is based on the Gram-Schmidt process to orthogonal-
ize the keyword set and determine whether the document
satisfies the query through inner product operation. Never-
theless, its search time is proportional to the size of the data-
base, and it fails to take into account possible information
leakage during the update process.

The malicious cloud server may execute a fraction of
search operations, forge search results and even return
some mismatched results for saving bandwidth or comput-
ing resources, or for other malicious purposes. Thus, it is
necessary to verify the returned results under the assump-
tion that the cloud server is semi-honest or malicious. Chai
et al. [23] investigated and analyzed the verifiability of
returned results under a malicious cloud server. There are
many works [24], [25], [26] on the correctness of the results
returned by the cloud server, Zhang et al. [27] proposed an
SSE scheme for verifying the completeness of the results
based on the multi-set hash function. Wang et al. [28]
designed a verifiable method to verify the correctness of
returned results based on the message authentication func-
tion (MAC). However, these works only focus on one aspect
of verifiability, and considers single keyword search only.
Etemad et al. [29] proposed a verifiable dynamic searchable
encryption with boolean search, which provides member-
ship and non-membership proofs for the queried data based
on an authenticated skip list. Compared with [22], its search
efficiency is relatively low, since it decomposes a boolean
search formula to a set of primitive combinations, and then
applies a sequence of unions, intersections, and comple-
mentations to obtain the final results. This scheme supports
the dynamic operations for outsourced data, but does not
take into account the forward and backward privacy.

Forward privacy was first explicitly introduced by Stefa-
nov et al. [30] and then a specific construction for forward
privacy designed by Bost et al. [31], named

P
o’o&. After

that, Bost et al. [32] formally studied stronger security prop-
erty, called backward privacy, and implemented it with
Green-Miers puncturable encryption scheme [33]. Subse-
quently, many works [34], [35], [36] on forward privacy and
backward privacy have emerged, as well as literature com-
bined with other technologies. Zhang et al. [27] proposed a
verifiable forward-secure SSE scheme, which supports the
verifiability of search results and achieves the forward pri-
vacy. Guo et al. [37] proposed a verifiable and forward-
secure SSE scheme based on blockchain technology. How-
ever, these existing schemes neither support boolean search,
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nor take backward privacy into consideration. To this end,
we propose a verifiable boolean search with forward and
backward privacy. The comparative summary between our
schemes and previous schemes is presented in Table 1.

3 PRELIMINARIES

Here, we briefly introduce the cryptographic primitives and
some definitions used in our construction. A summary of
the notations used in the paper is shown in Table 2.

3.1 Multiset Hash Function
Multiset hash function [38] operates on multiset (or set),
which can map a multiset with finite size into a hash value
with fixed length (e.g., SHA-1, MD5). Besides, we can
update the hash value if the elements in the multiset have
been changed without recalculating the entire multiset.

The MSet-XOR-Hash [38] is the most efficient multiset
hash function, which has a triple of PPT algorithms,
ðH;þH;�HÞ. Given a multiset M, MSet-XOR-Hash can be
written as follows:

Hðr;MÞ ¼ Hkð0; rÞ �
M
m2M

Hkð1;mÞ;

Hðr;M [ fxgÞ � H Hðr;MÞ þH Hðr; fxgÞ
� H Hðr;MÞ �Hkð1; xÞ;

Hðr;M n fxgÞ � H Hðr;MÞ �H Hðr; fxgÞ
� H Hðr;MÞ �Hkð1; xÞ;

8>>>>>>><
>>>>>>>:

where H is a collision resistant hash function such that
f0; 1g� � f0; 1g�þ1 ! f0; 1gt and r is a random nonce.

3.2 Puncturable Pseudorandom Function
A pseudorandom function (PRF) [39], [40] G : K� X ! Y is
considered to be a puncturable PRF, if there is a key space Kp

and a tuple of algorithms ðG:puncture; G:evalÞ, which are
defined as follows:

� G:punctureðk; xÞ takes the secret key k 2 K and a
value x 2 X as input, then it outputs a punctured
key kx 2 Kp.

� G:evalðkx; x0Þ takes the punctured key kx and x0 2 X
as input. If kx is the punctured key of x, the algo-
rithm outputs

G:evalðkx; x0Þ ¼
Gðk; x0Þ; if x 6¼ x0;
?; otherwise;

�

where ? =2 Y.
Puncturable PRF prevents the punctured x from being

calculated as the correct result under the punctured key kx,
and other x 2 X that has not been punctured can be calcu-
lated normally.

3.3 Puncturable Encryption
Puncturable encryption is an encryption scheme that
encrypts a document with a tag, and the secret key used to
encrypt the documents can be punctured on a set of tags. The
punctured secret key can decrypt ciphertexts except for
those attached tags which are punctured on the secret key.
The Symmetric Puncturable Encryption (SPE) [35] is based
on a puncturable PRF, a symmetric encryption SE ¼
ðSE:Enc;SE:DecÞ, and a collision-resistant hash function H :
K�Nþ ! K. SPE consists of four algorithms ðKeyGen;
Enc;Pun;DecÞ, a message space M, and a tag space T . We
refine SPE as follows:

KeyGenð1�; dÞ: The algorithm takes a security parameter �
and an integer d 2 Nþ as input, where d denotes the maxi-
mum number of tags that can be punctured, then it outputs
the secret key sk0 and the master keymsk ¼ ðsk0; dÞ.

Encðmsk;m; tÞ: The algorithm takes the master keymsk, a
message m 2 M, and a tag t 2 T as input, then encrypts m
and t together, finally outputs a ciphertext c.

PunðSKi; tÞ: The algorithm takes the key SKi and the tag t
that needs to be punctured as input, then it outputs the new
punctured key SKiþ1. And SKiþ1 can decrypt all ciphertexts
that SKi can decrypt except for the ciphertext encrypted
with the tag t.

DecðSKi; c; tÞ: The algorithm takes the key SKi, the
ciphertext c, and the tag t with respect to c as input, then it
outputs the message m if the tag t has not been punctured,
otherwise outputs ? .

3.4 Symmetric Searchable Encryption
Suppose that the form of the cleartext database (DB) is DB ¼
fðindi;wiÞdi¼1g, where indi is the identifier of the document i,
wi is the keyword set contained in indi, and the DB contains
d documents. A DSSE scheme is defined as a tuple of three
algorithms S ¼ ðSetup;Search;UpdateÞ:

TABLE 1
A Comparative Summary Among Different Schemes

Schemes F1 F2 F3 F4 F5

[19] @* • • • sub-linear
[27] • @ @ • sub-linear
[32] • • @ @ sub-linear
[35] • • @ @ sub-linear
[18] @* • • • sub-linear
[22] @ • • • linear
[29] @* @ • • sub-linear
[27] • @ @ • sub-linear
VBS @ @ • • sub-linear
VBS-FB @ @ @ @ sub-linear

—”�”: Need to perform operations on each keyword in the boolean expression.
— F1: Boolean search; F2: Verifiability; F3: Forward privacy;
F4: Backward privacy; F5: Search efficiency;

TABLE 2
Summary of Notations

Notations Descriptions

W ¼ fv1; . . . ;vmg Distinct keyword set
EDB Encrypted database
S ¼ fv1; . . . ; vmg Linearly independent set
S0 ¼ fu1; . . . ; umg Orthogonal set
S ¼ fo1; . . . ; omg Orthonormal basis
DBðqÞ ¼ fD1; . . . ; Dtg Set of documents satisfying the

query q
DBðviÞ ¼ fD1; . . . ; Dtg Set of documents containing vi

� Security parameter
jvij ¼ l Length of vi

s1jjs2 Concatnation between s1 and s2
di;j di;j ¼ 1 if i ¼ j, otherwise, di;j ¼ 0
½1; m� Integers between 1 andm
vi; vj
� �

Inner product vi and vj, that is, v
T
i vj
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� Setup(DB) takes a DB as input, then outputs
ðK; s;EDBÞ, where K is a secret key and s is the state
of the user.

� Search(K; q; s; EDB) takes ðK; q; sÞ and an EDB as
input, where the data user generates a correspond-
ing query trapdoor based on ðK; q; sÞ and sends it to
the cloud server. Then, the server retrieves on the
EDB and returns the matched results.

� Update(K; s; op; in; EDB) takes ðK; s; op; inÞ and an
EDB as input, where op is an update operation for
addition or deletion and in is the pair of ðindi;wiÞ. The
user issues an update request and the cloud server
returns EDB0 and s0 after processing.

4 PROBLEM FORMULATION

In this section, we describe the system model, threat model,
design goals and security definitions.

4.1 System Model & Threat Model
The system model of our proposed schemes consists of
three entities, namely the data owner, the data user, and the
cloud server, as shown in Fig. 1. The role of each entity is as
follows:

� The data owner. The data owner is responsible for
generating the secret keys and building indexes
based on the distinct keyword set, and then out-
sourcing the encrypted indexes and ciphertexts to
the cloud server. Besides, the secret keys and the
state information which are used to produce the
trapdoor will be shared with the authorized user
through a secure channel.

� The data user. The data user desires to retrieve docu-
ments of interest from encrypted data outsourced in
the cloud server. He/She first converts the boolean
expression into a trapdoor, then sends it to the cloud
server and verifies the returned results. Meanwhile,
the data user can also produce the update trapdoors
by using the shared secret keys and state information.

� The cloud server. The cloud server plays the role of
data storage and processing. It stores the encrypted
indexes and ciphertexts sent by the data owner, and
then retrieves the matched ciphertexts according to
the trapdoor sent by the data user and returns them
to the data user. At the same time, the outsourced
data can be updated according to the received
update trapdoors.

More specifically, the data owner has a set of documents
and wants to outsource them to the cloud server and share
it with some trusted users. First, in the step	1 , he/she needs
to extract a set of distinct keywords from the documents
and generate secret keys. Then the corresponding indexes
are generated according to the distinct keyword set, and the
indexes and documents are encrypted before being sent to
the cloud server for storing, in the step 	2 . After that, the
data owner shares the information set (i.e., secret keys,
state information, etc.) with the data user through a secure
channel. Thus the data user can retrieve and update the
data outsourced in the cloud server based on the received
information, as shown in the step	3 .

The data user can combine the keywords he/she is inter-
ested in into a boolean expression, then convert it into a cor-
responding trapdoor and send it to the cloud server, in the
step	4 . According to the received trapdoor, the cloud server
searches for ciphertexts that satisfy the boolean expression
and sends them back to the data user. Later on, in the step
	5 , the data user verifies the completeness, correctness, and
soundness of the received results. Finally, the data user is
able to update the outsourced data by sending a trapdoor
based on the secret keys and the state information (step	6 ).

It is worth noting that the data owner and the data user
can also be the same person. Therefore, we will not distin-
guish between these two entities in the following.

In our scheme, the data owner and the data user are con-
sidered two entities that fully trust each other. However,
the cloud server is considered to be malicious, which means
that it will deduce some sensitive information for various
purposes, tamper with returned results, or partially execute
the protocols, etc. The leakage of forward and backward pri-
vacy during the update process will also cause implicit dan-
gers to data security. Therefore, we also need to prevent the
leakage of such information.

4.2 Design Goals
To address the issues mentioned above and the require-
ments of the data user, we aim to design a more practical
and secure DSSE scheme in the paper. The main design
goals are as follows.

� Efficient boolean search. The Boolean search should
allow the data user to use more complex queries and
retrieve more accurate results for saving bandwidth
resources. In addition, it should not incur heavy
computation overhead so that the data user has a
better search experience.

� Efficient result verification. Our proposed schemes
should guarantee the integrity of search results as
the malicious cloud server may execute a fraction of
search operations, forge search results and even
return some mismatched results.

� Less information leakage. Our proposed schemes
should support dynamic updates without privacy
leakage. For example, the cloud server cannot use
previous tokens to search newly added files, and the
deleted documents cannot be matched.

4.3 Forward & Backward Privacy
Informally, the forward privacy [31] aims to prevent the
information about the updated keywords from being

Fig. 1. System model.
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leaked, that is, the cloud server cannot infer whether the
updated document matches with the previous queries. And
the backward privacy [32] ensures that the cloud server can-
not associate the keyword of the current search with a previ-
ous update. In other words, whenever a new document/
keyword pair ðv; indÞ is added and then deleted, if the cloud
server cannot know the deleted ind, the DSSE scheme is
backward-secure.

Before formally presenting these definitions, we need to
introduce some leakage functions. Starting with a common
leakage function, the search pattern spðvÞ, which records
each search query ðu;vÞ via a list Q, where u denotes the
timestamp when the keyword v is searched. Thus, the
search pattern can be defined as

spðvÞ ¼ fujðu;vÞ 2 Qg;

which leaks the timestamps of the search for the same key-
word v.

In order to capture forward privacy, we introduce the
update history UpHistðvÞ which is the list of storing every
update on v, including the timestamp of the update. For-
mally, UpHistðvÞ is defined as

UpHistðvÞ ¼ fujðu; add; ðv; indÞÞ 2 Q

or ðu; del; ðv; indÞÞ 2 Qg:

Then we define the leakage functions TimeDBðvÞ and
DelHistðvÞ for capturing the notion of backward privacy.
TimeDBðvÞ is the list of documents matching keyword v
along with the timestamps of the documents inserted, while
excluding the deleted ones. Specifically, TimeDBðvÞ is
defined as

TimeDBðvÞ ¼ fðu; indÞjðu; add; ðv; indÞÞ 2 Q

and 8ðu; del; ðv; indÞÞ =2 Qg:

The delete history DelHistðvÞ is the list of timestamp
pairs ðuadd; udelÞ, where uadd represents the timestamp that
the entry was inserted into and udel represents the time-
stamp that the entry was deleted from. Thus, DelHistðvÞ is
defined as

DelHistðvÞ ¼ fðuadd; udelÞj9ind s.t. ðudel; del; ðv; indÞÞ 2 Q

and ðuadd; add; ðv; indÞÞ 2 Qg:

With these leakage functions in place, we can formally
define forward and backward privacy.

Definition 1. (Forward privacy). A L-adaptively-secure
dynamic SSE scheme S ¼ ðSetup; Search; UpdateÞ is forward
privacy iff the update leakage function can be written as

LUpdtðop;v; indÞ ¼ L0ðop; indÞ:

Definition 2. (Backward privacy). A L-adaptively-secure
dynamic SSE scheme S ¼ ðSetup; Search; UpdateÞ is back-
ward privacy iff the search and update leakage functions can be
written as

LSrchðvÞ ¼ L0ðTimeDBðvÞ;DelHistðvÞÞ;
LUpdtðop;v; indÞ ¼ L00ðop;vÞ:

It is worth noticing that backward privacy has three defi-
nitions of different strengths in [32], from strong to weak as
type-I, type-II, and type-III. In this paper, we consider the
weak backward privcy type-III, which is a suitable trade-off
between performance and leakage.

5 THE PROPOSED CONSTRUCTION

In this section, we detailedly describe the basic scheme VBS,
which supports both the boolean search and results verifica-
tion. Then, to further improve the security of VBS, we
extend it to achieve forward and backward privacy.

5.1 VBS: Basic Construction
Main Idea. In previous works, either the efficient boolean
search cannot be achieved [18], [29], or the retrieval effi-
ciency is low [22]. Our basic construction aims to support
both efficient boolean search with sub-linear time and verifi-
ability of the results.

Boolean Search. Similar to the existing schemes, we also
adopt the inverted index as the index structure of VBS. In
addition, we consider each keyword in W as a vector and
then convert it into a linearly independent vector set. From
such a set, we will obtain an orthonormal basis after the
Gram-Schmidt process and normalization, where each key-
word corresponds to a vector in the orthonormal basis. We
represent each document by the addition of the orthonor-
mal vectors corresponding to the keywords contained in the
document. The queries are denoted as vectors in the same
way. Therefore, the inner product of the query vector and
the document vector can be used to determine whether the
document matches the query or not.

Due to the fact that VBS is based on the orthonormal
basis derived from the keyword set W, we introduce the
pre-procession on the keyword set W at first.

Pre-Procession. Let p be a pseudorandom function such
that f0; 1g� � f0; 1g� ! f0; 1gl. Thus, each keyword vi in W

can be transformed into a vector of length l, and the vector
set is represented asW ¼ fpðv1Þ; . . . ;pðvmÞg.

To obtain the orthonormal basis with respect to keyword
set W, the vector set W should be linearly independent.
Therefore, we introduce the canonical base of size m, which
is denoted by fe1; . . . ; emg, where jeij ¼ m for 8i 2 ½1;m�,
and ei ¼ ðdi;1; . . . ; di;j; . . . ; di;mÞ. Then we concatenate pðviÞ
with ei such that vi ¼ pðviÞkei and jvij ¼ lþm. As a result,
the vector set S ¼ fv1; . . . ; vmg is linearly independent.
Thus, we can calculate the orthogonal set S0 ¼ fu1; . . . ; umg
derived from S according to Gram-Schmidt [41] as follows:

u1 ¼ v1;

u2 ¼ v2 � proju1ðv2Þ;

..

.

um ¼ vm �
Xm�1
j¼1

projujðvmÞ:

Definition 3. The projection operator projuðvÞ projects the vec-
tor v orthogonally onto the line spanned by vector u

projuðvÞ ¼
v; uh i
u; uh iu:
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Then we normalize the orthogonal set S0 ¼ fu1; . . . ; umg
to an orthonormal basis S ¼ fo1; . . . ; omg as follows:

oi ¼
ui

kuik
;

which has the following property:

oi; oj
� �

¼ oTi oj ¼
0; if i 6¼ j;
1; if i ¼ j:

�

It is worth noting that the order of the keywords in W

impacts the result of an orthonormal basis (e.g., different
orders of the keywords in W will generate the different
orthonormal basises). Therefore, we need to point out that
the order of keywords cannot be changed once the ortho-
normal basis is generated for a given set of keywords. As a
result, we can optionally store the orthonormal basis S
locally or derived from W each time.

Verification. For the sake of results verification, we exploit
a multiset hash function to record all elements in each post-
ing list and store them locally for completeness verification.
Besides, the Secure Hash Algorithm (SHA) is used to verify
the correctness of the documents. Then perform an inner
product operation on the returned results and the boolean
query to verify the soundness.

Example of Verification. Suppose there are 5 documents
f1; 2; 3; 4; 5g in the search list and only document 3 matches
the boolean query. When the cloud server performs a
search, it will use a multiset hash function to record all the
searched documents, and then return it to the data user
together with document 3. The data user can verify whether
the cloud server has completely searched the entire search
list by comparing the multiset hash value stored locally and
the received multiset hash value. Then the user decrypts the
ciphertext and produces its digest to determine whether it
has been tampered with. It is worth noting that it is reason-
able to store the digests in the cloud server because they are
derived from the plaintexts before encryption. Finally, the
inner product operation is used to determine that the docu-
ment 3 is indeed of interest to the data user.

To implement the basic construction VBS, we use vectors
in the orthonormal basis to represent documents and
queries for efficient boolean search, and then use multiset
hash function, SHA, and inner product operation to com-
plete the verifiability of the results.

Detailed Description of VBS. According to the pre-proces-
sion of the keyword set W, we introduce the detailed algo-
rithms of VBS as follows:

Setup Phase. Given a security parameter � 2 N, the data
owner generates a secret key setK ¼ ðk1; k2; k3; k4; k5Þ, where
ðk1; k2Þ are used for PRF F such that f0; 1g� � f0; 1g� !
f0; 1gt, k3 and k4

1 are used for hash functionH1 and themulti-
set hash function respectively, and k5 is the key of the encryp-
tion algorithm.

Each documentDi can be associated with a label �i based
on an orthonormal basis S derived from W, where �i ¼P

vj2wi oj, oj is the orthonormal vector in S corresponding to
the keyword vj. The key set K and the state table S are
stored locally, and the EDB is sent to the cloud server. The
Setup phase is shown in Algorithm 1.

Algorithm 1. Setup Phase of VBS

Input: 1�;DB
Output:K;S;EDB

1: Initialize the search table Ts, the file table Tf , and the state
table S;

2: k1; k2; k3; k4; k5  $ f0; 1g�;
3: for vi 2 W do
4: ST0  ?; c 0;
5: rv  F ðk1;viÞ;’ Hðrv; f?gÞ;
6: for indj 2 DBðviÞ do
7: STcþ1  F ðk2;vijjindjÞ;
8: e H1ðk3; STcþ1Þ � ðSTcjjindjÞ;
9: �j  

P
vs2wj os;

10: hash SHAðDjÞ;
11: Ts½STcþ1�  ðe; �j; hashÞ; c cþ 1;
12: Cj  Encðk5; DjÞ; Tf ½indj�  Cj;
13: ’ ’þH Hðrw; findjgÞ;
14: S½vi�  ðSTc; c;’Þ;
15: returnK ¼ ðk1; k2; k3; k4; k5Þ;S;EDB ¼ ðTs; TfÞ.

Search Phase. We now depict the Search phase. In general,
search queries can be expressed in arbitrary forms: BðqÞ ¼

v1? 
 v2? � � � ? 
 vn, where ”?” is a binary operator ? 2
f_;^g and ”
” is a unitary operator to indicate that the key-
word can be complemented, 
 2 f? ;:g. Any form of bool-
ean expression can be converted into a disjunctive or
conjunctive normal form as follows:

BðqÞ ¼
_k
i¼1
Qi ¼

_k
i¼1

^
j2Ii

vj;

where
S k

i¼1Ii ¼ f1; . . . ; ng.
Then we explain how to enable the cloud server to

securely retrieve documents that satisfy the query or deter-
mine whether a document satisfies the query or not. First of
all, we introduce a generic keyword that is included in all
documents. After orthonormalization, we obtain an ortho-
normal vector J , and the orthonormal basis is represented
as S ¼ fo1; . . . ; om; Jg.

For each conjunctive expression Qi ¼
V

j2Ii 
vj, it can be
divided into two parts such that fPi;Nig, where Pi and Ni

represent a positive keyword set and a negative keyword
set, respectively. For each conjunctive expression Qi; i 2
½1; k�, we randomly choose jPij positive integers fai;jg1�j�jPij
such that ai;j 2 Zþ. Again, we randomly pick jNij negative
integers fci;jg1�j�jNi j and a positive integer bi such that ci;j 2
Z� and bi 2 Zþ. Thus, the conjunctive expression Qi can be
converted into the following form2:

Q0i ¼
1

bi þ
P

vj2Pi ai;j

X
vj2Pi

ai;joj þ
X
vj2Ni

ci;joj þ biJ

0
@

1
A;

then we represent the query q as follows:

BðqÞ0 ¼ ðQ01; . . . ;Q0kÞ
T :

Followed by this, the cloud server is able to determine
whether the document Di satisfies the query q with the fol-
lowing implementation:

1. In the algorithm, for the sake of brevity, we don’t obviously write
the key in the hash function.

2. Notice that the subscript j in the equation is consistent. This is
also true in the following equations.
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fðBðqÞ0; �iÞ ¼ BðqÞ0; �i
� �

¼

Q1; �ih i
..
.

Qk; �ih i

0
BB@

1
CCA

¼

1
b1þ

P
vj2P1

a1;j
ð
P

vj2P1\wi a1;j þ
P

vj2N1\wi c1;j þ b1Þ

..

.

1
bkþ

P
vj2Pk

ak;j
ð
P

vj2Pk\wi ak;j þ
P

vj2Nk\wi ck;j þ bkÞ

0
BBBBB@

1
CCCCCA
:

Then we comply with the following rules:

� If 9j 2 ½1; k� such that Qj; �i
� �

¼ 1, then the document
Di contains all positive keywords in the Qi and does
not contain any negative keyword. Namely, Di

matches with the query BðqÞ.
� If 8j 2 ½1; k� such that Qj; �i

� �
6¼ 1, then the document

Di does not satisfy the query BðqÞ.
We note that the conjunctive expression Qi is divided

into a positive keyword set and a negative keyword set, and
then they form the trapdoor Q0i together. From the formula,
we can know that if the document contains any negative
keyword, the inner product result will not be 1. Meanwhile,
the Q0i for each retrieval is different, even if it is derived
from the same Qi, because the coefficients ai;j, ci;j, and bi are
randomly selected, which improves the security of the
search pattern to some extent. In addition, the generic key-
word is to avoid the situation where there are only negative
keywords cause the denominator to be 0.

Based on the inverted index, the search time of the VBS is
sub-linear. First, the data user selects the keyword with the
lowest frequency in eachQi, that is, the number of the docu-
ments containing the keyword is the least (The state table S
records the number of documents corresponding to each
keyword). Then, according to the trapdoor received, the
cloud server retrieves documents matching the query in
each posting list and deletes the records that have been
labeled as �c ¼ ?, since the deletion operation is indicated
by setting �c to ?. In this way, the cloud server can avoid
repeated retrieval of invalid records and improve efficiency.
It will be decribed in Algorithm 2.

We need to point out that the resultRmay contain dupli-
cate encrypted documents, because we will repeatedly add
the same documents in different posting lists to R. How-
ever, the reason we do this is to reject the result Lr of a cer-
tain Qi that does not pass the results verification.

Update Phase. The VBS supports dynamic operations
without the additional data structures such as the deletion
table and the deletion array [10], which are used to achieve
danamic operations. For the cloud server, if the operator is
deletion, it only needs to set the label � ¼? with respect to
the deleted document, or add a new record if the operator is
addition. The Update phase is shown in Algorithm 3.

Verify Phase. The VBS realizes the verification of com-
pleteness, correctness, and soundness of the results
returned by the cloud server. It is worth noting that storing
the digests in the cloud server will not affect the user’s veri-
fication of the correctness of documents. Since the digests
are produced from plaintexts, it is difficult for adversaries
to tamper with the documents and the digests at the same
time without knowing the secret key. Only when the above
properties are met, the algorithm will output “True”, other-
wise, “False”. The Verify phase is shown in Algorithm 4.

Algorithm 2. Search Phase of VBS

Input: BðqÞ;K;S;EDB
Output:R
Client:

1: Initialize the lists Lst and Lms;
2: forQi 2 BðqÞ do
3: Find the keyword vi with the least number of documents

in Pi;
4: ðSTc; c; ’Þ  S½vi�;
5: Q0i  Qi; rv  F ðk1;viÞ;
6: Lst  ðSTc;Q0i; rvÞ, Lms  ð’;viÞ;
7: Sends ðBðqÞ0; Lst; k3; k4Þ to the cloud server;

Server:
8: for ðSTc;Q0i; rvÞ 2 Lst do
9: Initialize the list Lr;’ Hðrv; f?gÞ;
10: while STc 6¼? do
11: ðec; �c; hashcÞ  Ts½STc�;
12: STc�1jjindc  H1ðk3; STcÞ � ec;
13: if �c ¼? then
14: if STcþ1 ¼? then
15: STc  ? , set ST ¼ STc�1;
16: else
17: ecþ1  H1ðk3; STcþ1Þ � ðSTc�1jjindcþ1Þ;
18: Ts½STcþ1�  ðecþ1; �cþ1; hashcþ1Þ;
19: c ¼ c� 1, break;
20: ’ ’þH Hðrv; findcgÞ;
21: if Q0i; �c

� �
¼ 1 then

22: Cc  Tf ½indc�; Lr  ðCc; hashc; �cÞ;
23: c ¼ c� 1;
24: R  ðLr;’; ST Þ;

returnR.

Algorithm 3. Update Phase of VBS

Input: ðv; indÞ;S; op;K
Client:

1: ðSTc; c; ’Þ  S½v�;
2: rv  F ðk1;vÞ; ST  F ðk2;vjjindÞ;
3: if op ¼ add then
4: e H1ðk3; ST Þ � ðSTcjjindÞ;
5: �  

P
vs2w os; hash SHAðDÞ;

6: C  Encðk5; DÞ; c ¼ cþ 1;
7: ’ ’þH Hðrv; findgÞ;
8: S½v�  ðST; c; ’Þ;
9: Sends ððST; ðe; �; hashÞÞ; ðind; CÞ; opÞ to the cloud server;
10: if op ¼ del then
11: ’ ’�H Hðrv; findgÞ;
12: S½v�  ðSTc; c� 1;’Þ;
13: Sends ðST; opÞ to the cloud server;

Server:
14: if op ¼ add then
15: T ½STc�  ðe; �; hashÞ; Tf ½ind�  C;
16: else
17: set � ¼? in Ts½ST �.

Remark. The basic construction of VBS realizes both
boolean search and results verification, but the security has
not been fully considered. In particular, when supporting
dynamic updates, VBS will introduce more security issues
and privacy leakages, such as the leakage of forward and
backward privacy.
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Algorithm 4. Verify Phase of VBS

Input:R; Lms;K;S;BðqÞ0
Output: fTrue, Falseg

1: for ðLr; ’r; ST Þ 2 R and ð’;vÞ 2 Lms do
2: if ST 6¼? then
3: Replace STc in S½v�with ST ;
4: if ’r 6¼ ’ then
5: return False;
6: for ðC; hash; �Þ 2 Lr do
7: if SHAðDecðk5; CÞÞ 6¼ hash then
8: return False;
9: if �;Q0i

� �
6¼ 1 then

10: return False;
11: return True.

According to the security definitions, VBS cannot guar-
antee forward privacy. Since the cloud server is able to infer
STc�1 from STc when update, which reveals the relationship
between the document and the previous queries. That is,
the cloud server can learn whether the document contains a
keyword we previously searched. And the ind will be
exposed to the cloud server when the document is deleted,
so VBS does not guarantee backward privacy. These moti-
vate us to extend VBS to be equipped with forward privacy
and backward privacy, called VBS-FB.

5.2 VBS-FB: Extended Construction
As aforementioned, VBS is not suitable for being widely
deployed on practical platforms due to the security con-
cerns aroused by its dynamic operations. Therefore, we pro-
pose an extended construction, VBS-FB, based on the basic
construction in this section.

5.2.1 Achieving Forward Privacy

In VBS, the elements in each posting list are stored in a logi-
cal location, which is derived from v and ind. We observe
that, however, when the data user wants to insert a docu-
ment, the logical location STc will be sent to the cloud
server, which reveals the relationship between previous
queries and updates since STc is clear text. Therefore, if STc

is hidden, such a relationship can be protected from being
leaked when inserting documents. To this end, we can use a
hash function to hide STc, such as F ðk; STcÞ, and the rest is
the same as VBS. Algorithm 5 formally describes the Setup
phase for guaranteeing forward privacy VBS by including
additional blue boxed lines.

Algorithm 5. Forward Privacy VBS Setup

1: for vi 2 W do
2: ST0  ?; c 0;
3: rv  F ðk1;viÞ; ’ Hðrv; f?gÞ;
4: for indj 2 DBðviÞ do
5: STcþ1  F ðk2;vijjindjÞ;
6: u H2ðk; STcþ1Þ;
7: e H1ðk3; STcþ1Þ � ðSTcjjindjÞ;
8: �j  

P
vs2wj os;

9: hash SHAðDjÞ;
10: Ts½u�  ðe; �j; hashÞ, c cþ 1;
11: Cj  Encðk5; DjÞ; Tf ½indj�  Cj;
12: ’ ’þH Hðrw; findjgÞ;
13: S½vi�  ðSTc; c;’Þ.

Example. As shown in Fig. 2,3 suppose there are two docu-
ments ind1 and ind2, and the document ind3 to be added. Fig. 2a
shows the VBS construction.When the data user adds the doc-
ument ind3, the logical location ST3 will be sent directly to the
cloud server. The cloud server can infer ST2 from ST3 to reveal
the relationship to the previous queries. Therefore, VBS is not
a forward-secure scheme. Fig. 2b shows a forward-secure
scheme. When a data user adds a document ind3, the ST3 that
is masked is sent to the cloud server. The cloud server cannot
infer ST2 based on u3, thus it cannot know the relationship
between the update and the previous queries.

5.2.2 Achieving Backward Privacy

Obviously, VBS also cannot guarantee backward privacy.
Since the delete operation indicates the location of the
deleted document, the cloud server knows which document
is deleted based on update operations. In this subsection,
we present a simple weak backward-secure construction
based on the forward-secure VBS.4 We note that, the ind of
the document is encrypted by SPE, and two VBS instances
VBSadd and VBSdel are used to issue insertion and deletion
operations, respectively, in contrast to VBS.

VBS-FB is described in Algorithm 6. In the Setup phase, the
algorithm initializes two instances. The information stored in
the VBSadd is similar to that in the VBS, such as the identifiers
of documents, while the punctured keys are stored in VBSdel.
When executing the boolean search, the cloud server runs the
Search algorithm overVBSadd andVBSdel, similar to the Search
phase in VBS. The difference is that inds in the VBSadd need to
be decrypted using the corresponding punctured keys in
VBSdel and the deleted document inds cannot be decrypted. It
is worth noting that themaster secret key needs to be regener-
ated after each search operation, since the cloud server can
decrypt all inds matching v that have not been punctured by
using the keys received before if the master secret key has not
been regenerated. However, there is no need to re-encrypt the
inds because the cloud server already knows about it.

To insert a new document, the client encrypts the indwith
the SPE encryption algorithm with a tag, and the rest opera-
tions are similar to those of VBS. To delete a document, the
data user punctures the secret key msk0 on the correspond-
ing tag, and then he/she updates the msk0 in PSK. Finally,
the data user adds pskt to the VBSdel.

Example. Fig. 3 shows part of a VBS with backward pri-
vacy. Suppose there are two existing documents ind1 and
ind2, and a document ind3 that is deleted after insertion.
When the cloud server is searching for these documents, it
cannot know that the deleted document is ind3, since ind3
can no longer be decrypted after being punctured by the
SPE. Therefore, this construction is backward privacy.

Fig. 2. Example of forward privacy.

3. The figure only shows part of the key information we need to
describe. And VBS-F means that a forward-secure scheme is extended
from the VBS.

4. The VBS mentioned later all refer to forward security.
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Algorithm 6. VBS-FB

Setupð1�Þ:
1: ðEDBadd;Kadd;SaddÞ  VBSadd:Setupð1�Þ;
2: ðEDBdel;Kdel;SdelÞ  VBSdel:Setupð1�Þ;

// where the EDB and S are empty, since there is no DB as
input.

3: Ktag  $ f0; 1g�;MSK;PSK;DEL empty map;
SearchðBðqÞ;K;S;EDBÞ:
Client:

1: forQi 2 BðqÞ do
2: Find the keyword vi with the least number of documents

in Pi;
3: msk0  PSK½vi�;
4: d dvi ;DEL½vi�  d;
5: msk SPE:KeyGenð1�; dÞ;
6: MSK½vi�  msk;PSK½vi�  msk;
7: Send the fmsk0g to the cloud server;

Client & Server:
8: VBSdel:SearchðBðqÞ;Kdel;Sdel;EDBdelÞ;
9: VBSadd:SearchðBðqÞ;Kadd;Sadd;EDBaddÞ;

// Server decrypts each cind using punctured keys
ðmsk0; psk1; . . . ; pskiÞ.

10: returnR.
Updateððv; indÞ;S; op;K;EDBÞ:

1: tag F ðKtag;vjjindÞ;
2: msk MSK½v�;msk0  PSK½v�; d DEL½v�;
3: ifmsk ¼? then
4: d dv;DEL½v�  d;
5: msk SPE:KeyGenð1�; dÞ;
6: MSK½v�  msk;PSK½v�  msk;
7: if op ¼ add then
8: cind SPE:Encðmsk; ind; tagÞ;
9: VBSadd:Updateðv; ðcind; tagÞ; op;K;SÞ;
10: else
11: ðmsk0; psktÞ  SPE:Punðmsk0; tagÞ;
12: PSK½v�  msk0;
13: VBSdel:Updateðv; ðpskt; tagÞ; op;K;SÞ.

6 SECURITY ANALYSIS

In this section, we formally analyze the security of VBS-FB
and prove it is forward and backward privacy.

The information revealed in our scheme mainly divided
into two parts as update leakage profile and search leakage
profile. From the view of update, the cloud server only sees
addition pairs and deletion pairs, but does not know their
specific content except for the update operations. Therefore,
the update leakage of VBS-FB can be written as

LUpdt
F ðop;v; indÞ ¼ ðopÞ:

Leakages incurred by VBS-FB during boolean search are
more complex than single keyword. The cloud server

receives the least frequency keyword in each conjunctive
query instead of the entire query, since the boolean query is
devided into multiple conjunctive queries. Thus, we define
the leakage function for boolean query q by overloading
notation. For the search pattern, it can be defined as

spðqÞ ¼
[ k

i¼1spðviÞ:

The update history is defined as

UpHistðqÞ ¼
[ n

i¼1UpHistðviÞ:

For any query q, the leakage function TimeDBðqÞ only cap-
tures the information about the least frequency keyword in
each query

TimeDBðqÞ ¼
[ k

i¼1TimeDBðviÞ:

Among the documents captured by TimeDBðviÞ, the query
q needs to be additionally satisfied. And the leakage func-
tionDelHistðqÞ is defined as

DelHistðqÞ ¼
[ k

i¼1DelHistðviÞ:

Next, we prove the security of VBS-FB by reduction and
we prove that the conjunctive query is forward and back-
ward secure. First, let’s assume that there is only one con-
junctive query in q.

Theorem 1. Let F be a PRF, H1 and H2 are the collision resis-
tant hash functions modeled as random oracles. Given the leak-
age LF ¼ ðLSrchF ;LUpdt

F Þ as

LSrchF ðqÞ ¼ ðspðqÞ;UpHistðqÞÞ;LUpdt
F ðop;v; indÞ ¼ ðopÞ;

then VBS-FB is LF -adaptively-secure with forward privacy.

Proof. Next, we prove the Theorem 1 by constructing a
series of successive hybrids from the real world game
SSERealVBS-FB

A ð�Þ.
GameG0. LetG0 be a real world game SSERealVBS-FBA ð�Þ

such that

Pr½SSERealVBS-FB
A ð�Þ ¼ 1� ¼ Pr½G0 ¼ 1�:

Game G1. Instead of using F to generate rv, G1 randomly
chooses a string when it receives a new keyword v, and
maintains a table RW to store the pair ðv; rvÞ for reusing
when v is queried in the next time. Similarly, G1 also
maintains a table ST for storing ðvjjind; ST Þ pairs, where
ST is a string randomly picked by G1 after receiving a
new string vjjind. If there is an adversary who is able to
distinguish between G0 and G1, then we can distinguish
F from truly random functions with overwhelming prob-
ability. Therefore, there is a PPT adversary B1 such that

Pr½G0 ¼ 1� � Pr½G1 ¼ 1� � 2AdvprfF;B1
ð�Þ:

Game G2. Instead of using H2 to generate u, G2 randomly
chooses a string and stores it in the table U in the Update
phase.5 ThenG2 programs these strings that are consistent

Fig. 3. Example of backward privacy.

5. It is generally assumed that in a dynamic SSE, all entries are
added through the Update phase, rather than the Setup phase.
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with random oracle H2 such that H2ðk; STcðvÞÞ ¼
U½STcðvÞ� during the Search phase and maintains a table
H2 to keep track of the transcripts. To do so, the state table
S should keep all ST inS½v� rather than the last record STc.
The Algorithm 7 describes the gameG2.

Then we show thatG1 and G2 are indistinguishable by
considering the following. We notice that, U½STcðvÞ� is
programmed to tableH2 in the Search phase after it is gen-
erated in the Update phase. Assuming that the adversary
does not execute any search query after updating STc and
then searches for H2 with STc, he will obtain an entry
H2ðk; STcðvÞÞ with overwhelming probability which is
not equal to U½STcðvÞ� (i.e., H2ðk; STc ðvÞÞ 6¼ U½STcðvÞ�).
The next time the same query is made, the adversary will
get U½STcðvÞ� in G2 rather than in the real world (We use
X ¼ inc to represent this inconsistency). Thus, we have

Pr½G1 ¼ 1� � Pr½G2 ¼ 1� � Pr½X ¼ inc�:

We argue that X ¼ inc will occur when a PPT adver-
sary queries STc to a random oracle. The probability of

the adversary choosing STc is 2��, so Pr½X ¼ inc� �
polyð�Þ � 2�� with polyð�Þ times at most.

Game G3. The only difference between G3 and G2 is
H1. Therefore, we can prove it in the same way that

Pr½G2 ¼ 1� � Pr½G3 ¼ 1� � neglð�Þ:

Game G4. In game G3, ’ is a hash value generated by a
multiset hash function based on inds for completeness
verification. But in G4, we use a randomly picked string
instead of using a multiset hash function to generate the
hash value and keep it in table . Since the multiset hash
function is based on the standard hash function, G3 and
G4 are no different in the view of the adversary. There-
fore, we argue that the adversary can not distinguish G3

and G4, then we have

Pr½G3 ¼ 1� � Pr½G4 ¼ 1� ¼ 0:

Game G5. In G5, we introduce a global counter v to record
the number of updates. Then we prove that the adver-
sary cannot distinguish between G4 and G5 since the
strings received by the cloud server during the Update
phase are indistinguish, so are the strings received dur-
ing the Search phase. Thus we have

Pr½G4 ¼ 1� � Pr½G5 ¼ 1� ¼ 0:

Simulator. The simulator is defined the same as G5 and
described in the Algorithm 8, except for these two. One
is to get the update history of the keyword v from the
leakage function UpHist, and the other is to uniquely
map the keyword v to �v ¼ min spðvÞ

Pr½G5 ¼ 1� � Pr½SSEIdealVBS-FB
A;S;LF ð�Þ ¼ 1� ¼ 0:

According to the above analysis, we can get a distin-
guishing advantage of a PPT adversary against our scheme

Pr½SSERealVBS-FB
A ð�Þ ¼ 1� � Pr½SSEIdealVBS-FB

A;S;LF ð�Þ ¼ 1�

� 2AdvprfF;B1
ð�Þ þ polyð�Þ � 2�� þ neglð�Þ:

Forward security of VBS-FB has been demonstrated
based on the assumption of a single conjunctive query.
Naturally, the scheme is also forward secure for generic
boolean queries. tu

Theorem 2. If VBSadd and VBSdel are LF -adaptively-secure
constructions, SPE is an IND-sPUN-CPA secure encryption
scheme, and F is a PRF, then we say VBS-FB is LB-adaptively-
secure, with LB ¼ ðLSrchB ;LUpdt

B Þ defined as

LSrch
B ðqÞ ¼ ðspðqÞ;TimeDBðqÞ;DelHistðqÞÞ;

LUpdt
B ðop;v; indÞ ¼ op:

Proof. The proof is similar to Theorem 1, which is also
proved by constructing a series of hybrids. SPE is an
IND-sPUN-CPA secure encryption scheme which has
been proved in [35]. Then we prove Theorem 2 as below.

GameG0. LetG0 be a real world game SSERealVBS-FBA ð�Þ
such that

Algorithm 7. Game G2

Setupð�;?Þ:
1: Initialize the search table Ts, the file table Tf and the state

table S;
2: k1; k2; k3; k4; k5; k $ f0; 1g�;

Updateðv; indÞ;S; op;K;EDBÞ:
Client:

1: ðST1; . . . ; STc; c;’Þ  S½v�;
2: rv  RW½v�; ST  ST½vjjind�;
3: if op ¼ add then
4: e H1ðk3; ST Þ � ðSTcjjindÞ;
5: �  

P
vs2w os; hash SHAðDÞ;

6: C  Encðk5; DÞ; c ¼ cþ 1;
7: ’ ’þH Hðrv; findgÞ;
8: S½v�  ðST1; . . . ; STc�1; ST; c; ’Þ;
9: u $ f0; 1gn,U½ST �  u;
10: Sends ððu; ðe; �; hashÞÞ; ðind; CÞ; opÞ to the cloud server;
11: if op ¼ del then
12: ’ ’�H Hðrv; findgÞ;
13: S½v�  ðST1; . . . ; STc; c� 1;’Þ;
14: u U½ST �;
15: Sends ðu; opÞ to the cloud server;

Server:
16: The cloud server performs the same update operation as

before;
SearchðBðqÞ;K;S;EDBÞ:
Client:

1: Initialize the lists Lst and Lms;
2: forQi 2 BðqÞ do
3: Find the keyword vi with the least number of documents

in Pi;
4: ðST1; . . . ; STc; c;’Þ  S½vi�;
5: Q0i  Qi; rv  RW½vi�;
6: Lst  ðSTc;Q0i; rvÞ, Lms  ð’;viÞ;
7: for i ¼ 1 to c do
8: H2ðk; STiÞ ¼ U½STi�;
9: Sends ðBðqÞ0; Lst; k3; k4Þ to the cloud server;

Server:
10: The cloud server performs search and returns the resultR.
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Pr½SSERealVBS-FBA ð�Þ ¼ 1� ¼ Pr½G0 ¼ 1�:

Game G1. Instead of using F with key Ktag to generate a
tag, G1 randomly picks a string when encountering a
new string vjjind, and keeps it in table T for reusing
when vjjind is queried the next time. If there is an adver-
sary who is able to distinguish between G0 and G1, then
we can distinguish F from the truly random function
with overwhelming probability. More specifically, there
is a PPT adversary B1 such that

Pr½G0 ¼ 1� � Pr½G1 ¼ 1� � AdvprfF;B1
ð�Þ:

Game G2. In game G2, we invoke the simulators Sadd and
Sdel to replace the VBSadd and VBSdel, respectively, in the
real world. Therefore, G2 needs to know all the updates
and maintain them during the Update phase, since it can
no longer rely on the cloud server to store them. And
then G2 performs all encryptions and key punctures in

the Search phase. The reason we can do this is that
VBSadd and VBSdel are forward-secure and do not leak
any useful information during the Update phase.

Moreover, G2 introduces two lists Ladd and Ldel store
all updates. Specifically, the Ladd contains information
about the documents being added, such as the encrypted
identifiers of the documents, the corresponding tags, and
the insertion timestamps. Similarly, the Ldel contains
information about the deleted documents, such as the
keys that were punctured, the corresponding tags, and
the deletion timestamps. We note that Ladd and Ldel hap-
pen to be update histories of schemes VBSadd and VBSdel,
and are used as inputs to Sadd and Sdel, respectively.
Algorithm 9 describes the game G2.

With these in place, the distinguish advantage
between G1 and G2 can be written as

Pr½G1 ¼ 1� � Pr½G2 ¼ 1� � Adv
SSE;LF
VBSadd ;Badd ;Sadd

ð�Þ

þAdvSSE;LF
VBSdel;Bdel;Sdel

ð�Þ;

where Badd and Bdel are PPT adversaries against schemes
VBSadd and VBSdel respectively, and Sadd and Sdel are cor-
responding simulators.

Game G3. G3 (cf: Algorithm 10) replaces the document
identifier with 0 if the inserted document has been
deleted before the next search, then encrypts it with SPE.
We notice that only the ciphertext that the tag has been

Algorithm 9. Game G2

Setupð1�Þ:
1: EDBadd  Sadd:Setupð1�Þ;
2: EDBdel  Sdel:Setupð1�Þ;
3: u 0; Tags;Updates;DEL empty map;
SearchðBðqÞ; K;S;EDBÞ:
Client:

1: forQi 2 BðqÞ do
2: Find the keyword vi with the least number of documents

in Pi;
3: d dvi ;DEL½vi�  d;
4: msk SPE:KeyGenð1�; dÞ;
5: Initialize two empty lists Ladd and Ldel;
6: for ðuj; op; indjÞ 2 Updates½vi� do
7: tagj  Tags½vijjindj�;
8: if op ¼ add then
9: cindj  SPE:Encðmsk; indj; tagÞ;
10: Append ðuj; ðcindj; tagjÞÞ to Ladd;
11: else
12: ðmsk0; psktÞ  SPE:Punðmsk; tagjÞ;
13: Append ðuj; ðpskt; tagjÞÞ to Ldel;
14: Send the fmskg to the cloud server;

Client & Server:
15: Run the simulator Sdel:SearchðLdelÞ, the cloud server gets

the key shares;
16: Run the simulator Sadd:SearchðLaddÞ, the cloud server gets

the ciphertests and tags;
17: returnR.

Updateððv; indÞ;S; op; K;EDBÞ:
1: Append ðu; op; indÞ to Updates½v�;
2: Run Sop:Updateð?Þ.

Algorithm 8. Simulator S.

Setupð�;?Þ:
1: Initialize the search table Ts, the file table Tf and the state

table S;
2: k1; k2; k3; k4; k5; k $ f0; 1g�;
3: v 0;
4: RW;ST;U;E; empty table;
UpdateðopÞ:
Client:

1: if op ¼ add then
2: U½v�  f0; 1gn;
3: ½v�  f0; 1g�;
4: E½v�  f0; 1g�;
5: �  

P
vs2w os;

6: Sends ððu; ðe; �ÞÞ; opÞ to the cloud server;
7: if op ¼ del then
8: f½v�  f0; 1g�;
9: u U½v�;
10: Sends ðu; opÞ to the cloud server;
11: v vþ 1;

Server:
12: The cloud server performs the same update operation as

before;
SearchðspðvÞ;UpHistðvÞÞ:
Client:

1: �v min spðvÞ;
2: rv  RW½�v�;Q0  spðvÞ;
3: ParseUpHistðvÞ as ½ðv1; op1; ind1Þ; . . . ; ðvc; opc; indcÞ�;
4: c jUpHistðvÞj;
5: if c = 0 then
6: return ? ;
7: P½v0�  H3ðrv; f?gÞ;
8: for i ¼ 1 to c do
9: STi  ST½�vjjindi�;
10: ProgramH2 s:t:H2ðk; STiÞ ¼ U½vi�;
11: ProgramH1 s:t:H1ðk; STiÞ ¼ E½vi� � ðSTi�1jjindiÞ;
12: ProgramH3 s:t:H3ðrv; indiÞ ¼ P½vi�1� �H3ðrvjjindiÞ;
13: S½�v�  ðST½�vjjindc�; c;P½vc�Þ;
14: Sends ðQ0; rv;ST½�vjjindc�; k3; k4Þ to the cloud server;

Server:
15: The cloud server performs search and returns the resultR.
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punctured is modified (i.e., only the deleted document is
modified), so the distinguishing advantage between G2

and G3 can be reduced to the security of SPE. Assuming
that there is an adversary B2, we get that

Pr½G2 ¼ 1� � Pr½G3 ¼ 1� � AdvIND-sPUN-CPA
SPE;B2

ð�Þ:

Game G4. In this game, G4 (cf: Algorithm 11) first com-
putes the leakage information TimeDB and DelHist
based on the Updates table, and then constructs lists Ladd

and Ldel from the leakage information. In addition,
another difference from G3 is the way tags are generated.
Instead of leveraging the string vjjind to generate a tag
and store it in the Updates table, it is generated on the fly.
G3 is allowed to do this because it assumes that each doc-
ument can be added and deleted at most once during the
Update phase. Therefore, we only need to make sure that
the same string vjjind corresponds to the same tag. We
have that

Pr½G3 ¼ 1� � Pr½G4 ¼ 1� ¼ 0:

Simulator. We can easily rely on the leakage informa-
tion LB to simulate the final game. Specifically, the simu-
lator can construct the lists Ladd and Ldel from the leakage
information TimeDB(q) and DelHist(q), and there is
unnecessary to keep track of the updates. Therefore, we
have

Pr½G4 ¼ 1� � Pr½SSEIdealVBS-FB
A;S;LB ð�Þ ¼ 1� ¼ 0:

According to the above analysis, we can get a distin-
guishing advantage of a PPT adversary against our
scheme

Pr½SSERealVBS-FB
A ð�Þ ¼ 1� � Pr½SSEIdealVBS-FB

A;S;LB ð�Þ ¼ 1�

� AdvprfF;B1
ð�Þ þAdv

SSE;LF
VBSadd;Badd;Sadd

ð�Þ

þAdv
SSE;LF
VBSdel;Bdel;Sdel

ð�Þ þAdvIND-sPUN-CPA
SPE;B2

ð�Þ:
tu

7 PERFORMANCE EVALUATION

In this section, we show the performance of our schemes by
comparing with Boolean Symmetric Searchable Encryption
(BSSE) [22]. Compared with BSSE, our schemes extend new
functionalities and improve security while also speeding up
the retrieval efficiency, except in the Setup phase.

7.1 Experimental Settings
Implementation and Setup. We implement our schemes in
Python and use the opensource code6 of SPE as the punc-
turable encryption, where d is set to 10. PRFs and hash
functions are instantiated with HMAC, and we choose
SHA-256 as the underlying message-digest algorithm to
digest the documents. For the global security parameter
�, we set its length to 128 bits. In addition, we need to
point out that the preprocessing of the keyword set and
the encryption of the documents are ignored in the
experiments, respectively, because the orthonormal basis
can be reused unless the keyword set changes, and the
encryption of the document is not the focus of this paper.
For comparison, we adopt the same experimental setting
for BSSE.

The experiments are performed on an Intel Xeon Gold
6146 CPU 3.2GHz and 128 GB RAM, where the operating
system is Ubuntu 18.04, and we run 10 trials for each experi-
ment to get the reliable experimental result.

Dataset. We consider the real-world dataset 20 News-
groups7 to evaluate the performance of experiments.
According to the TF-IDF (Term Frequency–Inverse Docu-
ment Frequency) technology, 10,000 documents and 1,500
distinct keywords are extracted, of which there are
1,141,081 document/keyword pairs, and the maximum
size of posting list that matched a given keyword is 9,950.
To assess the impact of the number of documents and the
number of keywords contained in the document on the
performance of the schemes, we vary the number of

Algorithm 10. Game G3. Only the Modified Parts of G2

are Displayed

SearchðBðqÞ;K;S;EDBÞ:
The previous operations are the same as G2;

6: for ðuj; op; indjÞ 2 Updates½vi� do
7: tagj  Tags½vijjindj�;
8: if op ¼ add then
9: if 9u0 s.t.ðu0; del; indjÞ 2 Updates½vi� then
10: cindj  SPE:Encðmsk; 0; tagÞ;
11: else
12: cindj  SPE:Encðmsk; indj; tagÞ;
13: Append ðuj; ðcindj; tagjÞÞ to Ladd;
14: else
15: ðmsk0; psktÞ  SPE:Punðmsk; tagjÞ;
16: Append ðuj; ðpskt; tagjÞÞ to Ldel;

The operations after that are the same as G2.

Algorithm 11. Game G4. Only the Modified Parts of G3

are Displayed

SearchðBðqÞ;K;S;EDBÞ:
The previous operations are the same as G3;

6: Initialize the empty lists TimeDB andDelHist;
7: for ðuj; add; indjÞ 2 Updates½vi� do
8: if 9u0 s.t.ðu0; del; indjÞ 2 Updates½vi� then
9: Append ðuj; u

0Þ toDelHist;
10: else
11: Append ðuj; indjÞ to TimeDB;
12: for ðuadd

j ; udel
j Þ 2 DelHist sorted by increasing udel

j do
13: tagj  f0; 1g�;
14: cindj  SPE:Encðmsk; 0; tagjÞ;
15: Append ðuadd

j ; ðcindj; tagjÞÞ to Ladd;
16: ðmsk0; psktÞ  SPE:Punðmsk; tagjÞ;
17: Append ðudel

j ; ðpskt; tagjÞÞ to Ldel;
18: for ðuj; indjÞ 2 TimeDB do
19: tagj  f0; 1g�;
20: cindj  SPE:Encðmsk; indj; tagjÞ;
15: Append ðuj; ðcindj; tagjÞÞ to Ladd;

The operations after that are the same as G3.

6. https://github.com/MonashCybersecurityLab/JanusPP
7. http://qwone.com/ jason/20Newsgroups/
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documents and the number of keywords contained in the
document for evaluation. The default number of docu-
ments is 10,000, and the number of keywords contained
in the document is 60.

7.2 Performance of Experiments
Setup Evaluation. As shown in Figs. 4a and 4b, the index
setup time of the three schemes varies with the number of
documents and the number of keywords, respectively. The
time does not include the transformation of a keyword set
to an orthonormal basis.

We observe that as the number of documents or key-
words increases, the setup time of these schemes will also
increase. Since BSSE only needs to generate a label for each
document, the time spent in the Setup phase is the least. To
support the verifiability of the results, VBS needs additional
operations, however, from Fig. 4 we can see that the time
spent in the Setup phase of VBS and BSSE is very close. The
extended scheme VBS-FB supports forward and backward
privacy, besides results verification. Therefore, its setup
time will be longer than that of the other two schemes due
to the SPE encryption algorithm used to implement back-
ward privacy. Fortunately, this will not affect the data user
experience, since it only needs to be done once.

Search Evaluation. Here, we analyze the impact of the
number of documents and keywords on search efficiency
and compare the differences between these three schemes.
In Fig. 5, BSSE2 and BSSE4 denote that the query to be
searched in BSSE contains 2 or 4 conjunctive expressions,
respectively, and the rests are the same.

As shown in Figs. 5a and 5b, we observe a vital perfor-
mance discrepancy between BSSE and our schemes: the
search efficiencies of our schemes are much higher than
that of BSSE, since our schemes’ search time complexity
is OðkjDBðvÞjÞ, while BSSE is OðnÞ, where k is the number
of conjunctive expressions in boolean query, and n is the
size of the database. Moreover, we find that the search
time is constant in BSSE with the increasing keywords
contained in the document or conjunctive expressions.
This is because no matter how many keywords are con-
tained in the document or conjunctive expressions are
included in the query, the search time is only related to
the size of the database. As for our schemes, the search
time is increasing as the number of keywords or conjunc-
tive expressions, since it depends on the matching docu-
ments for the least frequency keyword and the number of
conjunctive expressions. At the same time, due to the
introduction of forward and backward privacy, the search
efficiency of VBS-FB will be slightly lower than that of
VBS. Varying the number of documents, the search time

of these schemes will increase since the volume of the
dataset increases, as shown in Fig. 5a.

Verifiability Evaluation. The verification of the results
includes the completeness, correctness, and soundness, but
the time spent in the verification is not much. As for the ver-
ification of completeness, the main computation has been
completed in the Search phase, while for correctness and
soundness, the data user only need to compute the returned
results, rather than all the retrieved documents. Fig. 6 illus-
trates our analysis.

The curves of VBS and VBS-FB in Fig. 6 almost over-
lap, which is reasonable. This is because although VBS-FB
has extended VBS to improve the security, this extension
does not involve substantial changes to the index struc-
ture and will not affect the returned results. Therefore,
the verification process is the same as that of VBS.
And Fig. 6 shows that the verify time increases as the
number of documents returned increases. At the same
time, it should be noted that BSSE does not support the
verifiability of the results, so BSSE is omitted in this
experiment.

Update Evaluation. From the perspective of the update, we
evaluate the performance of addition and deletion. The time
includes all operations involved in Update phase (i.e., token
generation, puncture, etc.) and we use 2 or 4 document/
keyword pairs for experimentation. Then we compare the
three schemes in Figs. 7 and 8.

Addition Evaluation. From Figs. 7a and 7b, we can see
that varying the number of documents and keywords
does not affect the addition operation, as it does not
change with the size of the dataset. Then we notice that
VBS takes slightly longer than BSSE since it supports the
verifiability of the results, requiring processing of the doc-
ument’s content, ind, and label when adding a document/
keyword pair.

As VBS-FB is a combination of VBS and forward and
backward privacy, it is necessary to carry out extra proc-
essing on update token and ind when adding document/
keyword pair to ensure the security we claimed, which

Fig. 4. Performance of the setup.
Fig. 5. Performance of the search.

Fig. 6. Performance of the verification.
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introduces additional overhead. Nevertheless, this is nec-
essary and acceptable for data security considerations.

Deletion Evaluation. Figs. 8a and 8b show the performance
of deletion. Similar to addition operation, the time of dele-
tion operation is constant, which does not change with the
size of the dataset. But it will increase as the number of
deleted records increases. Compared with addition opera-
tion, VBS-FB spends more time on the deletion operation/
process, because the ind puncture requires bitwise operation
on the tag, so the length of the tag will also affect the punc-
ture time of SPE. In our experiments, the length of the tag is
set as 16 bits.

8 CONCLUSION

In this paper, we focused on designing a practical verifiable
boolean search over encrypted data, which achieves high
search efficiency while supporting results verification. Sub-
sequently, we extended the basic VBS to guarantee forward
and backward privacy. Then we formally proved the secu-
rity of both schemes and evaluated their performance. One
limitation of the extended scheme is that the index construc-
tion and update incur additional computational costs since
SPE is used to encrypt the document identity. And for the
efficiency trade-off, we do not consider the information
leakage of VBS-FB in search pattern and access pattern.
Therefore, in the future, we intend to improve the efficiency
of SPE or design a new and more efficient scheme that can
achieve full backward privacy.
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