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Abstract—Searchable Symmetric Encryption (SSE), which enables users to search over encrypted datawithout decryption, has gained

increasing attention from both academic and industrial fields. However, existing SSE schemes either have low search efficiency or cannot

support multi-keyword search, dynamic updates, and result verification simultaneously. To solve these problems, we propose a Verifiable

andDynamicMulti-keyword Search (VDMS) scheme over encrypted data by using the bitmap andRSAaccumulator, which providesmulti-

keyword search over encrypted data in an efficient, verifiable and updatedway. The bitmap is used as a data structure to build the indexes,

which improves the search efficiencyand reduces the storage space of the indexes. TheRSA accumulator and bitmap are combined to

verify the correctness of results. Formal security analysis proves that our VDMS is adaptively secure against Chosen-KeywordAttacks

(CKA), and empirical experiments using a real-world dataset demonstrate that our VDMS is efficient and feasible in practical applications.

Index Terms—Searchable symmetric encryption, multi-keyword search, bitmap, chosen-keyword attack
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1 INTRODUCTION

AS a computing paradigm, cloud computing has attracted
more and more attention from individuals, institutions,

and organizations due to its scalability and flexibility, which
motivates them to store their data on cloud servers. Cloud
users can remotely store and use local data on cloud servers
and obtain high-quality on-demand services, which incurs
less storage and computation burden. However, security and
privacy concerns still impede the deployment of cloud storage
systems. Data encryption can eliminate such concerns to some
extent but make the search over encrypted data a challenging
issue. Thus, the Searchable Symmetric Encryption (SSE),
which allows users to retrieve encrypted files of interest, has
been extensively explored.

When widely deployed in practical applications, SSE
schemes should satisfy the following requirements. (1) Effi-
ciency. The search time should be proportional to the num-
ber of keywords rather than the total number of files in the
database. (2) Verifiability. The cloud server may be mali-
cious, which may execute a fraction of search operations or
return some forged or tampered results. In order to return
the results that the user is interested in, the correctness and
completeness of returned results should be guaranteed. (3)
Dynamic. The cloud users often add or delete data stored in
the cloud. Thus, supporting dynamic updates is an indis-
pensable component of an SSE scheme.

Among existing SSE schemes [1], [2], [3], [4], [5], [6], linked
lists and vectors are the twomost commonly used index struc-
tures, but still have some limitations. The linked list-based SSE
schemes [5], [7] require cloud servers to traverse all lists to find
the required results, and the vector-based SSE schemes [6], [8]
also need to traverse the entire indexes, which both incur high
search overhead. Besides, some SSE schemes [4], [5] that sup-
port dynamic operations are also based on linked lists or vec-
tors to construct indexes but do not improve the search
efficiency. Hash function-based result mechanisms such as
Merkle hash tree or hash chainwill incur lots of extra overhead
and cannot support dynamic updates efficiently. The homo-
morphic MAC [9] supporting result verification still incurs
high storage overhead due to tag generations. To solve these
problems, in this paper, we propose a Verifiable and Dynamic
Multi-keyword Search (VDMS) scheme, which allows users to
issue multi-keyword searches efficiently and update on
encrypted data in a verifiableway. VDMS achieves the optimal
search time, which is proportional to the number of queried
keywords rather than the number of entire files/documents.
Due to the inherent properties of the bitmap, the cloud server
can calculate the indexes corresponding to the keywordswith-
out traversing them. Besides, the VDMS scheme also supports
the dynamic updates and verification of returned results.
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1.1 Related Work

Many searchable symmetric encryption schemes [1], [10], [11],
[12], [13], [14], [15] have been proposed in the past few deca-
des which focus on enriching the functions [1], [7], [11], [16],
improving the efficiency [17], [18], [19], [20], and enhancing
the security [21], [22], [23].

The first SSE scheme [24] allows users to retrieve ciphertexts
by the sequential scan and is indistinguishable against chosen-
plaintext attacks. However, this scheme is impractical and
inefficient as its search time is proportional to the size of the
documents. Curtmola et al. [5] proposed another SSE construc-
tion based on the inverted index, which achieves the sublinear
search time, and defines the notions of non-adaptively secure
and adaptively secure, but this scheme does not support
dynamic operations. To solve this problem, Kamara et al. [7]
proposed a dynamic SSE scheme based on [5] and proved that
the scheme was adaptively secure against chosen-keyword
attacks (CKA2-secure). This scheme can dynamically add or
delete files on the database through additional data structures
such as deletion array and deletion table and achieves the opti-
mal search time.

SSE schemewith themulti-keyword search is critically cru-
cial for improving search accuracy. There are many works of
SSE schemes [6], [10], [25], [26] that support the multi-key-
word search. Cao et al. [25] proposed an SSE scheme based on
the similarity measure of ‘coordinate matching’ to support
ranked multi-keyword search, but its search time is related to
the number of documents. Fu et al. [27] explored index tree to
reduce the search time complexity toOðrlogmÞ, where r is the
number of documents containing queried keywords, andm is
the total number of documents.

In order to further improve search efficiency and reduce
the storage space of indexes, Hwang et al. [28] utilized the
bitmap as the index structure of SSE, but failed to support
multi-keyword search and verification of results. [29] also
proposed an SSE scheme on encrypted bitmap indexes to
support multi-keyword search, but requires two rounds of
interactions with the cloud server and asks users to choose
the keyword with the least frequency in the query. Zuo et al.
[30] proposed a more secure SSE scheme based on the bit-
map index to support dynamic operations with forward
and backward security, but this scheme cannot verify the
correctness of the results. For verification, [9] proposed a
verifiable SSE scheme based on the bitmap index in the
presence of a semi-honest-but-curious or malicious cloud
server. This scheme supports dynamic operations but does
not achieve the multi-keyword search.

The verifiability of SSE scheme is particularly important in
environments where cloud servers are assumed to be semi-
honest-but-curious or malicious. Pang et al. [31] introduced a
novel authentication mechanism that utilizes the threshold-
based algorithm to accomplish text query processing. This
scheme combines the Merkel hash tree and hash chain to ver-
ify the correctness of returned results, which is only suitable
for plaintext search anddoes not support dynamic operations.
Then, Kurosawa et al. [32] extended the above SSE scheme
to achieve result verification in the dynamic setting. Their
scheme exploits the RSAaccumulator [33] to generate verifica-
tion information for verifying the correctness of results, but its
verification time on the user side increases linearly with the
total number of documents. The dynamically verifiable SSE

scheme [3] is an extension of [7], which uses the RSA accumu-
lator to achieve verification through verifiable matrices and
evidence stored locally. However, this method just supports a
single keyword search, which cannot be widely deployed in
practical applications.

1.2 Our Contributions

In this paper, we design a verifiable and dynamic SSE scheme
by utilizing the bitmap and RSA accumulator, which achieves
multi-keyword search, results verification, and dynamic
updates. We also present a comparative summary of VDMS
and the existing schemes based on the bitmap in Table 1. Spe-
cifically, the main contributions of our work are summarized
as follows:

� Our VDMS utilizes the bitmap technique to achieve
dynamic andmulti-keyword search,which can reduce
the storage space and improve the search efficiency
with sublinear search time.

� Our VDMS utilizes the RSA accumulator and bitmap
techniques for verifying the correctness of the indexes
and results, respectively. Specifically, the RSA accu-
mulator can be used to verify whether the indexes
involved in the calculation have been modified by a
malicious adversary. Furthermore, the bitmap can be
employed to verify whether the results are what users
exactlywant.

� We formally prove that VDMS is adaptively secure
against CKA, and implement empirical experiments
to demonstrate the efficiency and feasibility of VDMS
in actual applications.

1.3 Organization of This Paper

The remainder of this paper is organized as follows: In Sec-
tion 2, we introduce the bitmap and RSA accumulator used
in VDMS. In Section 3, we describe the system model, the
threat model of VDMS, and associated security definitions.
Section 4 presents the concrete construction of VDMS. We
theoretically analyze the security of VDMS in Section 5. In
Section 6, we evaluate the performance of VDMS. Finally,
we conclude this paper in Section 7.

2 PRELIMINARIES

2.1 Bitmap

In this paper, we use the bitmap [34] as an index structure to
represent file identities, which is also used to represent key-
word identities for result verification. Bitmap uses a bit to

TABLE 1
A Comparative Summary Among Different Schemes

Schemes F1 F2 F3 F4 F5

BSSE [28] @ • • @ OðjqjÞ
BXT [29] @ @ • • jqj � jv1j
VDMS @ @ @ @ OðjqjÞ

— jqj: the number of keywords contained in q; v1: the least frequent keyword
in the q.
— F1: Single-keyword search; F2: Multi-keyword search; F3: Verification; F4:
Dynamic operations; F5: Search time;
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store information, so it is a storage-saving data structure and
is widely used in the field of data retrieval. Specifically, the
bitmap is a bit array of length ‘, where ‘ is the total number of
elements that bitmap can store. If fi exists, set the ith position
of bit array to 1, otherwise to 0. For example, there exists four
files ff1; f2; f3; f4g and two keywords fv1;v2g in Fig. 1, where
v1 is contained in ff1; f2; f3g and v2 is contained in ff3; f4g.
Thus, the two bitmaps are represented as 0111 and 1100,
respectively. If we want to retrieve files that contain both key-
words v1 and v2, we need to do AND operation on the two
bitmaps, i.e., 0111 ^ 1100 ¼ 0100. The bit string 0100 indicates
that the file f3 contains both keywordsv1 andv2.

2.2 RSA Accumulator

The RSA accumulator [35] supports the verification of ele-
ment membership, similar to the Merkle tree, which can
determine whether the element exists. In our scheme, it is
used to verify the completeness of the query results. It ena-
bles one to accumulate a set of values to a constant-size
value (namely accumulator), and to verify whether the
value has been accumulated or not with witness efficiently.
In addition, the RSA accumulator has an attractive feature,
which allows one to dynamically add and delete inputs
with constant computational cost. This feature can satisfy
our requirements and improve efficiency. In contrast, the
Merkle tree cannot flexibly support the dynamic update of
elements, and the size of the tree is proportional to the num-
ber of elements. Next, we introduce the RSA accumulator.

Let � 2 N be a security parameter, ‘ ¼ b�=2c � 2, X ¼
fx1; . . . ; xng denotes a prime number set, where xi 2 f0; 1g‘,
and xi is a prime number. We take xi 2 X as the input of RSA
accumulator1. Randomly choose a number N 2 f0; 1g� with
satisfying N ¼ pd, where p ¼ 2p0 þ 1; d ¼ 2d0 þ 1, and all of
them are prime numbers. Therefore, ’ðNÞ ¼ ðp� 1Þðd� 1Þ.
We define function f as fðg; xÞ ¼ gx modN, and the input
domain Gf for f is defined as Gf ¼ fg 2 QRN : g 6¼ 1g, where
QRN is the group of quadratic residuesmoduloN. For a set of
elementsX , the RSA accumulatorworks as follows:

� Randomly choose a number g 2 Gf , and for each xi 2
X , the accumulator AccðXÞ is denoted as AccðXÞ ¼
g
Qn

i¼1 xi modN.

� For any subset X0 � X , we calculate the witness x ¼
g

Q
xi2X�X0

xi modN to check the membership. If and

only if AccðXÞ ¼ x

Q
xi2X0

xi modN holds, the elements
in X0 are the member of X .

� Assume that bx is added to the accumulator AccðXÞ,
the new accumulator is computed as AccðXÞ ¼
AccðXÞbx modN. Similarly, if one wants to delete the
value bx from the accumulator AccðXÞ, AccðXÞ ¼

AccðXÞbx�1 mod ’ðNÞmodN. It is worth noting that we
can add or delete a set of numbers by setting bx as the
product of all numbers in addition (or deletion) set.

3 PROBLEM FORMULATION

3.1 System Model

In the system model of VDMS, three entities are involved:
the data owner, the cloud server, and the data user, as
depicted in Fig. 2. The role of each entity is as follows:

� The data owner. The data owner builds the indexes
based on the files, generates and shares secret keys
with the data user, encrypts the indexes and files,
and outsources them to the cloud server.

� The cloud server. The cloud server stores and manages
the received ciphertexts, processes the received
request and returns the corresponding results and
verification information.

� The data user. Each user with secret keys can send a
request to the cloud server and decrypt the results
returned by the cloud server. Besides, the data user
able to verify the returned results with verification
information.

The data owner generates the public keys of the RSA accu-
mulator and the secret keys composed of the private keys of
the RSA accumulator and the symmetric keys of the scheme,
then sends the secret keys to the data user through a secure
channel (Step �1 ). It is worth noting that although the data
owner generates the public keys and the secret keys, our
scheme is still based on symmetric encryption, since the data
owner publishes the public keys and shares the secret keys
with the data user. In other words, the data owner and the
data user have the same knowledge of the secret keys. To pro-
tect the privacy of the files, the data owner first builds the file
indexes, and then encrypts the files and indexes and outsour-
ces them to the cloud server (Step �2 ). The data user issues a
request to the cloud server to retrieve the files of interest
according to specified keywords (Step�3 ). Upon receiving the
request, the cloud server retrieves the matching results on the
encrypted data, and then sends the results and verification
information to the data user (Step �4 ). After receiving the
results and verification information, the data user can verify
the correctness of the returned results, and discard the results
if the verification fails (Step �5 ). Note that, in the realistic

Fig. 1. An example of bitmap index.

Fig. 2. System model.

1. If the input domain is an arbitrary length string set, the elements
in the set should be mapped to prime numbers before work.
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system, the data owner can also access and operate the data.
Throughout this paper, we do not distinguish between the
data owner and the data user, collectively referred to as the cli-
ent or user.

In the rest of the paper, we will focus our discussion on
data retrieval, updating, and verification, instead of describ-
ing the encryption and decryption of files in detail.2 In addi-
tion, we assume that the identity associated with each file is
independent of its content, thereby allowing the file identity
to be exposed to the cloud server.

3.2 Threat Model

Like most verifiable SSE schemes, we assume that the cloud
server is malicious [36], which may execute a fraction of
search operations or forge some results due to various inter-
est incentives such as saving bandwidth and computation
resources. The data owner and the data user are trusted and
cannot collude with the cloud server.

To achieve a balance between efficiency and security,
adversaries have no access to any information other than
access pattern and search pattern. Access pattern refers to
the ability to determine whether the returned results are
overlapped, and the search pattern refers to whether the
queries submitted are the same. [37] can hide the access pat-
tern, which will reduce the efficiency of the scheme at the
cost of increasing the interaction and bandwidth between
the data user and the cloud server. Therefore, the main goal
of VDMS is that the cloud server cannot learn any informa-
tion about the files or keywords during the search, except
for the access pattern and search pattern.

3.3 Algorithm Definitions

VDMS consists of eleven algorithms � ¼ ðKeyGen;BuildIndex;

SearchToken;Search;Verify;AddToken;Add;DelToken;
Del;Enc;DecÞ, which are as follows:

� ðPK;SKÞ  KeyGenð1�Þ: Given a security parame-
ter � 2 N, the algorithm outputs the public key PK
and the secret key SK.

� ðI ; AccðWÞÞ  BuildIndexðF;W; PK; SKÞ: Given a
set of files F, a keyword setW, a public key PK and a
secret key SK, the algorithm outputs encrypted
indexes I and accumulators AccðWÞ.

� T q  SearchTokenðK1; K2; qÞ: It takes the secret
keys K1 and K2, a query q as input, and outputs the
search token T q.

� R  SearchðT q; IÞ: It takes the search token T q and
encrypted indexes I as input to return the query
resultsR corresponding to T q.

� fTrue;Falseg  VerifyðR; AccðWÞ; qÞ: Given the query
resultsR, accumulators AccðWÞ, and a query q, it out-
puts True if the verification is successful, otherwise,
the algorithm outputs False.

� ðta; AccðWÞ0Þ  AddTokenðPK; SK;AccðWÞ;wi; fiÞ:
Given a public key PK, a secret key SK, an added
file fi, a keyword set wi contained in file fi, and accu-
mulators AccðWÞ, it outputs an addition token ta
used to update operation and accumulators AccðWÞ0.

� I0  AddðI ; taÞ: It takes the encrypted indexes I
and an addition token ta as input, and outputs new
encrypted indexes I0.

� ðtd; AccðWÞ0Þ  DelTokenðPK; SK;AccðWÞ;wi; fiÞ:
Given a public key PK, a secret key SK, a deleted file
fi, a keyword set wi contained in file fi, and accumu-
lators AccðWÞ, it outputs a deletion token td used to
update operation and accumulators AccðWÞ0.

� I0  DelðI ; tdÞ: It takes the encrypted indexes I and
a deletion token td as input, and outputs new
encrypted indexes I0.

� ci  EncðKe; fiÞ: It takes the plaintext file fi and a
secret keyKe as input to generate the encrypted file ci.

� fi  DecðKe; ciÞ: It takes the encrypted file ci and a
secret keyKe as input to generate the plaintext file fi.

The VDMS scheme is correct if for the security parameter
� 2 N, the public key PK, and the secret key SK generated by
KeyGenð1�Þ, for all files set F and keyword set W, for all
encrypted indexes I and accumulators AccðWÞ generated by
BuildIndexð�Þ, and for all tokens, it can always return correct
resultsR or perform correctly over encrypted indexes.

3.4 Security Definitions

We use the simulation-based game to prove the security of
our proposed scheme, which is defined as follows:

Definition 1. ðnegligible functionÞ Let f be a negligible func-
tion, if for every polynomial pð�Þ, there is an integer N , such
that for all integers n > N , there is fðnÞ < 1

pðnÞ .

Definition 2. ðVDMS CKA2� SecurityÞ Let L be the leakage
function and VDMS � ¼ ðKeyGen;BuildIndex;Search
Token;AddToken;DelToken;Search;Add;Del;Verify;
Enc;DecÞ, and consider the following probabilistic experiment,
where A is the adversary and S is the simulator:

– RealAð�Þ: Given the security parameter �, the chal-
lenger runsKeyGenð1�Þ to generate the public key PK
and the secret key SK, A outputs F and W, then
receives I from the challenger according to BuildIndex

ðF;W; PK;SKÞ. A generates a polynomial number of
queries q, which can be used to search, add, or delete.
For each query q, A receives T q from SearchToken
ðK1;K2; qÞ if q is a search query. Likewise, A receives
ta  AddTokenðPK;SK;wi; fiÞ from the challenger if
q is an addition query or receives td  DelToken
ðPK;SK;wi; fiÞ if q is a deletion query. Finally, A
returns a bit as the output of the probabilistic
experiment.

– IdealA;Sð�Þ: A outputs F and W, and receives the
indexes I generated by the leakage function
L1ðF;WÞ from the simulator S.A generates a polyno-
mial number of queries q 2 fw; fg. If q is a search
query, the simulator S generates T q according to
L2ðF;W;wÞ and sends it to A. If q is an addition or
deletion query, the simulator S generates ta or td
based on L3ðF;W;w; fjÞ or L4ðF;W;w; fjÞ and sends it
to A. Finally, A returns a bit as the output of the
probabilistic experiment.

We say VDMS is ðL1;L2;L3;L4Þ-secure against CKA2, if
for all probabilistic polynomial time adversaries A, there
exists an efficient simulator S, such that2. Files can be encrypted using any valid encryption algorithm.
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jPr½RealAð�Þ ¼ 1� � Pr½IdealA;Sð�Þ ¼ 1�j � fð�Þ;

where f is a negligible function and � is a security parameter.

4 OUR PROPOSED VDMS

In this section, we present the construction of VDMS in
detail. We take the bitmap and RSA accumulator as build-
ing blocks in VDMS to efficiently search over encrypted
data and verify the correctness of results. The bitmap is uti-
lized to build an inverted index to achieve the optimal
search time OðjqjÞ, where q is the set of query keywords, jqj
is the number of elements in q. VDMS combines bitmap
with the RSA accumulator to verify the correctness of
returned results.

Specifically, the search index contains information about
file identities corresponding to the keyword vi, and the aux-
iliary verifiable construction bitmap containing all key-
words in a file fi combines with the RSA accumulator to
verify the correctness of results. Thus, our VDMS supports
multi-keyword search, dynamic updates, and result verifi-
cation. Next, we first give some notations used in VDMS, as
shown in Table 2, and then present the concrete construc-
tion of VDMS.

4.1 Notations

Let � 2 N be the security parameter in the system, F is the
file set containing n files ff1; . . . ; fng, C is the encrypted files
corresponding to F, denoted as fc1; . . . ; cng. W ¼ w1 [ . . . [
wn is the keyword set, where wi ¼ fv1; . . . ;vsg, and vi is
extracted from fi. We denote idð�Þ as the keyword/file iden-
tity, and Ts; Tf are denoted as search table and file table,
respectively. s1jjs2 is the concatenation of strings s1 and s2.

In the search process, the data user transforms the multi-
keyword query q ¼ fv1; . . . ;vtg into search token T q ¼
ft1; . . . ; ttg, then sends T q to the cloud server to obtain the
results and auxiliary information. Bvi is the bitmap that
stores the identities of files containing the keyword vi, and
Bfi stores all keyword identities contained in the file fi.
AccðWÞ is the sequence of accumulators AccðviÞ, which are

computed as AccðviÞ ¼ g

Qn

j¼1:Bvi ½j�¼1
j
modN.

4.2 Proposed Construction

Here we formally present the concrete construction of VDMS,
which consists of eleven algorithms � ¼ ðKeyGen;BuildIndex;

SearchToken;AddToken;DelToken;Search;Add;Del;Verify;Enc;DecÞ.
Let P : f0; 1g� 	 f0; 1g
 ! f0; 1g
, G : f0; 1g� 	 f0; 1g
 !
f0; 1g
, H : f0; 1g
 ! f0; 1gn, F : f0; 1g
 ! f0; 1gm be four
secure Pseudo-Random Functions ðPRFsÞ. p1 and p2 are two
Pseudo-Random Permutations ðPRPsÞ, where p1 maps each
keyword to range 1 tom and p2 maps each file to range 1 to n.
The VDMS scheme is constructed as follows:
ðPK; SKÞ  KeyGenð1�Þ: Given a security parameter

� 2 N, the algorithm first generates ðN;’ðNÞ; p; d; gÞ, then
samples keys from K1; K2; K3; Ke  $ f0; 1g�, where Ke is the
key of the encryption algorithm and K1; K2; K3 are keys of
PRFs. Finally, the algorithm sets the public key PK ¼
ðN;’ðNÞ; gÞ and the secret key SK ¼ ðp; d;K1; K2; K3; KeÞ.

Algorithm 1. VDMS Build Index

Input: SK;PK; F;W
Output: I ¼ ðTs; TfÞ; AccðWÞ

1: Initialize the search table Ts and the file table Tf ;
2: for vi 2Wdo
3: idðviÞ  P ðK1;viÞ;
4: Generate the bitmap Bvi ;
5: AccðviÞ ¼ g

Qn

j¼1:Bvi ½j�¼1
j
modN;

6: xi ¼ Bvi � hi, where hi ¼ HðKvi jjriÞ; Kvi ¼ GðK2;viÞ
and ri  $ f0; 1g
;

7: Ts½idðviÞ� ¼ ðxijjriÞ;
8: for fi 2 F do
9: idðfiÞ  p2ðfiÞ;
10: ci ¼ EncðKe; fiÞ; hashi ¼ SHAðfiÞ;
11: Generate the bitmap Bfi ;
12: yi ¼ Bfi � ui, where ui ¼ F ðKfi jjriÞ;Kfi ¼ GðK3; fiÞ and

ri  $ f0; 1g
;
13: Tf ½idðfiÞ� ¼ ðyijjri; ci; hashiÞ;
14: return I ¼ ðTs; TfÞ; AccðWÞ.

ðI ; AccðWÞÞ  BuildIndexðF;W; PK; SKÞ: Given a file
set F, a keyword set W, and keys PK;SK, the algorithm out-
puts the encrypted indexes I ¼ ðTs; TfÞ and auxiliary infor-
mationAccðWÞ. Note that the auxiliary informationAccðWÞ is
kept locally. Algorithm 1 shows the BuildIndex process. For
each vi 2W, the data owner computes idðviÞ ¼ P ðK1;viÞ,
and then generates Bitmap Bvi , where Bvi ½j� ¼ 1, j ¼ p2ðfjÞ3,
if fj contains keyword vi for all files in F, and rest positions of
Bvi are all 0’s. According to the Bvi , the data owner computes

the accumulator AccðviÞ ¼ g

Qn

j¼1:Bvi ½j�¼1
j
modN, where j

should satisfy the input criteria for the RSA accumulator. (for
simplicity, wewrite the equation like this). After obtaining the
Bitmap Bvi , the data owner computes xi ¼ Bvi � hi, where
hi ¼ HðKvi jjriÞ, Kvi ¼ GðK2;viÞ, and ri  $ f0; 1g
. Then the
data owner stores ðxijjriÞ in Ts½idðviÞ�.

For each fi 2 F, the data owner computes idðfiÞ ¼ p2ðfiÞ,
encrypts fi as ci ¼ EncðKe; fiÞ, and calculates the hash value
of fi using the SHA algorithm as hashi ¼ SHAðfiÞ. Similarly,
the data owner generates the bitmap Bfi , where Bfi ½j� ¼ 1,
j ¼ p1ðvjÞ for all vj 2 wi, and rest positions of Bfi are all 0’s.
Then the data owner computes yi ¼ Bfi � ui, where ui ¼

TABLE 2
Summary of Notations

Notations Descriptions

F the file set consists of n files
C the encrypted file set consists of n encrypted files
W the keyword set consists ofm distinct keywords
Ts search table
Tf file table
I encrypted indexes consist of Ts and Tf

T q search token of query q
AccðWÞ accumulator sequence ofm accumulators

AccðviÞ
R query results
Bvi a bitmap stores information about files

containing vi

Bfi a bitmap stores information about keywords in fi
idð�Þ denote the identity of keyword/file
ta the addition token
td the deletion token

3. p2 does not necessarily map fj to its subscript j, so is p1.
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F ðKfi jjriÞ, Kfi ¼ GðK3; fiÞ, and ri  $ f0; 1g
, and stores the
entry ðyijjri; ci; hashiÞ in Tf ½idðfiÞ�.

Algorithm 2. VDMS Search

Input: SK; q; I
Output:R

1: Client :

2: for vi 2 q do
3: idðviÞ  P ðK1;viÞ, whereKvi ¼ GðK2;viÞ;
4: ti ¼ ðidðviÞ;KviÞ;
5: return T q ¼ ðt1; . . . ; ttÞ;
6: Send T q ¼ ðt1; . . . ; ttÞ to the cloud server.
7: Server :

8: for ti 2 T q do
9: Parse ti ¼ ðidðviÞ; KviÞ;
10: if it idðviÞ doesn’t exist in Ts then
11: return ?;
12: else
13: ðxijjriÞ ¼ Ts½idðviÞ�;
14: Bvi ¼ xi �HðKvi jjriÞ;
15: AccðviÞ ¼ g

Qn

j¼1:Bvi ½j�¼1
j
modN;

16: B ¼ Bv1 ^ . . . ^ Bvt ;
17: returnR ¼ ðfðyijjri; ci; hashiÞg; fAccðviÞgÞ.

T q  SearchTokenðK1; K2; qÞ: The algorithm takes K1,
K2, and q ¼ fv1; . . . ;vtg as input, then outputs the search
token T q. Specifically, for each vi 2 q, the data user com-
putes idðviÞ ¼ P ðK1;viÞ and Kvi ¼ GðK2;viÞ. Then the
data user sets ti ¼ ðidðviÞ; KviÞ and T q ¼ ft1; . . . ; ttg.

Algorithm 3. VDMS Verify

Input:R; AccðWÞ; q
Output: fTrue; Falseg

1: Generate the bitmap Bq with regard to q;
2: for ðyijjri; ci; hashiÞ inR do
3: Bfi ¼ yi � ui, where ui ¼ F ðKfi jjriÞ andKfi ¼ GðK3; fiÞ;
4: if Bfi ^ Bq ¼ Bq and hashi ¼ SHAðDecðKe; ciÞÞ then
5: continue;
6: else
7: return False;
8: for AccðviÞ 2 R do
9: if AccðviÞ ¼ AccðWÞ½vi� then
10: continue;
11: else
12: return False.
13: return True.

R  SearchðT q; IÞ : Given a search token T q and the
encrypted indexes I , the cloud server parses ti ¼ ðidðviÞ;
KviÞ for each ti 2 T q and searches idðviÞ in the search tableTs.
If idðviÞ does not exist in the search table Ts, the cloud server
returns ?. Otherwise, the cloud server gets ðxijjriÞ ¼ Ts

½idðviÞ�, and computes Bvi ¼ xi �HðKvi jjriÞ. After obtaining
the bitmap Bvi , the cloud server computes the auxiliary infor-

mation accumulator AccðviÞ ¼ g

Qn

j¼1:Bvi ½j�¼1
j
modN. Then for all

bitmaps fBv1 ; . . . ;Bvtg, the cloud server computes resulting
bitmapB as follows:

B ¼ Bv1 ^ . . . ^ Bvt :
According to the B, the cloud sever returns entries
ðyijjri; ci; hashiÞ stored in file table Tf with regard to B½i� ¼ 1.

Finally, the algorithm outputs R ¼ ðfðyijjri; ci; hashiÞg; fAcc
ðviÞgÞ. TheAlgorithm 2 shows the Search process.
fTrue; Falseg  VerifyðR; AccðWÞ; qÞ: Given the results

R, an auxiliary information AccðWÞ, and a query q, the data
user verifies the correctness of results. The data user
employs q ¼ fv1; . . . ;vtg to generate the bitmap Bq, where
Bq½i� ¼ 1 if vi 2 q and i ¼ p1ðviÞ. For each ðyijjriÞ 2 R, the
data user computes Bfi ¼ yi � ui, where ui ¼ F ðKfi jjriÞ,
Kfi ¼ GðK3; fiÞ, and then checks whether Bfi ^ Bq ¼ Bq holds
and verifies that file has been modified. For each AccðviÞ 2
R, the data user checks whether AccðviÞ ¼ AccðWÞ½vi�
holds. If results R satisfy the conditions aforementioned,
the algorithm outputs True, otherwise, False. Algorithm 3
shows the Verify process.

Algorithm 4. VDMS Addition

Input: wi; fi; SK; PK; I ; AccðWÞ
Output: I0; AccðWÞ0

1: Client :

2: Generate the bitmap Bfi , where Bfi ½j� ¼ 1, j ¼ p1ðvjÞ for
each vj 2 wi;

3: yi ¼ Bfi � ui, where ui ¼ F ðKfi jjriÞ,Kfi ¼ GðK3; fiÞ and
ri  $ f0; 1g
;

4: ci ¼ EncðKe; fiÞ, hashi ¼ SHAðfiÞ, idðfiÞ ¼ p2ðfiÞ;
5: for vj 2 wi do
6: Generate the bitmap Ba, where Ba½i� ¼ 1, i ¼ p2ðfiÞ;
7: xj ¼ Ba � hj, where hj ¼ HðKvj jjrjÞ,Kvj ¼ GðK2;vjÞ

and rj  $ f0; 1g
;
8: idðvjÞ ¼ P ðK1;vjÞ;
9: if AccðvjÞ exists in AccðWÞ then
10: AccðvjÞ0 ¼ AccðvjÞ

Qn

i¼1:Ba ½i�¼1
i
modN;

11: else
12: AccðvjÞ ¼ g

Qn

i¼1:Ba ½i�¼1
i
modN;

13: return ts ¼ ðfidðvjÞg;Ba; fðxjjjrjÞgÞ, tf ¼ ðidðfiÞ; ðxijjriÞ; ci; hashiÞ;
14: Server :

15: for idðvjÞ 2 ts do
16: if idðvjÞ exists in Ts then
17: ðxjjjrjÞ ¼ Ts½idðvjÞ�;
18: x0j ¼ xj � Ba;
19: else
20: Ts½idðvjÞ� ¼ ðxjjjrjÞ;
21: Tf ½idðfiÞ� ¼ ððxijjriÞ; ci; hashiÞ.

ðta; AccðWÞ0Þ  AddTokenðPK; SK;wi; fi; AccðWÞÞ: Given an
added file fi, a keyword set wi contained in fi, accumulators
AccðWÞ, a public key PK, and a secret key SK, then algo-
rithm outputs an addition token ta and the verifiable auxil-
iary accumulators AccðWÞ0. According to the keyword set
wi, the data user computes Bfi with regard to the added file
fi, where Bfi ½j� ¼ 1, j ¼ p1ðvjÞ for each vj 2 wi, and the rest
positions of Bfi are all 0’s. Then the data user computes yi ¼
Bfi � ui, where ui ¼ F ðKfi jjriÞ, Kfi ¼ GðK3; fiÞ and ri  $
f0; 1g
. The added file fi is encrypted as ci ¼ EncðKe; fiÞ,
hashi ¼ SHAðfiÞ, and idðfiÞ ¼ p2ðfiÞ. The data user sets tf as
tf ¼ ðidðfiÞ; ðxijjriÞ; ci; hashiÞ. For each vj 2 wi, the data user
computes idðvjÞ ¼ P ðK1;vjÞ, and generates bitmap Ba,
where Ba½i� ¼ 1, i ¼ p2ðfiÞ. Then the data user computes
xj ¼ Ba � hj, where hj ¼ HðKvj jjrjÞ, Kvj ¼ GðK2;vjÞ, and
rj  $ f0; 1g
. The data user sets ts ¼ ðfidðvjÞg;Ba; fðxjjjrjÞgÞ,
and ta ¼ ðtf ; tsÞ. The data user also needs to update
the verifiable auxiliary accumulators AccðWÞ, AccðvjÞ0 ¼
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AccðvjÞ
Qn

i¼1:Ba ½i�¼1
i
modN for each vj 2 wi. If AccðvjÞ doesn’t

exist in AccðWÞ, the data user needs to add new AccðvjÞ ¼
g

Qn

i¼1:Ba ½i�¼1
i
mod N to accumulators AccðWÞ.

I0  AddðI ; taÞ: Received ta, the cloud server parses ta
as ðtf ; tsÞ. According to ts ¼ ðfidðvjÞg;Ba; fðxj; rjÞgÞ, the
cloud server searches idðvjÞ in Ts, if idðvjÞ exists in Ts, the
cloud server acquires ðxjjjrjÞ ¼ Ts½idðvjÞ�, x0j ¼ xj � Ba,
replaces ðxjjjrjÞ in Ts with ðx0jjjrjÞ. Otherwise, the cloud
server adds the new entry ðxjjjrjÞ to search table Ts½idðvjÞ�.
And the cloud server updates the file table Tf by adding the
new entry ðidðfiÞ; ðyijjriÞ; ci; hashiÞ to Tf ½idðfiÞ�. Finally, I0 ¼
ðTs; TfÞ. Algorithm 4 shows the Addition process.
ðtd; AccðWÞ0Þ  DelTokenðPK; SK;wi; fi; AccðWÞÞ:

Given a deleted file fi, a keyword set wi contained in fi, accu-
mulators AccðWÞ, a public key PK, and a secret key SK, the
data user outputs a deletion token td and the verifiable aux-
iliary accumulators AccðWÞ0. For tf , the data user computes
idðfiÞ ¼ p2ðfiÞ, then sets tf ¼ idðfiÞ. For each vj 2 wi, the data
user computes idðvjÞ ¼ P ðK1;vjÞ, and generates the bitmap
Bd, where Bd½i� ¼ 1, i ¼ p2ðfiÞ. Finally, the data user sets ts ¼
ðfidðvjÞg;BdÞ and td ¼ ðtf ; tsÞ. Besides, the data user needs
to update AccðWÞ as follows:

AccðvjÞ0 ¼ AccðvjÞ
Qn

i¼1:Bd ½i�¼1
i�1 mod ’ðNÞ

modN:

Algorithm 5. VDMS Deletion

Input: wi; fi; SK; PK; I ; AccðWÞ
Output: I0; AccðWÞ0

1: Client :

2: idðfiÞ ¼ p2ðfiÞ;
3: tf ¼ idðfiÞ;
4: Generate bitmap Bd, where Bd½i� ¼ 1, i ¼ p2ðfiÞ;
5: for vj 2 wi do
6: idðvjÞ ¼ P ðK1;vjÞ;
7: AccðvjÞ0 ¼ AccðvjÞ

Qn

i¼1:Bd ½i�¼1
i�1 mod’ðNÞ

modN;
8: ts ¼ ðfidðvjÞg;BdÞ;
9: Server :

10: for idðviÞ 2 ts do
11: ðxijjriÞ ¼ Ts½idðviÞ�;
12: x0i ¼ xi � Bd;
13: Delete entry in Tf ½idðfiÞ�.

I0  DelðI ; tdÞ: Given the encrypted indexes I and a
delete token td, the cloud server can execute the deletion
operation. The cloud server parses td as ðtf ; tsÞ, and simply
deletes the entry idðfiÞ in Tf according to tf . As for Ts, the
cloud server searches Ts½idðviÞ� ¼ ðxijjriÞ for each idðviÞ 2
ts, then replaces xi with x0i ¼ xi � Bd. Algorithm 5 shows
theDeletion process.

4.3 Illustration Example

(Preparation) Assume that there exists a file set F ¼
ff1; f2; f3; f4g and a keyword set W ¼ fv1;v2;v3g, v1 is con-
tained in f1, f2, and f3, v2 is contained in f1 and f2, v3 is con-
tained in f3 (Note that, file f4 is used during the update
process, so it is not discussed here). Given a security param-
eter � 2 N, KeyGenð1�Þ outputs ðPK; SKÞ and a prime
number setX ¼ fx1; x2; x3; x4g corresponding to the file set F.

Then the data owner can build encrypted indexes I . For
all vi 2W, the data owner generates bitmaps Bv1 ¼ 0111,
Bv2 ¼ 0011 and Bv3 ¼ 01004, then computes the accumula-
tors as follows:

Accðv1Þ ¼ g

Q4

i¼1:Bv1 ½i�¼1
i
modN ¼ gx1�x2�x3 modN;

Accðv2Þ ¼ g

Q4

i¼1:Bv2 ½i�¼1
i
modN ¼ gx1�x2 modN;

Accðv3Þ ¼ g

Q4

i¼1:Bv3 ½i�¼1
i
modN ¼ gx3 modN;

AccðWÞ ¼ ðAccðv1Þ; Accðv2Þ; Accðv3ÞÞ. For all fi 2 F, the data
owner generates bitmaps Bf1 ¼ 011, Bf2 ¼ 011, Bf3 ¼ 101 and
encrypts them as ci ¼ EncðKe; fiÞ. For all bitmaps Bvi and
Bfi , the data owner encrypts and stores them in search table
Ts and Tf , respectively. Finally, the data owner sends I ¼
ðTs; TfÞ to the cloud server and keeps AccðWÞ locally.

(Search) Suppose that the data user wants to find files
containing both keywords v1 and v2, he/she first generates
the search token in terms of q ¼ fv1;v2g, T q ¼ ððidðv1Þ;
Kv1Þ; ðidðv2Þ; Kv2ÞÞ, and sends T q to the cloud server. Upon
receiving the search token T q, the cloud server locates the
entries Ts½idðv1Þ� and Ts½idðv2Þ�, then computes Bv1 ¼
x1 �HðKv1 jjr1Þ and Bv2 ¼ x2 �HðKv2 jjr2Þ to recover the
bitmaps. According to the bitmaps Bv1 and Bv2 , the cloud
server calculates the accumulators

Accðv1Þ ¼ g

Q4

i¼1:Bv1 ½i�¼1
i
modN ¼ gx1�x2�x3 modN;

Accðv2Þ ¼ g

Q4

i¼1:Bv2 ½i�¼1
i
modN ¼ gx1�x2 modN;

and executes the AND operation on Bv1 and Bv2

B ¼ Bv1 ^ Bv2 ¼ 0111 ^ 0011 ¼ 0011:

From the calculation, f1 and f2 are the files to be retrieved,
the cloud server sends results R ¼ ðTf ½1�; Tf ½2�; Accðv1Þ;
Accðv2ÞÞ to the data user. After receiving R, the data user
can verify the correctness of R. First, the bitmap Bq of query
q is generated, Bq ¼ 011, and then the bitmaps Bf1 and Bf2 in
the results R are recovered by the keys u1 ¼ F ðKf1 jjr1Þ and
u2 ¼ F ðKf2 jjr2Þ. Note that, the search results are correct if
and only if the following equations hold:

Bq ^ Bf1 ¼ 011 ^ 011 ¼ Bq;
Bq ^ Bf2 ¼ 011 ^ 011 ¼ Bq;
AccðWÞ½v1� ¼ Accðv1Þ;
AccðWÞ½v2� ¼ Accðv2Þ:

8>><
>>:

If these equations hold, the data user can recover the files
from f1 :¼ DecðKe; c1Þ and f2 :¼ DecðKe; c2Þ and verify the
files have been modified.

(Update) Suppose the data user wants to add a file f4 con-
taining keywords v2 and v3, the bitmap Bf4 ¼ 110 is gener-
ated and encrypted with key u4 ¼ F ðKf4 jjr4Þ, and the file f4
is encrypted as c4 ¼ EncðKe; f4Þ and hash4 ¼ SHAðf4Þ. The
data owner also needs to generate a bitmap Ba ¼ 1000 that
modifies the search table Ts. Since the file f4 may contain

4. In the following, we all use subscripts to denote the results of the
corresponding permutation functions.
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keywords that do not exist in the search table, Ba should be
encrypted with hj ¼ HðKvj jjrjÞ, and the addition token ta ¼
ðts; tfÞ is sent to the cloud server, where ts ¼ ðfidðv2Þ; id
ðv3Þg;Ba; fðx2jjr2Þ; ðx3jjr3ÞgÞ and tf ¼ ðidðf4Þ; ðx4jjr4Þ; c4; hash4Þ.
Besides, the verifiable auxiliary accumulators AccðWÞ need
to be updated. For each vi 2 fv2;v3g, the accumulators are
updated as follows:

AccðviÞ0 ¼ AccðviÞ
Qn

i¼1:Ba ½i�¼1
i
modN ¼ AccðviÞx4 modN:

Given the addition token ta, the cloud server can update
the encrypted indexes I . We found that the search table con-
tains the records of keywords v2 and v3, so the cloud server
only needs to add file f4 to the corresponding records by using
Ba. Finally, the cloud server adds the contents corresponding
to tf to the file table Tf . As for the deletion operation, the pro-
cess is similar to the addition operation, so that wewill omit it.

4.4 Discussion

Comparedwith the existing SSE schemes based on linked list,
using bitmap as an index structure can significantly reduce
storage space and improve search efficiency. However, this is
not true in all cases. If most of the bit strings havemany empty
bits (e.g., 0), it will not reduce the storage. To address the
obstacle, we consider compressing bitmap to reduce storage
costs and minimize CPU usage. [38] proposed a compressed
bitmap EWAH (Enhanced Word-Aligned Hybrid), which
uses two different types of words, including dirty word and
marker word, to improve computation and storage efficiency.
In addition, many compressed bitmap algorithms have been
proposed [39], [40], [41], [42], [43]. Therefore, we can adopt
these compressed bitmaps to replace the traditional bitmap if
most of the bit strings havemany empty bits.

In this paper, we focus on joint queries such asv1 ^ . . . ^ vt,
but it can be easily extended to arbitrary boolean queries of the
formv1 ^ fðv2; . . . ;vtÞwithout changing the construction.

5 SECURITY ANALYSIS

In this section, we will analyze the security of VDMS. Since
VDMS supports multi-keyword retrieval and update opera-
tions, it will leak more information (i.e., keyword identities,
correspondence between keywords and documents, etc.) than
static SSE schemes. We use the leakage function and simula-
tion-based game to prove that RealAð�Þ and IdealA;Sð�Þ are
computationally indistinguishable.

Two tables make up the indexes of VDMS, one stores the
keyword identity and the file identities containing the key-
word, and the other stores the file identities and correspond-
ing ciphertexts. Note that some operations of VDMS will leak
some information to the adversary. In the search process, the
keyword identities are used as input, and the corresponding
file identity set is output. All output files contain the queried
keywords. Similarly, in the addition operation, the cloud
server takes the addition token as input and modifies the
indexes accordingly. In the deletion operation, the deletion
token is used as input to delete the file in the corresponding
indexes. Therefore, the information mentioned above will be
exposed and exploited by the adversary.

Before analyzing the security of VDMS in detail, we first
define the following leakage functions:

� The leakage function L1, given a file set F and a key-
word setW, is defined as

L1ðF;WÞ ¼ ðfidðviÞgi2m; fidðfjÞgj2n; fjfjjgj2nÞ;

where fidðviÞg is the set of keyword identities,
fidðfjÞg is the set of file identities, and jfjj is the length
of file fj.

� The leakage function L2, given a file set F, a keyword
setW, and a query keyword set w, is defined as

L2ðF;W;wÞ ¼ ðfidðviÞgvi2w;APðwÞÞ;

where fidðviÞg is the identity set of keywords con-
tained in w and APðwÞ is the access pattern which
consists of the sequence of file identities, such as
ðidðf1Þ; . . . ; idðftÞÞ.

� The leakage function L3, given a file set F, a keyword
set W, the added file fj, and the set of keywords it
contains, is defined as

L3ðF;W;w; fjÞ ¼ ðfidðviÞgvi2w; idðfjÞ; jfjjÞ;

where fidðviÞg is the set of keyword identities con-
tained in w, idðfjÞ is the identity of the added file fj,
and jfjj is the length of fj.

� The leakage function L4, given a file set F, a keyword
set W, the deleted file fj, and the set of keywords it
contains, is defined as

L4ðF;W;w; fjÞ ¼ ðfidðviÞgvi2w; idðfjÞÞ;

where fidðviÞg is the set of keyword identities con-
tained in w and idðfjÞ is the identity of the file fj.

Theorem 1. If the encryption algorithm5 is secure against chosen-
plaintext attacks and functions P , H, G, and F are secure
pseudo-random, VDMS is ðL1;L2;L3;L4Þ-secure against CKA2.

Proof. We describe a probabilistic polynomial time simula-
tor S to simulate indexes and a series of tokens. Thus, for
all probabilistic polynomial time adversaries, ViewA;Real
and ViewA;Ideal are computationally indistinguishable. S
utilizes the leakage function L1 to simulate the encrypted
indexes and represents it with eI . In order to make it
impossible for the adversary to distinguish the real envi-
ronment from the ideal environment, S needs to follow
the dependencies among the leakage information from
L1, L2, L3, and L4 when it generates the search, addition,
and deletion tokens. The simulation process is as follows:

(Simulating index) Given

L1ðF;WÞ ¼ ðfidðviÞgi2m; fidðfjÞgj2n; fjfjjgj2nÞ;

S generates the simulated encrypted indexes eI from
leakage information as follows:

– (Simulating eTs) It initializes the empty search
table eTs which is used to store associations
between keyword identities and corresponding
bitmaps. Then, it randomly chooses a string eri
and bit string exi of size n and stores them in the

5. The encryption algorithm that used to encrypt the files.
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search table eTs½idðviÞ� ¼ ðexijjeriÞ for i 2 m, where
idðviÞ is obtained from L1ðF;WÞ.

– (Simulating eTf ) It initializes the empty file table eTf

to store the file identities, file ciphertexts, and the
bitmaps of keyword identities. S randomly selects a
string efj of length jfjj and encrypts it as ecj ¼
EncðKe;efjÞ for j 2 n, where Ke is sampled from
f0; 1g�, and computes hash value ghashi ¼ SHAðefjÞ.
Then S randomly selects a bit string eyj of size m.
Finally, S stores the above information as eTf

½idðfjÞ� ¼ ðexjjjerj;ecj; ghashiÞ, where idðfjÞ is obtained
fromL1ðF;WÞ and erj is randomly chosen byS.

According to the leakage information L1ðF;WÞ, S sim-
ulates the encrypted indexes eI ¼ ð eTs; eTfÞ. The difference
between the real environment and the ideal environment
lies in the randomly selected bitmap exi and the ciphertexteci generated from the encrypted random string. Because
the encryption scheme we adopted is secure against
CPA, and H and G are secure pseudo-random functions,
the probabilistic polynomial time adversary A cannot
distinguish the real environment from the ideal environ-
ment with a non-negligible probability.

However, simulating search, addition, and deletion
tokens aremore complicated than simulating the encrypted
indexes. This is because these tokens need to satisfy the
dependence between leaked information and be consistent
with each other. Otherwise, the adversary can easily distin-
guish between the real environment and the ideal environ-
ment when executing simulated tokens on simulated
indexes. For this purpose, S needs to construct internal data
structures ðTL; TKv ; THÞ to record the leakage information.
The table TL is used to store the information exposed by the
leakage function, such as the file identities associated with
keyword identity idðviÞ, and the table TKv stores keys Kvi

associated with keyword identities idðviÞ, and TH holds
oracle queries and associated responses. Thus, S needs to
set up internal data structures before starting the next
simulation.

� TL: Let TL be an empty table and set TL½idðviÞ� ¼
Lxi for all idðviÞ from leakage information
L1ðF;WÞ. Lxi is an all-zero bitmap of length n,
which shows the file identities associated with the
keyword identity idðviÞ. During the next opera-
tions, such as search, addition, and deletion, S
will update Lxi with leakage information from
L2ðF;W;wÞ, L3ðF;W;w; fjÞ, and L4ðF;W;w; fjÞ.

� TKv : The search token consists of idðviÞ and Kvi ,
where Kvi is generated by pseudo-random func-
tion G. Here S uses a random string eKvi to replace
the key generated by the pseudo-random function
in the real environment, and sets TKv ½idðviÞ� ¼ eKvi

for all idðviÞ from leakage informationL1ðF;WÞ. As
for adversary A, the simulated key eKvi is indistin-
guishable from the real environment under the
assumption thatG is a pseudo-random function.

� TH : Here, TH is simulated to act as a random ora-
cle, just like the pseudo-random function H. S ini-
tializes an empty table, and sets TH ½ðs1jjs2Þ� ¼ eh,
where s1jjs2 is the concatenation of random
strings s1 and s2, and eh is a bit string of length n,

corresponding to s1jjs2. When a query ðs1jjs2Þ is
received, the TH returns the corresponding eh. But
there are two cases to be considered as follows:

(1) If the query ðs1jjs2Þ exists in table TH , S
returns ehwith regard to TH ½ðs1jjs2Þ�.

(2) If ðs1jjs2Þ does not exist in table TH , S needs to
determine whether ðs1jjs2Þ ¼? ð eKvi jjeriÞ holds
for each i 2 m. If the equation holds, S com-
putes eh ¼ exi � Lxi , where exi exists in eTs and
Lxi exists in TL. Otherwise, S returns a ran-
dom string of size n as eh.

(Simulating search tokens) Given

L2ðF;W;wÞ ¼ ðfidðviÞgvi2w;APðwÞÞ;

whereAPðwÞ is a set of file identities that contain the key-
word set w. In this simulation, S needs to update the
internal data structures according to the leakage informa-
tion of L2ðF;W;wÞ, calculate the simulated search token,
and reflect the search results in the simulated indexes.

The leaked information revealed by L2ðF;W;wÞ is a
set of file identities that contain all the keywords in set w,
S can use this leaked information to update TL in the fol-
lowing way:

TL½idðviÞ� ¼ Lxi � B;

for all vi 2 w, where B is a bitmap, whose ith position is
set to 1 if i 2 APðwÞ, otherwise to 0.

Then S simulates the search tokens T q ¼ ðt1; . . . ; ttÞ
for the query w, and ts is denoted as

ts ¼ ðidðviÞ; eKviÞ;

where idðviÞ is exposed by the leakage information
L2ðF;W;wÞ and eKvi is obtained from TKv . S uses the sim-
ulated search token T q to search on the simulated
indexes eI , note that the leaked information is the same as
L2ðF;W;wÞ. Finally, S should update the simulated
indexes eI ¼ ð eTs; eTfÞ as follows:
S computes exi ¼ Lxi � eh0 and sets eTs½idðviÞ� ¼ ðexijjer0iÞ.

The search process does not involve the file modification,
thus there is no need to update eTf .

(Simulating add tokens) Given

L3ðF;W;w; fjÞ ¼ ðfidðviÞgvi2w; idðfjÞ; jfjjÞ;

where fj is an added file and the keyword set w is con-
tained in fj. In this simulation process, S needs to update
the internal data structures according to the leakage
information, calculate the simulated add token, and
reflect the addition results in the simulated indexes.

The simulator updates the internal data structures as
follows:

� TL: With the leaked information L3ðF;W;w; fjÞ, S
could update the TL, which reveals the association
between file fj and the keyword set w. S generates
a bitmap B of length n, note that the jth position of
B is set to 1, and the rest of positions are set to 0.
Then S updates the TL for all idðviÞ 2 fidðviÞgvi2w,
but some of the keyword identities in the set
fidðviÞgvi2w do not exist in TL. If idðviÞ does not
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exist in TL, S adds a new record to TL as
TL½idðviÞ� ¼ Lxi , where Lxi is replaced by B. Other-
wise,Lxi is updated as follows,

TL½idðviÞ� ¼ Lxi � B:

� TKv : If there is a keyword identity idðviÞ 2
fidðviÞgvi2w but does not exist in TKv , then S ran-
domly selects a string as the eKvi corresponding to
the idðviÞ, and sets TKv ½idðviÞ� ¼ eKvi . Otherwise,
there is no change in TKv .

� TH : For each idðviÞ 2 fidðviÞgvi2w, S randomly
generates the corresponding string eri and the bit
string ehi of length n, and sets TH ½ð eKvi jjeriÞ� ¼ ehi.

After updating the internal data structures, S simu-
lates the addition token ta,

ts ¼ ðfidðviÞg;B; fðexijjeriÞgÞ; tf ¼ ðidðfjÞ; ðeyjjjerjÞ;ecj; ghashiÞ;

where exi in ts is computed as exi ¼ ehi � B, exj is a random
bit string of size m, erj is a random string, ecj ¼ EncðKe;efjÞ,efj is randomly chosen by S of size jfjj, and ghashi ¼
SHAðfjÞ. The information disclosed during this simulation
is the same as that disclosed by L3ðF;W;w; fjÞ. Finally, S
updates the simulated indexes eI ¼ ð eTs; eTfÞ as follows:

If there is no idðviÞ 2 fidðviÞgvi2w in eTs, S adds a new
record to eTs as eTs½idðviÞ� ¼ ðexijjeriÞ. Otherwise, S updates
the corresponding value exi ¼ exi � B. For the table eTf , S
sets eTf ½idðfjÞ� ¼ ðeyjjjerj;ecj; ghashiÞ.

(Simulating delete tokens) Given

L4ðF;W;w; fjÞ ¼ ðfidðviÞgvi2w; idðfjÞÞ:

Similar to the previous simulation process, S needs to
update the internal data structures, generate a simulated
token for deletion, and reflect the simulation results on
the simulated encrypted indexes. S works as follows.

The leakage function L4ðF;W;w; fjÞ reveals the key-
word identity set fidðviÞgvi2w contained in the deleted
file fj. Therefore, S updates the Lxi corresponding to the
idðviÞ in the TL for all idðviÞ 2 fidðviÞgvi2w as follows:

TL½idðviÞ� ¼ Lxi � B:

Then S simulates the deletion token

td ¼ ðidðfjÞ; fidðviÞg;BÞ;

where B is a bitmap of size n, note that the jth position of
B is set to 1, and the rest positions are set to 0.

The simulated deletion procedure reveals the same
information asL4ðF;W;w; fjÞ. Finally, S reflects the simula-
tion results on the simulated encrypted indexes as follows:

For each idðviÞ 2 fidðviÞgvi2w, S updates the value ofeTs½idðviÞ� as exi ¼ exi � B. And as for table eTf , S just needs
to delete the record of eTf ½idðfjÞ� ¼ ðeyjjjerj;ecj; ghashiÞ.

In this section, we describe the process of simulator S
using the leakage information ðL1;L2;L3;L4Þ to simulate
the real world. Under the assumptions that the encryp-
tion algorithm is secure against chosen-plaintext attacks
and P , H, G, and F are secure pseudo-random functions,
the probabilistic polynomial time adversary A cannot

distinguish between the real world and the ideal world
with a non-negligible probability. Furthermore, [35] has
proved that the RSA accumulator is a secure universal
accumulator under the strong RSA assumption. tu

6 PERFORMANCE EVALUATION

In this section,we evaluate the performance of VDMS by com-
paring itwith BSSE [28] and BXT-Bitmap (in the following,we
refer to it as BXT for short) [29]. The evaluation demonstrates
that VDMS is more practical than BSSE and BXT. Since the
BSSE scheme does not support multi-keyword search over
encrypted data, we compare VDMS with BXT supporting the
multi-keyword search. Besides, we compare our VDMS with
the BSSE scheme in terms of dynamic operations.

Implementation and Setup. The experiments are simulated
with Java language. The bitmap we use in the index structure
is the compressed bitmap EWAH,which can help reduce stor-
age cost and improve efficiency when there are many empty
bits in strings, and the code is open source.6 For the system
parameters, we set the security parameter � ¼ 256 bits, and
the secret keys K ¼ 256 bits. In the BuildIndex process, the
length of the random string r is arbitrary, but for simplicity,
we set its length to 64 bits. We use HMAC-SHA-256 for the
pseudo-random functions P andG, SHA-256, for the pseudo-
random functions H and F . Since the output of H and F
depends on the number of files and the number of keywords,
respectively, we concatenate or truncate the output to obtain a
bit string of a specified length. For the encryption algorithm,
we use AES to encrypt the files. Our experiments are per-
formed on an Intel Core i7 2.9GHzwith 16GBmemory, where
the operating system is macOS Catalina. Moreover, each
numerical value is an average of 40 trials.

Dataset. To show that VDMS is practical and deployable,
we use the real-world dataset 20 Newsgroups7 to evaluate
the performance of VDMS. The dataset consists of 19998
files, and we extract 3000 distinct keywords from the dataset
based on tf-idf.8 In order to understand the impact of the
number of keywords contained in each file and the number
of files on the performance of VDMS, the number of key-
words contained in each file ranges from 50 to 200, and the
number of files ranges from 5000 to 19998, respectively.

6.1 Evaluation of BuildIndex

Here, we evaluate and analyze the performance of the Buil-
dIndex. Note that, the indexes generation mainly includes
the generation of search table and file table, computation of
RSA accumulators, and encryption of files content.

As shown in Fig. 3,we compare the indexes generation time
of VDMSwith BSSE and BXT. Fig. 3a shows the effect of vary-
ing the number of keywords contained in each file on the
indexes generation time under 19998 files and Fig. 3b shows
the effect of varying the number of files on the indexes genera-
tion time under 150 keywords contained in each file. Both fig-
ures show that the indexes generation time is affected by the
number of files and the number of keywords contained in each

6. JavaEWAH: https://github.com/lemire/javaewah.
7. http://qwone.com/ jason/20Newsgroups/.
8. In information retrieval, tfidf or TFIDF, short for term frequency

inverse document frequency, is a numerical statistic that is intended to
reflect how important a word is to a document in a collection or corpus.
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file, respectively. Moreover, the generation time increases line-
arly concerning the number of files and keywords.

Besides, we notice that VDMS requires more time than
the other two schemes as it needs to compute the time-con-
suming RSA accumulators for verification. However, the
process of indexes generation is a one-time computation
conducted by the data owner, which does not affect its
deployment in practical applications. Therefore, the compu-
tational overhead in indexes generation is acceptable.

6.2 Evaluation of Search

The search process includes searching for matching results
and calculating RSA accumulators with respect to the queries.
For evaluating search performance, we compare VDMS with
BXT scheme that providesmulti-keyword search but does not
support verification, as shown in Fig. 4. It is worth noting that
because BXT does not support the verification of the returned
results, there are no extra operations in the search process,
such as calculating the RSA accumulator. In addition, in order
to better evaluate the performance of the search, we perform
10 keywords and 20 keywords contained in the query, respec-
tively. In figures, the different numeric suffixes in the icons
indicate the number of keywords in the query. For example,
VDMS_10 means that there are 10 keywords in the query
under the schemeVDMS.

Figs. 4a and 4b show that the search time of both BXT and
VDMS increases as the number of keywords contained in
each file or the number of files increases. In addition, the

running time grows with the number of keywords in the
query. Compared with BXT, VDMS is more efficient when
searching the same number of keywords. Since the search
time of VDMS is proportional to the number of keywords que-
ried, and the search time of BXT is proportional to the number
of keywords and the number of documents queried. Figs. 4c
and 4d show the time it takes to execute the search algorithm
of the VDMS and the time it takes to calculate the value of the
RSA accumulator under different variables. VDMS_10 repre-
sents the time it takes to query 10 keywords and VDMS_10-
represents the time spent only calculating the value of the
RSA accumulator in the process of querying 10 keywords.We
can observe that both figures show the same characteristics,
that is, the time spent on searching for matching results only
accounts for a tiny part of the entire search process.

6.3 Evaluation of Verify

Here, we evaluate the impact of the number of keywords
and the number of files on the verification. As shown in
Fig. 5, the verification time grows with the number of files
and the number of keywords contained in the file, respec-
tively. Nevertheless, we noticed that under the same condi-
tions, the running time of different numbers of keywords in
the query is relatively similar.

Note that the verification process consists of verifying the
correctness of the indexes involved in the calculation and veri-
fying the correctness of the results returned by the cloud
server. However, the most time-consuming procedure, calcu-
lating the RSAaccumulators, has been completed on the cloud
server, the data users only need to compare whether the
results are equal. Besides, the more keywords are queried, the
fewer results are returned. Therefore, with different numbers
of query keywords, the running time is similar.

6.4 Evaluation of Update

We present the update evaluation of VDMS by comparing it
with that of BSSE. Fig. 6 illustrates the performance of
VDMS and BSSE by adding a file. We observe that the two
schemes are relatively similar in running time under the

Fig. 4. Performance of the search.

Fig. 3. Performance of the BuildIndex. Fig. 5. Performance of the verification.

Fig. 6. Performance of the addition operation.
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same conditions. Moreover, the running time is related to
the number of keywords contained in the added file since
the indexes corresponding to all keywords contained in the
file need to be updated.

For the deletion algorithm in VDMS, the user has to delete
the element in terms of deleted file from the RSA accumula-
tors by calculating modulo multiplicative inverse. Since BSSE
is unverifiable, it lacks the calculation process. As shown in
Fig. 7, the running time of BSSE is slightly less than that of
VDMS,which is consistentwith our theoretical analysis.

7 CONCLUSION

In this paper,we proposed aVDMS scheme combining bitmap
and RSA accumulator, which simultaneously supports multi-
keyword retrieval, verification, and dynamic updates in an
efficient way. Using bitmap as an index structure simplified
the retrieval operation of multi-keyword, which improves
search efficiency and reduces the storage space of the indexes.
The RSA accumulator and bitmap were used to verify the
indexes and the returned results, respectively, to ensure the
correctness of the returned results. We used the simulation-
based game to prove that VDMS is adaptively secure against
chosen-keyword attacks, and the experimental experiments
demonstrated that VDMS is practical and deployable.

In future research, we will study the potential of enhanc-
ing security while maintaining the efficiency and minimize
the information leakage during the search and update pro-
cess. In addition, improving the search efficiency and
enriching the search functions under the asymmetric cryp-
tosystem is also a field worth studying, and the key point is
how to design the index structure.
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