
3650 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 23, NO. 5, MAY 2024

Time-Controllable Keyword Search Scheme With
Efficient Revocation in Mobile E-Health Cloud

Yinbin Miao , Member, IEEE, Feng Li , Xinghua Li , Zhiquan Liu , Member, IEEE,
Jianting Ning , Member, IEEE, Hongwei Li , Senior Member, IEEE,

Kim-Kwang Raymond Choo , Senior Member, IEEE, and Robert H. Deng , Fellow, IEEE

Abstract—Electronic health (e-health) systems may outsource
data such as patient e-health records to mobile cloud servers for
efficiency gains (e.g., minimizing local storage and computation
costs). However, such a move may result in privacy implications in
the presence of semi-honest cloud servers. Searchable Encryption
(SE) can potentially facilitate privacy-preserving searches based on
keywords for encrypted data stored in the mobile cloud, but most
existing SE solutions do not support temporal access control (i.e.,
a mechanism that grants access permissions to users for specified
time ranges). Hence, in this paper we design a time-controllable
keyword search scheme by using an attribute-based comparable
access control. This allows users to match indexes encrypted at
specified time intervals. Then, we improve the basic framework
to support efficient user revocation using secret sharing. We then
formally prove the security of our proposed frameworks against
chosen-keyword attack and key collusion attack, as well as achiev-
ing keyword secrecy. We also evaluate the performance of our
proposed approach using a real-world dataset to demonstrate their
practical utility.
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I. INTRODUCTION

C LOUD-BASED electronic health (e-health) systems are
increasingly common, although a number of challenges

remain. For example, to support sensitive services (e.g., record
sharing and medical diagnosis through mobile devices) to be
rendered in a mobile cloud-based environment, data need to
be encrypted prior to being outsourced to the cloud server.
Hence, this motivates the use of cryptographic solutions such
as Searchable Encryption (SE) [1], [2], which facilitates key-
word search over encrypted data. However, existing SE solu-
tions [3], [4] do not generally support flexible access control.
Existing access control approaches can be broadly categorized
into authentication-based approaches [5] and encryption-based
approaches [6], [7]. The former approach (e.g., password au-
thentication) is generally a server-dominated access control and
assumes that the cloud server is fully trusted. In other words,
privacy cannot be assumed when the associated cloud server is
compromised. Encryption-based approaches, on the other hand,
are implemented using common cryptographic primitives such
as Identity-Based Encryption (IBE) [8] and Attribute-Based
Encryption (ABE) [9], [10]. The encryption-based approaches
are promising in facilitating access control in SE, but there
are still two key limitations, namely: flexible time-controllable
keyword search and efficient user revocation.

A large amount of time-series data are generated for the
ubiquitous existence of smart devices [11], which forces the need
for flexible time-controllable keyword search. Let us consider
a mobile e-health system that is designed to support keyword
searches. As depicted in Fig. 1, a patient with mobile wearable
devices builds indexes in a specified time interval [ti, tj ] and
allows doctors to make queries on the encrypted data within
a specified time range, say [t′i, t

′
j ]. Two common techniques

(e.g., temporary search and timing enabled function) can be
used to achieve time-controllable keyword search. The tempo-
rary keyword search mechanism [12], [13] needs to generate
multiple indexes if the same keyword is encrypted at different
time cells (e.g., t1, . . . , tmax). However, this incurs significant
computation and storage costs for the patient. The timing en-
abled proxy re-encryption function [14], [15] just generates a
single index for each keyword in specified time interval [ti, tj ],

1536-1233 © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Nanyang Technological University Library. Downloaded on August 27,2026 at 06:23:16 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0001-5437-3572
https://orcid.org/0000-0002-8294-7606
https://orcid.org/0000-0002-5583-4155
https://orcid.org/0000-0002-3934-2177
https://orcid.org/0000-0001-7165-398X
https://orcid.org/0000-0002-1961-7946
https://orcid.org/0000-0001-9208-5336
https://orcid.org/0000-0003-3491-8146
mailto:ybmiao@xidian.edu.cn
mailto:feng.li@stu.xidian.edu.cn
mailto:xhli1@mail.xidian.edu.cn
mailto:zqliu@vip.qq.com
mailto:jtning88@gmail.com
mailto:hongweili@uestc.edu.cn
mailto:raymond.choo@fulbrightmail.org
mailto:robertdeng@smu.edu.sg


MIAO et al.: TIME-CONTROLLABLE KEYWORD SEARCH SCHEME WITH EFFICIENT REVOCATION IN MOBILE E-HEALTH CLOUD 3651

Fig. 1. Simplified mobile e-health system use case.

but still requires authorized Data Users (DUs) to interact with
the time server to obtain the time token associated with time
interval [ti, tj ]. This also incurs additional communication and
computation burdens on mobile users. Furthermore, the second
solution cannot grant flexible access permissions associated with
time interval [t′i, t

′
j ] ⊂ [ti, tj ].

Let us then assume that the patient allows a certain doctor
to access his/her encrypted e-health records, and the practical
keyword search system should enable the patient to deny the
access rights of revoked doctors without incurring significant
computation costs, using either indirect revocation or direct
revocation mechanism. Using the indirect revocation mecha-
nisms [16], [17], [18], [19] allows the authority to maintain the
revocation list while issuing a key update algorithm so that only
non-revoked users can update their secret keys. The authority
not only has to be online in dynamic applications but also has
to generate the re-encryption keys. One can observe that such
an approach incurs significant communication and computation
overheads. The direct revocation mechanism [20], [21] requires
the owners to specify the revocation list in the ciphertext gener-
ation phase, but does not require non-revoked users to execute
the key update operations. However, this mechanism needs to
update most of the existing indexes.

From the above discussions, we observe that existing SE so-
lutions cannot efficiently generate indexes and secret keys asso-
ciated with time intervals, and also are not capable of supporting
efficient user revocation without updating the associated secret
keys. This observation motivates our research in this paper.
Specifically, we first propose a basic Time-Controllable Key-
word Search (TCKS) framework for a mobile e-health setting.
The framework uses both attribute-based keyword search [7]
and comparison-based encryption [22], [23] as the building
blocks, in order to achieve fine-grained time-controllable key-
word search. Then, we improve the basic framework to construct
an enhanced framework (hereafter, referred to as TCKS+) for
achieving efficient user revocation. Specifically, a summary of
our work is as follows:
� We design a flexible time-controllable keyword search

mechanism using the attribute-based comparable access
control. It not only allows owners to build indexes accord-
ing to specified time intervals without incurring significant
computation and storage overheads, but also enables any
authorized user to generate a valid token using his/her
secret key granted within a time range.

� We design an efficient user revocation mechanism based
on secret sharing, which allows owners to manage user
revocation lists and embed the secret shares of revoked

users into indexes. Such an approach also prevents revoked
users from making valid search queries.

� We formally prove that our proposed frameworks are
secure against Chosen-Keyword Attack (CKA) and key
collusion attack, and conduct extensive experiments to
demonstrate the efficiency and feasibility of our proposed
frameworks.

The remainder of this paper is organized as follows. We review
the related literature in Section II, and present the system model,
problem definition, threat model and security model of our pro-
posed frameworks in Section III. We then present our proposed
frameworks in Section IV, followed by its security analysis and
performance analysis in Sections V and VI, respectively. We
finally conclude the paper in the final section.

II. RELATED WORK

As discussed in the preceding section, SE solutions can be
broadly divided into two categories [24], namely: Symmetric SE
(SSE) [25] and Asymmetric SE (ASE) [2]. SSE generally de-
ployed in a one-to-one model only allows the secret key holders
to create searchable indexes and tokens. While ASE is suitable
for a one-to-many model, which allows anyone to build indexes
with public keys and enables secret key holders to generate
valid tokens. Due to high security and practicability, ASE has
been extensively studied by researchers and practitioners. We
will mainly focus on the typical Public-key Encryption with
Keyword Search (PEKS) schemes (belonging to ASE), based
on IBE and ABE.

IBE-based keyword search: The traditional PEKS schemes
solve the inherent defect of SSE, but also bring efficiency
and security concerns, such as complex certificate management
and keyword guessing attacks [26], [27]. To solve these is-
sues, Li et al. put forward a designated-server authenticated
keyword search solution using IBE [6]. This scheme allows
the sender to use his secret key to build indexes for resisting
offline keyword guessing attacks, but just supports the single
keyword search. The solution proposed by Lu et al. can support
conjunctive keyword search while achieving the same security
goal [28]. To allow the authority to efficiently make search
queries without using the secret keys of authorized users, Liu
et al. introduced the dual-token keyword search scheme based
on IBE [29]. However, the above solutions are still vulnerable to
attackers with quantum computers. Thus, Zhang et al. proposed
a proxy-oriented identity-based keyword search solution using
lattice-based cryptographic primitive [30]. As for user revoca-
tion, Shu et al. designed efficient local server revocation and
global server revocation mechanisms in crowdsourcing [31],
which incur minimal overheads on the system.

ABE-based keyword search: Due to heavy public key man-
agement burden and redundant ciphertexts caused by IBE, ABE
that provides fine-grained access control has been applied to
SE to form a new notion: Attribute-Based Keyword Search
(ABKS) [7], [16]. To search encrypted records that have hi-
erarchical structures, Miao et al. first proposed a basic ABKS
scheme supporting single keyword search, and improved it to
provide multi-keyword search and user revocation. Then, Miao

Authorized licensed use limited to: Nanyang Technological University Library. Downloaded on August 27,2026 at 06:23:16 UTC from IEEE Xplore.  Restrictions apply. 



3652 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 23, NO. 5, MAY 2024

TABLE I
A COMPARATIVE SUMMARY BETWEEN OUR SCHEMES AND PREVIOUS

SCHEMES

Fig. 2. System model of our proposed frameworks.

et al. deployed ABKS in the shared multi-owner setting where
each file is co-owned by multiple owners [32], and extended
it to support the multi-authority scenarios [33]. While above
solutions cannot support efficient user revocation. Thus, Cui
et al. used an administration server to achieve efficient user
revocation mechanism without re-encrypting or updating cipher-
texts [21], Liu et al. utilized the blockchain to achieve the same
goal [17], but these two schemes cannot prevent the privacy
leakage of access policy. Motivated by this, Qiu et al. presented
a hidden policy ABKS scheme resisting the off-line keyword
guessing attack [34], and Wang et al. used the multilinear maps to
construct ABKS for supporting hidden policy and fast keyword
search [35].

Existing IBE-based or ABE-based SE schemes can achieve
both keyword search and user revocation, but cannot meet the
various practical requirements such as time-controllable key-
word search. Although the 0/1-encoding technique used in the
scheme [36] supports attribute comparison, it requires a signif-
icant amount of computation and communication resources to
represent user attributes as ranges, particularly for large range.
Additionally, it cannot support flexible time access control. For
example, 0/1-encoding can only determine whether there is an
intersection between the time interval [ti, tj ] and the time range
[t′i, t

′
j ], but cannot determine whether the current time tc falls

within both [ti, tj ] and [t′i, t
′
j ] simultaneously. This limitation

poses a risk of unauthorized access. Yu et al. embedded the time

tc into indexes and allowed users to generate valid tokens at
the time tc, which achieves revocable keyword search [37] but
requires the time synchronization. To allow efficient update in-
dexes at different time cells, Zhang et al. presented an improved
revokable keyword search scheme [38] by using hash chain and
anonymous receiver encryption. Two schemes [14], [15] both
re-encrypt the indexes at a time, but require that owner and user
should have the same time. Abdalla et al. proposed a public-key
encryption with temporary keyword search scheme [12], in
which an attacker cannot distinguish the ciphertexts of two
keywords within its chosen time period. Although Ameri et al.
designed a time-controllable ABKS scheme [13] allowing the
owners to encrypt indexes using multiple time intervals, this
scheme cannot prevent the cloud server from searching indexes
without time information. Liu et al. proposed a time-controlled
hierarchical multi-keyword search scheme [39], in which a new
concept of transition time is introduced to achieve the time-based
access control. However, this scheme relies on a non-colluding
double-server architecture and an online data owner. Xu et
al. proposed time-controllable ABKS over encrypted personal
health records [40], in which a time attribute is added to a user’s
key to support simple time control. The access is permitted only
if the user’s key expiration timeX is greater than or equal to the
data file’s expiration time Y and the rest of the policy attributes
match. Then, the time control is used to support user revocation
for a piece of data and not for the system. In fact, the data users
in [40] do not leave the system.

To solve the above issues, we propose a time-controllable
keyword search framework with efficient user revocation. Com-
pared with previous schemes, our proposed frameworks have
versatile features demonstrated in Table I.

III. PROBLEM FORMULATION

In this section, we present the system model, problem defini-
tion, threat model and security model.

A. System Model

In this paper, we consider a cloud-assisted e-health record
sharing application. As depicted in Fig. 2, the system model of
our frameworks consists of five entities, namely Data Owner
(DO), Data Users (DUs), Cloud Server (CS), Time Server (TS)
and Trusted Authority (TA). Both DO (patient) and DUs (doc-
tors) are the users with mobile terminals. DO outsources the
storage and management of his health data, which he cannot
afford, to CS. Meanwhile, DUs cannot conveniently monitor the
vital signs of patients anytime and anywhere using their mobile
devices. The role of each entity is shown as follows:
� Trusted authority: TA is responsible for distributing public

keys for all entities, and generates secret keys for autho-
rized DUs.

� Data owner: DO encrypts e-health records, and builds
indexes for keywords based on descriptive attributes and
time attribute. Then, he outsources encrypted records and
descriptive attribute indexes to CS, and sends time indexes
to TS. DO can be a mobile user, who is responsible for
encrypting a small amount of data collected each time
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before uploading it to CS, rather than encrypting a large
amount of data at once.

� Data users: The authorized DUs can make queries accord-
ing to their time and descriptive attributes, and submit the
tokens of interested keywords to CS. As demonstrated in
Section VI-B, the computation and storage costs of a query
token are friendly to mobile devices. Thus, DUs can be
mobile users.

� Time server: TS stores the time indexes and transforms
them when DUs make queries, and sends the transformed
time indexes to CS.

� Cloud server: CS stores record ciphertexts and indexes,
and conducts search operations based on DUs’ tokens.

In the above application, TA initializes the system and gener-
ates the secret key for each DU having both descriptive attributes
and time attribute (Step 1©). DO first encrypts e-health records
and builds indexes for keywords by using the access policy gen-
erated from descriptive and time attributes. Then, DO uploads
the record ciphertexts and indexes associated with descriptive
attributes to CS, and sends the indexes associated with time
attribute to TS (Step 2©). When making a search query, each DU
generates a token of interested keyword using his secret key at
one point tc, and sends the token to CS (Step 3©). Upon receiving
the token, CS first interacts with TS and obtains the transformed
time indexes at time tc (Step 4©), then checks whether the token
matches with the indexes (Step 5©), finally sends query results
to DU (Step 6©).

B. Problem Definition

Let p, q, s1, s2, p′, q′ be secure large primes, where p+ 1 =
2p′s1, q + 1 = 2q′s2. Given two cyclic groups G,GT of com-
posite order n = s′n′, where s′ = s1s2, n′ = p′q′, the bilinear
map e : G×G→ GT has three features: 1) Bilinearity. For
any group elements U, V ∈ G and random elements a, b in the
field Z∗n, we have e(Ua, V b) = e(U, V )ab; 2) Non-degeneracy.
For any generators U, V ∈ G, we have e(U, V ) �= 1; 3) Com-
putability. e(U, V ) can be efficiently computed. We define the
RSA-type Bilinear map system as (N,G,GT , e)with composite
ordern [22], whereN = pq is the RSA-modulus. LetGs′ ,Gn′ be
two subgroups of order s′, n′ respectively, we have e(g, h) = 1
for any group elements g ∈ Gs′ , h ∈ Gn′ . It is worth noticing
that e(g, w) �= 1, e(h,w) �= 1, where w ∈ G.

In this work, we model the fine-grained keyword search by
using the CP-ABE [10] and ABKS [7]. Specifically, DO first
embeds the access policy in the indexes to control DUs’ access
permissions. Then, each DU generates a token tk by using his
secret key associated with an attribute set, and can make valid
search queries on the condition that his descriptive attributesAtts
satisfy the specified access policyT. The access policy including
descriptive attributes is described by the following access tree:

Let T be a tree that represents the specified access structure.
Each non-leaf node of T stands for a threshold gate that is
described by its child nodes and threshold value. Given the
non-leaf node v, numv is the number of its child nodes and kv is
its threshold value such that0 < kv ≤ numv . The threshold gate
is an “OR” game if kv = 1, and is an “AND” gate if kv = numv .

Each leaf node v represents an attribute and its threshold value is
kv = 1. we define the function parent(v) as the parent node of v,
and use the function att(v) to represent the attribute associated
with the leaf node. As the child nodes have an ordering that
ranges from 1 to num, we also use a function index(v) to
represent the number associated with the node v. Assume that
the access tree T has a root root, then we denote the Tv as the
subtree rooted at the node v. If there exists an attribute set γ
satisfying Tv , then we have Tv(γ) = 1. If v is a non-leaf node,
we need to compute Tv′(γ) for all child nodes {v′} of v. Tv(γ)
returns 1 if and only if at least kv child nodes return 1. If v is a
lead node, then Tv(γ) = 1 if and only if att(v) ∈ γ.

To model the access permission of time attribute time, we
use the multi-dimensional range derivation function [23]. For
achieving time-controllable keyword search, each DU is as-
signed with secret components associated with authorized time
range [t′i, t

′
j ], and can make valid search queries if his authorized

time range is a subset of time intervals (e.g., [ti, tj ]) embedded
in the indexes. The multi-dimensional range derivation function
is shown as follows:

Let U = {t1, . . . , tmax} be a countable integer set with total
ordering relation, namely 0 ≤ t1 ≤ · · · ≤ tmax ≤ Z, where Z
is maximum integer. The order-preserving map ψ(·) outputs
the cryptographic value v[ti,tj ] = ψ([ti, tj ]) = ϕλtiμZ−tj ∈ G∗n′
when taking the range [ti, tj ] as input, where ϕ ∈ Gn′ , λ, μ ∈
Zn′ . Then we define a multi-dimensional range derivation func-
tion F(·) with following two properties:
� Easy to compute. F(·) can be efficiently computed. If
[t′i, t

′
j ] ⊆ [ti, tj ], we can have v[t′i,t′j ] = F(v[ti,tj ]) by (1),

where ti ≤ t′i and tj ≥ t′j

F(v[ti,tj ]) = vλ
t′
i
−tiμ

tj−t′j
[ti,tj ]

= (ϕλtiμZ−tj
)λ

t′
i
−tiμ

tj−t′j
= v[t′i,t′j ], (1)

� Hard to invert: It is infeasible for any probabilistic poly-
nomial time algorithm to compute v[t′i,t′j ] from v[ti,tj ] if

[t′i, t
′
j ] � [ti, tj ] (i.e., ti > t′i or tj < t′j).

C. Threat Model

In our proposed frameworks, TA and DO are all assumed to
be fully trusted. Similarly to the existing schemes [14], [41],
[42], TS is assumed to be fully trusted to improve system’s
security with sacrificing a small computation cost. Otherwise,
TS may infer some privacy information from accessible time
intervals. While CS is honest-but-curious1, which honestly ex-
ecutes operations according to established agreements but is
curious to infer some sensitive information based on statistics
or background information. It is worth noting that the use of
the two-server framework, consisting of CS and TS, contributes

1If CS is assumed to be malicious, it may return false search results, and even
not correctly execute the search protocol. To ensure the correctness of both query
results and the execution of the search protocol, the verification mechanism has
been proposed in many existing works such as [43], [44], [45]. Therefore, we
remain consistent with most works by assuming that CS is an honest-but-curious
entity.
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to preventing privacy leakage. If our schemes are implemented
under the single server framework, the time index transformation
is performed by CS. In this case, CS has the knowledge of
accessible time intervals of e-health records, thereby posing a
risk of privacy leakage. Malicious2 DUs may collude with each
other, but CS cannot collude with malicious DUs. The potential
threats caused by malicious DUs or CS are demonstrated as
follows:
� Key collusion attacks: Malicious DUs with different at-

tribute sets may try to collude with others to gain the valid
secret key, which incurs unauthorized accesses.

� Token linkability: CS may tell whether two submitted
tokens are generated from the same query if the token
generation algorithm is deterministic.

� Chosen-keyword attack: CS may distinguish indexes from
ciphertexts of its chosen keywords by using the public
information.

� Keyword secrecy leakage: CS may encrypt a keyword of
its choice, and check whether the resulting ciphertext and
received tokens are generated from the same keyword.

D. Security Model

Assume that an adversary A (modelling CS) does not have
any matching token, then it cannot infer any information about
underlying keywords. We formalize this security property by us-
ing the following Chosen-Keyword Attack (CKA) game which
is simulated between A and a challenger C as follows:
� Setup: Let IEnc be the input of Enc. A first chooses a

non-trivial challenge I∗Enc that can be satisfied by any
unauthorized DU, and sends it to C. Then, C calls Setup to
generate the public key pk and master key msk.

� Phase 1: A issues queries to the following oracles for
polynomially many times. C stores a keyword list Lkw
whose initial value is null.

– OKeyGen : Let IKeyGen be the input of KeyGen. If IKeyGen

matches with I∗Enc, C aborts this process. Otherwise, C calls
KeyGen to generate the secret key sk for A.

– OToken : C first generates the secret key sk with IKeyGen,
then calls Token to generate a token tk based on sk and
queried keyword kw before returning it to A. If IKeyGen

satisfies I∗Enc, C adds kw into Lkw.
� Challenge: A chooses challenging keywords kw0, kw1 /∈
Lkw and sends them to C. C chooses a random bit b ∈
{0, 1} and calls Enc to compute the index cphb with inputs
I∗Enc, kwb, then returns cphb to A.

� Phase 2:A continues to makes queries to oracles in Phase
1. While the restriction is that two challenging keywords
kw0, kw1 cannot be queried in the oracleOToken if IKeyGen

satisfies I∗Enc.
� Guess:A outputs a guess bit b′ ∈ {0, 1} and wins the above

CKA game if b′ = b.

2Our schemes are designed based on the Ciphertext Policy ABE (CP-ABE)
mechanism. The key collusion attack is a significant concern in CP-ABE, as
malicious users try to collude to obtain the valid secret key corresponding to a
large attribute set, thereby more gaining unauthorized access. Therefore, in our
schemes, we also assume that DUs are malicious entities who can launch key
collusion attacks.

Definition 1: Our proposed schemes are secure against CKA
if A’s advantage AdvA = |Pr[b′ = b]− 1

2 | < ε in breaking
above security game is negligible.

CS may encrypt a keyword of its choice and match the
resulting ciphertext with the tokens submitted by DUs, which
attempts to launch keyword guessing attack. We formalize the
weak security notion as keyword secrecy, which means that CS’s
probability in inferring the keyword information from its key-
word ciphertext and submitted tokens is negligible. The keyword
secrecy game conducted between adversaryA and challenger C
is demonstrated as follows:
� Setup: C calls Setup to generate the public key pk and

master key msk, then sends pk to A.
� Phase 1:Amakes the polynomial time queries to following

oracles:
– OKeyGen. C calls KeyGen to generate the secret key sk

corresponding to IKeyGen submitted byA, then adds IKeyGen

in the list LKeyGen.
– OToken. With the secret key sk, C callsToken to generate the

token tk according to the queried keyword kw submitted
by A, then sends tk to A.

� Challenge: A submits a non-trivial I∗Enc to C. C chooses
a keyword kw∗ from the keyword space W and the in-
put I∗KeyGen that satisfies I∗Enc, then calls Enc and Token
to generate the index cph∗ ← Enc(kw∗, I∗Enc) and token
tk∗ ← Token(sk, kw∗) respectively. Finally, C sends the
tuple (cph∗, tk∗) to A. It is worth noticing that any input
IKeyGen ∈ LKeyGen does not satisfy I∗Enc.

� Guess: After guessing q∗ different keywords, A outputs a
guess kw′, and wins this security game if kw′ = kw∗.

Definition 2: If the adversary A wins the above keyword
secrecy game with at most 1

|W|−q∗ + ε, then our proposed frame-
works guarantee the keyword secrecy, where ε is a negligible
advantage.

In our system model, DUs may combine their attribute sets
together to obtain unauthorized access permissions beyond their
privileges. At a technical level, our proposed frameworks should
resist the key collusion attack. Each DU has been assigned
the valid secret key associated with his attributes S (including
descriptive attributes Atts and time attribute time), but may
attempt to derive new secret key through collusion attacks. We
formalize the security via the key collusion attack game between
adversary A and challenger C as follows:
� Setup: C calls Setup to generate the public key pk for A,

and keeps the master key msk.
� Learning: A makes queries to the key generation on

behalf of a number of DUs with different attribute sets
S = {S1, . . . ,SU}. Then, C calls KeyGen for generating
(sk1, . . . , skU ) for A.

� Challenge: C sends a challenge toA on behalf of a certain
DU with an attribute set S∗ /∈ S.

� Response: A responses the secret key sk∗ to C. If sk∗ is
valid and can bring more access privileges for DU with an
attribute set S∗, then A wins this security game.

Definition 3: IfA just has a negligible advantage in deriving
the valid secret key that has more access privileges than that of
any collusive DU, then our proposed frameworks can resist the
key collusion attack caused by malicious DUs.
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IV. PROPOSED TIME-CONTROLLABLE KEYWORD SEARCH

FRAMEWORK

In this section, we first introduce the technical overview of our
proposed basic and enhanced time-controllable keyword search
frameworks, then present their concrete constructions.

A. Technical Overview

To achieve fine-grained keyword search, we utilize the
previous Ciphertext-Policy Attribute-Based Keyword Search
(ABKS) [7] solution. The algorithms of ABKS are demonstrated
as follows:
� Setup(1κ). Given the security parameters λ, TA out-

puts the Bilinear map parameters (G,GT , e, g, p). Then,
TA selects two hash functions H1 : {0, 1}∗ → G, H2 :
{0, 1}∗ → Zp and random elements a, b, c ∈ Zp. Finally,
TA outputs the public key pm = (H1, H2, g

a, gb, gc) and
master key mk = (a, b, c).

� KeyGen(mk, pk,Atts). TA selects r ∈ Zp and computes
A = g(ac−R)/b. For each attribute atj ∈ Atts, TA selects
rj ∈ Zp and computes Aj = grH1(atj)

rj , Bj = grj . The
secret key that corresponds to attribute set Atts is defined
as sk = (Atts, A, {Aj , Bj}).

� Enc(kw,T). DO chooses r1, r2 ∈ Zp and computesW =
gcr1 , W0 = ga(r1+r2)gbH2(kw)r1 , W ′ = gbr2 . Let r2 be
the secret key shared in the access tree T, DO com-
putes Wv = gqv(0), Dv = H1(att(v)) for each leaf node
v in T. The index for keyword kw is set as cph =
(T,W,W0,W

′, {Wv, Dv}).
� Token(sk, kw′). DU chooses s ∈ Zp and computes
tok1 = (gagbH2(kw

′))s, tok2 = gcs, tok3 = As. For each
atj ∈ Atts, DU computes A′j = As

j , B′j = Bs
j . The token

is defined as tk = (Atts, tok1, tok2, tok3, {A′j , B′j}).
� Search(cph, tk). If the attribute set Atts does not

satisfy the access tree T, CS aborts the process.
Otherwise, CS computes Ev = e(A′j ,Wv)/e(B

′
j , Dv) =

e(g, g)rsqv(0) for each atj ∈ S, where S is a subset of Atts
and satisfies T. Using the recursive algorithm, CS finally
obtains Eroot = e(g, g)rsr2 . Then, CS returns the search
results if (2) holds

e(W0, tok2)
?
= e(W, tok1)Eroote(tok3,W

′). (2)

Achieving time-controllable search. ABKS is deployed in the
Bilinear map of prime order, and its secret r2 is embedded in
term Eroot = e(g, g)rsr2 . While our proposed frameworks are
deployed in the composite order Bilinear map. Simply using
ABKS cannot achieve the time-controllable keyword search. To
solve this issue, we split the secret encrypted in indexes into
two parts s, ttime in our proposed frameworks. In a nutshell, the
secret s is embedded in the termEroot = e(g, w)rzs that can be
obtained when each DU’s descriptive attributes Atts satisfy the
access policyT. The secret ttime is embedded in the termEtime =
e(g, w)rzttime that can be derived if there exist time cells that
fall into time ranges [ti, tj ], [t′i, t

′
j ] specified in index generation

and token generation, respectively. Then, we replace the term
Eroot in (2) with Eroot · Etime for achieving time-controllable

Fig. 3. Example: deriving share of time attribute between previous and our
solution.

keyword search. DU can make valid queries iff the current time
tc falls into both [ti, tj ] and [t′i, t

′
j ]. It is worth noting that there

is usually only one time attribute.
As for the descriptive attributes, it is usually easy to de-

rive Eroot = e(g, w)rzs by using the access tree shown in
Section III-B. For the time attribute, we can use the multi-
dimensional range derivation function (shown in Section III-B)
to respectively transform the index encrypted by time interval
[ti, tj ] and token encrypted by time range [t′i, t

′
j ] into ciphertexts

associated with the same time cell [tc, tc], where tc ∈ [ti, tj ] and
tc ∈ [t′i, t

′
j ] and the unit of tc is not restricted to a particular value

and can be specified according to the user’s requirements. As
long as tc is an integer value, our schemes can be utilized for time
access control. Thus, we can easily deriveEtime = e(g, w)rzttime .
The difference of deriving Etime between previous solution and
our frameworks is shown in Fig. 3. The previous solution needs
to match tk1,2 with I1, I2, I3 respectively, while our solution
only matches tkc with Ic.

Achieving efficient user revocation: To further facilitate user
revocation in our enhanced framework, we allow DO to specify
a revocation list List = (id1, . . . , idd) including at most d DUs.
Motivated by the Shamir’s secret sharing scheme [46], we gener-
ate ad-degree polynomialP (·) and setP (0) as the secret in (3). It
is worth noticing thatP (0) is shared amongn parties, and can be
recovered by using the following Lagrange interpolation if there
exist at least d+ 1 secret shares (P (id1), . . . , P (idd), P (idk)),
where k /∈ [1, d]. In Enc of our enhanced framework, we embed
P (0) into DUs’ secret keys. If the identity idk of queried DU
does not belong to List, then CS can cancel the term including
P (0). Otherwise, CS cannot cancel it, and thus cannot match
the submitted token with indexes

P (0) =
d∑

i=0

λiP (xi), where λi =
d∏

j=0,j �=i

xj
xj − xi . (3)

B. Construction of Basic Framework (TCKS)

The construction of basic framework (namely TCKS) consists
of five algorithms, namely Setup, KeyGen, Enc, Token and
Search, which are shown as follows:
Setup (1κ): Given the security parameter κ, TA first gen-

erates the composite order Bilinear parameters BP = (N =
pq,G,GT , e, w, g, ϕ), where w, g, ϕ are generators of groups
G,Gs′ ,Gn′ , respectively. Then, TA chooses random elements
α, β, c ∈ Z∗n, λ, μ ∈ Z∗n′ and hash functions H1 : {0, 1}∗ →
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Gs′ , H2 : {0, 1}∗ → Z∗n. Finally, TA computes wα, wβ , gc and
outputs the public key pk, master key msk by (4). It is worth
noticing that TA also outputs a multi-dimensional range deriva-
tion function F(·) shared among TS and authorized DUs

pk = (BP, λ, μ, wα, wβ , gc);

msk = (p, q, n′, α, β, c). (4)

KeyGen (msk, pk, S): Given the attribute set S including
descriptive attributes Atts = {atj} and time attribute time, TA
calls ABKS.KeyGen to generate the secret key sk for DU, note
that time is defined as a time range [t′i, t

′
j ]. TA first selects an

element r ∈ Z∗n and computes D. Then, TA chooses a random
element (rj , rtime ∈ Z∗n) for each attribute in S and computes
Dj , D

1
j , Dtime, D

1
time, D

2
time. Finally, TA sends the secret key

sk = (D, {Dj , D
1
j}, Dtime, D

1
time, D

2
time) to DU, which is de-

fined by by (5)

D = g(αc−r)/β ;

∀atj ∈ Atts : Dj = grH1(atj)
rj , D1

j = wrj ;

Dtime = grH1(time)rtime , D1
time = wrtime , D2

time = vrtime

[t′i,t
′
j ]
. (5)

Enc (pk,W,R): Given the e-health records R = {Ri} and
corresponding keyword set W = {kw}, DO first encrypts each
record Ri using the traditional symmetric encryption algorithm
such as AES (Advanced Encryption Standard), which is outside
the scope of our discussion.

To build indexes for W, DO specifies an access tree T
constructed from descriptive attributes Atts. DO chooses a
polynomial qv of degree dv = kv − 1 for each node v in T in
top-down manner. For the root note root, DO selects an element
s ∈ Z∗n and sets qroot(0) = s, then chooses other droot points
to define the polynomial qroot. For other non-root node v, DO
sets qv(0) = qparent(v)(index(v)) and also selects other dv points
to completely construct qv . DO also selects a random element
ttime ∈ Z∗n for the attribute time with a range [ti, tj ].

Then, DO selects an element u ∈ Z∗n and calls ABKS.Enc to
generate the index for each keyword kw ∈W as follows:
� DO computes I, I ′, I0 for encrypting each keyword kw.
� Let L be the leaf node set in T. For each leaf node l ∈ L,

DO computes Il, I ′l.
� For the attribute time, DO computes Itime, I

1
time, I

2
time.

Finally, DO sets the indexes as cph = (T, {Ikw,Ctime}),
and sends index components (T, {Ikw}), {Ctime} to CS and
TS, respectively, where Ikw = (I, I ′, I0, {Il, I ′l}, ) and Ctime =
(Itime, I

1
time, I

2
time) are defined by (6)

I = (gc)u, I ′ = (wβ)(s+ttime),

I0 = wα(u+s+ttime)wβH2(kw)u;

∀l ∈ L : Il = wql(0), I ′l = H1(att(l))
ql(0);

Itime = wttime , I1time = H1(time)ttime , I2time = vttime

[ti,tj ]
. (6)

Token (kw′, sk, pk): When making a query for the
keyword kw′ at time tc, DU selects a random element
z ∈ Z∗n and then calls ABKS.Token to generate the
token tk. Specifically, DU first computes the token

components tok1, tok2, tok3. Then, for each descriptive
attribute atj ∈ Atts and time attribute time, DU respectively
computes Dz

j , (D
1
j )

z, (Dtime)
z, (D1

time)
z, (D2

time)
z . Finally,

DU submits the query token tk = (tok1, tok2, tok3,
{Dz

j , (D
1
j )

z}, (Dtime)
z, (D1

time)
z, (D2

time)
z) and his attribute

set S to CS, note that tk is computed by (7). If DU embeds
fake time t′c in the query token tk, the time attribute match
will not succeed and access will fail, this is because DU cannot
compromise the fully trusted TS to transform the time interval
[ti, tj ] into the time cell [t′c, t

′
c]. Thus, there is no motivation for

DU to embed fake time into his query token

tok1 = (wαwβH2(kw
′))z, tok2 = gcz,

tok3 = Dz = gz(αc−r)/β ;

∀atj ∈ Atts : Dz
j = gzrH1(atj)

zrj , (D1
j )

z = wzrj ;

(Dtime)
z = gzrH1(time)zrtime , (D1

time)
z = wzrtime ,

(D2
time)

z = F(vzrtime

[t′i,t
′
j ]
) = vzrtime

[tc,tc]
. (7)

Search (tk, {Ikw},C∗time, pk, S,T): Upon receiving the query
token tk, CS first interacts with TS to obtain the time indexes at
time tc. TS computes I∗time = Itime · F(I2time) = (w · v[tc,tc])ttime

and returns transformed time indexes C∗time = (I1time, I
∗
time) to

CS. Then, CS matches tk with index components Ikw,C∗time as
follows:
� CS checks whether Atts satisfies T. If Atts does not sat-

isfy T, CS aborts this process. Otherwise, CS chooses a
subset Atts∗ of Atts, note that Atts∗ satisfies T. If the
node v is a leaf node and att(v) = atj ∈ Atts∗, CS calls
ABKS.Search to compute Ev by (8). If v is a non-leaf
node, CS calls the following recursive algorithm to com-
pute e(g, w)rzqv(0). Specifically, Let Sv be kv-sized child
nodes (e.g., node v′) of v, CS computes e(g, w)rzqv(0) =∏

v′∈Sv
e(g, w)

rzqv′ (0)�i,S′v (0), where i = index(v′), S ′v =

{index(v′)|v′ ∈ Sv}, �i,S′v (0) =
∏

j∈S′v,j �=i
i

i−j . Thus,
CS can derive Eroot = e(g, w)rzs

Ev =
e(Dz

att(v), Iv)

e((D1
att(v))

z, I ′v)
= e(g, w)rzqv(0). (8)

� For the time attribute, if tc ∈ [ti, tj ] ∧ tc ∈ [t′i, t
′
j ], CS can

compute Etime by (9)

Etime =
e((Dtime)

z, I∗time)

e((D1
time)

z, I1time)
= e(g, w)rzttime . (9)

� CS checks whether tk matches with the index for keyword
kw by (10). If (10) holds, CS returns the query results to
DU. Otherwise, CS returns ⊥

e(I0, tok2)
?
= e(I, tok1) · Eroot · Etime · e(I ′, tok3). (10)

Remark: Our basic framework achieves the time-controllable
keyword search solution, in which DO builds indexes in a
specified time interval [ti, tj ]. DU can make valid queries iff
the current time tc falls into the time interval [ti, tj ] and time
range [t′i, t

′
j ] embedded in indexes and token, respectively. If

DO wants to change the time interval [ti, tj ] to [t̃i, t̃j ], DO first
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finds the element ttime corresponding to [ti, tj ], then computes
Ĩ2time = vttime

[t̃i,t̃j ]
and sends it to TS. After that, TS replaces I2time

with Ĩ2time. It is worth noticing that each update of a time
information only requires one modular exponentiation operation
and does not incur high update overheads in dynamic setting.
Our basic framework can support many functionalities such as
spatial keyword search and range query. However, in practical
applications, DUs may leave the system frequently. For secu-
rity concerns, the revoked DUs should not make valid search
queries using their old or updated secret keys. The traditional
user revocation and attribute revocation mechanisms need to
respectively regenerate secret keys and indexes, which incur
high computation burdens on DUs and DOs, respectively. Thus,
a challenging issue is how to achieve user revocation without
updating ciphertexts frequently.

C. Construction of Enhanced Framework (TCKS+)

The construction of enhanced framework (namely TCKS+)
also consists of five algorithms, namely Setup, KeyGen, Enc,
Token and Search. The Setup of TCKS+ is almost same as that
of TCKS, but the difference is that TA in TCKS+ generates a
d-degree polynomial P (·). For achieving user revocation, P (·)
is also shared with DO. The other algorithms of TCKS+ are
shown as follows:
KeyGen (msk, pk, S): Given the attribute set S including

descriptive attributes Atts = {atj} and time attribute time,
TA calls ABKS.KeyGen to generate the secret key sk for
DU with identity idk, note that time is defined as a time
range [t′i, t

′
j ]. TA first selects an element r ∈ Z∗n and com-

putes D. Then, TA chooses a random element (rj , rtime ∈
Z∗n) for each attribute in S and computes Dj , D

1
j , D

2
j ,

Dtime, D
1
time, D

2
time, D

3
time. Finally, TA sends the secret key sk =

(D, {Dj , D
1
j , D

2
j}, Dtime, D

1
time, D

2
time, D

3
time, D

4
time) to DU,

which is defined by (11), where P (0) is a secret shared among
n parties

D = g(αc−r)/β ;

∀atj ∈ Atts : Dj = grH1(atj)
rjP (0),

D1
j = wrj , D2

j = wrjP (idk);

Dtime = grH1(time)rtimeP (0), D1
time = wrtime ,

D2
time = wrtimeP (idk), D3

time = vrtime

[t′i,t
′
j ]
,

D4
time = v

rtimeP (idk)
[t′i,t

′
j ]

. (11)

Enc (pk,W,R): Given the e-health records R = {Ri} and
corresponding keyword set W = {kw}, DO first encrypts each
record Ri using the traditional symmetric encryption algorithm
such as AES (Advanced Encryption Standard), which is outside
the scope of our discussion.

To build indexes for W, DO specifies an access tree T con-
structed from descriptive attributes. DO chooses a polynomial
qv of degree dv = kv − 1 for each node v in T in top-down
manner. For the root note root, DO selects an element s ∈ Z∗n
and sets qroot(0) = s, then chooses other droot points to define

the polynomial qroot. For other non-root nodev, DO sets qv(0) =
qparent(v)(index(v)) and also selects other dv points to com-
pletely construct qv . DO selects a random element ttime ∈ Z∗n
for the attribute time with a range [ti, tj ]. Besides, DO specifies
a user revocation list List = (id1, . . . , idd) including at most d
revoked DUs.

Then, DO selects an element u ∈ Z∗n and calls ABKS.Enc to
generate the index for each keyword kw ∈W as follows:
� DO computes I, I ′, I0 for encrypting each keyword kw.
� Let L be the leaf node set in T. For each leaf node l ∈ L,

DO computes Il, I ′l, I
′′
l .

� For the attribute time, DO computes Itime, I
1
time, I

2
time.

Finally, DO sets the indexes as cph = (T, {Ikw,Ctime}),
and sends index components (T, {Ikw}), {Ctime} to CS and
TS, respectively, where Ikw = (I, I ′, I0, {Il, I ′l}, ) and Ctime =
(Itime, I

1
time, I

2
time) are defined by (12)

I = (gc)u, I ′ = (wβ)(s+ttime),

I0 = wα(u+s+ttime)wβH2(kw)u;

∀l ∈ L : Il = wql(0), I ′l = H1(att(l))
ql(0),

I ′′l = (I ′l)
∑d

i=1 λiP (idi);

Itime = wttime , I1time = H1(time)ttime ,

I2time = (I1time)
∑d

i=1 λiP (idi), I3time = vttime

[ti,tj ]
. (12)

Token (kw′, sk, pk): When making a query for the
keyword kw′ at time tc, DU selects a random element
z ∈ Z∗n and then calls ABKS.Token to generate the token
tk. Specifically, DU first computes the token components
tok1, tok2, tok3. For each descriptive attribute atj ∈ Atts and
time attribute time, DU respectively computes Dz

j , (D
1
j )

z ,
(Dtime)

z, (D1
time)

z, (D2
time)

z . DU submits the query token tk =
(tok1, tok2, tok3, {Dz

j , (D
1
j )

z}, (Dtime)
z, (D1

time)
z, (D2

time)
z)

and his attribute set S to CS, which is computed by (13)

tok1 = (wαwβH2(kw
′))z, tok2 = gcz,

tok3 = Dz = gz(αc−r)/β ;

∀atj ∈ Atts : Dz
j = gzrH1(atj)

zrjP (0),

(D1
j )

z = wzrj , (D2
j )

z = wzrjP (idk);

(Dtime)
z = gzrH1(time)zrtime , (D1

time)
z = wzrtime ,

(D2
time)

z = wzrtimeP (idk),

(D3
time)

z = F(vzrtime

[t′i,t
′
j ]
) = vzrtime

[tc,tc]
;

(D4
time)

z = F(v
zrtimeP (idk)
[t′i,t

′
j ]

) = v
zrtimeP (idk)
[tc,tc]

. (13)

Search (tk, {Ikw},C∗time, pk, S,T): Upon receiving the query
token tk, CS first interacts with TS to obtain the time indexes
at time tc. TS computes I∗time by (14), and returns transformed
time indexes C∗time = (I1time, I

∗
time) to CS

I∗time = Itime · F(I3time) = (w · v[tc,tc])ttime , (14)
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Then, CS matches tk with index components Ikw,C∗time as
follows:
� CS checks whether Atts satisfies T: If Atts does not

satisfy T, CS aborts this process. Otherwise, CS chooses
a subset Atts∗ of Atts, note that Atts∗ satisfies T. If
the node v is a leaf node and att(v) = atj ∈ Atts∗,
CS calls ABKS.Search to compute Ev by (15). It is
worth noticing that λk can be computed by (3), where
the set is {id1, . . . , idd, idk}. If v is a non-leaf node,
CS calls the following recursive algorithm to compute
e(g, w)rzqv(0). Specifically, Let Sv be kv-sized child
nodes (e.g., node v′) of v, CS computes e(g, w)rzqv(0) =∏

v′∈Sv
e(g, w)

rzqv′ (0)�i,S′v (0), where i = index(v′), S ′v =

{index(v′)|v′ ∈ Sv}, �i,S′v (0) =
∏

j∈S′v,j �=i
i

i−j . Thus,
CS can derive Eroot = e(g, w)rzs

Ev =
e(Dz

att(v), Iv)

e((D′′att(v))
z, I ′v)λke((D′att(v))

z, I ′′v)

= e(g, w)rzqv(0). (15)

� For the time attribute, if tc ∈ [ti, tj ] ∧ tc ∈ [t′i, t
′
j ], CS can

compute Etime as follows:

Etime =
e((Dtime)

z, I∗time)e((D
1
time)

z(D3
time)

z, I2time)
−1

e((D2
time)

z(D4
time)

z, I1time)
λk

= e(g, w)rzttime

� CS checks whether tk matches with the index for keyword
kw by (16). If (16) holds, CS returns the query results to
DU. Otherwise, CS returns ⊥
e(I0, tok2)

?
= e(I, tok1) · Eroot · Etime · e(I ′, tok3).

(16)

Remark: To support efficient user revocation, our enhanced
framework uses the secret sharing technique to construct a
d-degree polynomial. We embed the secret P (0) in the secret
key of each DU, which will be further hidden in the token. In
the index generation process, DO specifies a user revocation
list List including at most d revoked DUs, then embeds their
shares {P (id1), . . . , P (idd)} into the indexes. If the identity
idk of query user DU belongs to List, there are at most d secret
shares that cannot be used to recoverP (0). Otherwise, the d+ 1
secret shares can recover P (0). Thus, our enhanced framework
can prevent revoked DUs to make valid queries. In addition,
our enhanced framework does not incur high computation and
storage overheads while supporting user revocation, which can
be verified by the experimental tests in Section VI. In addi-
tion, similar to most encrypted keyword search schemes, our
proposed schemes disclose access pattern (i.e., CS learns the
matching results between e-health records and queries), which
can be obfuscated by using differential privacy [47], [48], [49] to
add both false positives and false negatives to the search results.

V. SECURITY ANALYSIS

The security of our proposed frameworks requires that CS
should learn noting about keywords from indexes apart from

search results, which can be guaranteed by the following theo-
rem.

Theorem 1: Given the hash functions H1, H2, our proposed
frameworks are secure against CKA in the generic bilinear group
model, where H1 is modelled as a random oracle and H2 is a
one-way hash function.

Proof: In the CKA security game, the adversary
A wants to distinguish wα(u+s+ttime)wuβH2(kw0) from
wα(u+s+ttime)wuβH2(kw1). Let θ ∈ Z∗n be a random element,
thenA’s advantage of tellingwθ fromwα(u+s+ttime)wuβH2(kw0)

is equal to that of telling wθ from wα(u+s+ttime)wuβH2(kw1).
Suppose A has an advantage ε in successfully breaking the
CKA security game, then it has an advantage ε/2 in telling
wθ from wα(u+s+ttime)wuβH2(kw0). The CKA game simulated
between A and challenger C is shown as follows:
� Setup: C selects random elements α, β, c ∈ Z∗n and calls

Setup to generate the public key pk = (BP, wα, wβ , gc)
forA, while it keeps the master key msk. Then,A chooses
an access tree T∗ generated from descriptive attributes and
sends it to C. C simulates the random oracle modelOH1

as
follows: 1) If the descriptive attribute atj has been queried
before, it selects αj ∈ Z∗n, then adds the tuple (atj , αj) in
the hash list LH1

and returns wαj . Otherwise, it returns
wαj by using the term αj in LH1

.
� Phase 1: A makes queries to the oracles OKeyGen, OToken,

then C responses as follows:
– OKeyGen : C first chooses an element r ∈ Z∗n and com-

putes D = g(αc−r)/β . Then, for each attribute atj ∈
Atts, C selects rj ∈ Z∗n and computes Dj = grgαjrj ,
D1

j = wrj . Finally, C sends the secret key components
(Atts, D, {Dj , D

1
j}) to A.

– OToken : C first makes the query to OKeyGen for get-
ting the secret key components (Atts, D, {Dj , D

1
j}), then

selects z ∈ Z∗n and calls Token to generate the token
components tok1, tok2, tok3, {Dz

j , (D
1
j )

z}, where tok1 =

(wαwβH2(kw
′))z , tok2 = gcz , tok3 = Dz . If Atts satisfies

T∗, C adds the keyword kw′ into Lkw.
� Challenge: A submits two challenging keywords
kw0, kw1 /∈ Lkw with equal length to C. C selects
random elements s, u, ttime ∈ Z∗n and calculates the secret
shares of s for each leaf node l ∈ L in T∗. Then, C selects
a random bit b ∈ {0, 1}. If b = 0, C computes I = gcu,
I ′ = wβ(s+ttime), I0 = wθ, Il = wql(0), I ′l = gαjql(0),
where att(l) = atj . If b = 1, C computes I = gcu,
I ′ = wβ(s+ttime), I0 = wα(s+u+ttime), Il = wql(0),
I ′l = gαjql(0), where att(l) = atj . Finally, C sends
(I, I ′, I0, {Il, I ′l}) to A.

� Phase 2: This phase is similar to that of Phase 1, but one
restriction is that kw0, kw1 cannot be queried again if Atts
satisfies T∗.

� Guess: A outputs a guess bit b′ ∈ {0, 1} and wins this
security game if b′ = b.

Suppose A can construct the term e(g, w)δα(s+u+ttime)

for gδ that can be composed of oracle outputs, then A
utilizes the term to tell wθ from wα(s+u+ttime). Next, we
should show that A just has a negligible advantage in
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constructing the term e(g, w)δα(s+u+ttime) for gδ , which implies
thatA cannot break the CKA security game with non-negligible
advantage.

We first recall the generic group model [10], in which two
random injective functions φ0, φ1 that map elements from Zn

into elements with length {0, 1}ι, where ι > 3 log(n). It is
worth noticing that A can guess an element in the image
of φ0 or φ1 with a negligible advantage. Given the groups
G = {φ0(x)|x ∈ Zn}, GT = {φ1(x)|x ∈ Zn}, we show how
to construct e(g, w)δα(u+s+ttime) for the term δ in the following.
As the term u only appears in the term cu, δ should contain
c for constructing e(g, w)δα(s+u+ttime). Let δ = cδ′, then A
needs to construct the term δ′αc(s+ ttime) for constructing
e(g, w)cδ

′α(s+u+ttime). The term δ′αc(s+ ttime) can be con-
structed by using β(s+ ttime) and (αc− r)/β. Due to β(s+
ttime) · (αc− r)/β = (s+ ttime)(αc− r),A still needs to can-
cel r(s+ ttime) by using the terms αj , r + αjrj , ql(0), αjql(0).
However, the term r(s+ ttime) can be constructed iff attributes
corresponding rj , r + αjrj match with T∗. Thus, A just has a
negligible advantage in breaking the above CKA security game.
In other words, our proposed frameworks are secure against
CKA in the generic bilinear group model. This completes the
proof of Theorem 1. �

To prevent the adversary A (modelling CS) from matching
tokens with keyword ciphertext of its choice, our proposed
frameworks should guarantee the keyword secrecy, which can
be proved by the following theorem.

Theorem 2: Given the one-way hash function H2, our pro-
posed frameworks achieve the keyword secrecy in the random
oracle model.

Proof: We first construct a challenger C that can simulate the
keyword secrecy game by interacting with A:
� Setup: C selects several random elements α, β, c ∈
Z∗n and calls Setup to generate the public key
pk = (BP, λ, μ, wα, wβ , gc) and master key msk =
(p, q, n′, α, β, c). Similar to the proof of Theorem 1, C
simulates the random oracle model OH1

as follows: If the
descriptive attribute atj was not queried before, C selects
an element αj ∈ Z∗n and adds the tuple (atj , αj) into the
hash list LH1

, and outputswαj . Otherwise, C uses the term
αj that already exists in LH1

, and then outputs wαj .
� Phase 1: A adaptively makes polynomial time queries to

following oracles:
– OKeyGen : C calls KeyGen to generate the secret key sk

corresponding to descriptive attributes Atts, then returns
sk to A. Finally, C adds Atts into the list LKeyGen which is
initially empty.

– OToken : Upon gaining the secret key components sk =
(D, {Dj , D

1
j}), C calls Token to generate the token tk for

the keyword kw, then sends tk to A.
� Challenge:A submits an access policy T∗ to C. C chooses

an attribute set Atts∗ that satisfies T∗, then calls KeyGen
to generate the secret key sk∗ corresponding to Atts∗. With
the tuple (Atts∗, sk∗), C selects a keyword kw∗ from the
keyword spaceW , and calls Enc and Token to output the
indexes cph∗ and token tk∗ respectively.C sends (cph∗, tk∗)
to A.

� Guess:A guesses a keyword kw′ and submits it toC.C calls
Enc to generate the indexes cph′ corresponding to kw′ and
returns it to A. If cph′ satisfies the token tk∗, then A wins
this security game; otherwise, it fails.

Assume that A has queried q∗ different keywords before
guessing kw′, then the size of remaining keyword space is
|W| − q∗. In addition, H2 is a one-way hash function, which
indicates the advantage ε in deducing the keyword kw∗ from
the hash value H2(kw

∗) is negligible. Thus, we derive that the
A’s probability of winning the above security game is at most

1
|W|−q∗ + ε. In other words, our proposed frameworks guarantee
the keyword secrecy in the random oracle model. This completes
the proof of Theorem 2. �

Similar to the proof of ciphertext-policy ABE [10], our pro-
posed frameworks also can prevent malicious DUs to com-
bine their descriptive attributes to derive new valid secret key
component. At a high level, our proposed frameworks embed
the share s ∈ Z∗n associated with descriptive attributes into the
term e(g, w)rzs. To generate the valid token that satisfies the
indexes, the adversary must recover e(g, w)rzs. However, TA
uses a different element r ∈ Z∗n for generating the secret key
of DU. Thus, malicious DUs cannot derive the valid secret
key component by using malicious DUs’ descriptive attribute
sets. Besides, our proposed frameworks embed the other share
ttime ∈ Z∗n in e(g, w)rzttime . Next, we just show that collusion
users cannot derive the valid key component for time attribute
time.

Theorem 3: Our proposed schemes are secure against the key
collusion attack if following two lemmas hold.

Proof: As the key collusion attack against descriptive at-
tributes has been proved in previous schemmes, we mainly
focus on the key collusion attack against time attribute. Given
two DUs’ secret key components (D,Du′

time, D
u′,1
time, D

u′,2
time),

(D,Du
time, D

u,1
time, D

u,2
time) corresponding to time attribute ranges

[t′i, t
′
j ], [ti, tj ], where ti < t′i < t′j < tj . Suppose the user u′with

time range range [t′i, t
′
j ] attempts to obtain the secret key compo-

nent of another user u with time range [ti, tj ]. After issuing the
key collusion attack, the user u′ obtains the new key component
(g(αc−ru′ )/β , gru′H1(time)r

u
time , wrutime , v

rutime

[ti,tj ]
) by replacing the

term gru′ orH1(time)r
u
time with other known terms. The following

lemma shows that our proposed frameworks resist such key
collusion attack.

Before presenting the proof of Lemma 1, we first give
the definition of co-CDH assumption. Given a quadruple
(g1, g

a
1 , g2, g

b
2), the goal of co-CDH problem is to compute gab2 ,

where a, b ∈ Z∗n. We can say that the co-CDH assumption holds
if the adversary’s advantage in solving the co-CDH problem is
negligible.

Lemma 1: There exists no probability polynomial time ad-
versary A that can derive the term gru or H1(time)r

u
time with

a non-negligible advantage under the co-CDH (Computational
Diffie-Hellman) assumption [50].

Proof: Considering thatw is the generator of groupG, we can
set gru = wa1 , H1(time) = wb1 , v[ti,tj ] = wc1 , g(αc−ru′ )/β =

wd1 , where a1, b1, c1, d1 ∈ Z∗n. Then, the co-CDH problem
is equivalent to deriving (wa1 , wb1r

u
time) from the quadruple
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(wd1 , wa1+b1r
u
time , wc1r

u
time , wrutime). As the element c1 has nothing

to do with co-CDH problem, we reduce the co-CDH problem to
deriving (wa1 , wb1r

u
time) from (w,wrutime , wb1 , wa1+b1r

u
time). As-

sume that the adversary A can solve the above problem. Given
the instance (g1, g

a
1 , g2, g

b
2) of co-CDH problem, another algo-

rithm B usesA as a subroutine to solve the co-CDH problem as
follows:
� B first invokes A with the input (w = g1, w

rutime =
ga1 , w

b1 = gb2, w
a1+b1r

u
time = gν2 ), where ν ∈ Z∗n.

� Suppose the output ofA is (X,Y ), then B checks whether
both X · Y = gν2 and e(g1, Y ) = e(ga1 , g

b
2). If these

equations hold, B outputs Y . Otherwise, B continues to
invoke A.

If there exist elements such that rutime = a, Y = wb1rtime , then

we haveX · Y = g
a1+b1r

u
time

2 = gν2 , e(g1, Y ) = e(g1, g
b1r

u
time

2 ) =
e(ga1 , g

b
2). In this case, B can address the co-CDH problem,

which conflicts the co-CDH assumption. Thus, there exists no
algorithm that can derive the term gru or H1(time)r

u
time with

non-negligible advantage. �
In addition, the collusion users can derive the new secret

key (g(αc−ru′ )/β , gru′H1(time)r
u′
time , wru

′
time , v

ru
′

time

[ti,tj ]
) by replacing

the term v[t′i,t′j ] with v[ti,tj ]. Then we prove that our proposed
frameworks can resist this kind of collusion attack based on the
following theorem.

For proving the Lemma 2, we present the RSA assump-
tion [51]. Let κ be a security parameter, and N be the product
of two primes p, q, where p+ 1 = 2s1p

′, q + 1 = 2s1q
′. In

addition, let e be a random prime between [2κ, 2κ+1 − 1], and
QRN be a group of quadratic residues inZ∗N of order p′q′. Given
a tuple (N, e) and a random element C ∈ QRN , it is difficult to
compute the message M such that M e ≡ C mod N .

Lemma 2: Given the public parameters (N = pq, ϕ, λ,

μ, [ti, tj ], v
rtime

[ti,tj ]
= ϕrtimeλ

tiμZ−tj
), there is no algorithm A that

can deriveϕrtimeλ
t′
iμ

Z−t′
j with non-negligible advantage if ti > t′i

or tj < t′j under the RSA assumption.
Proof: For the time attribute time with time range [ti, tj ],

we assume that there exists ti > t′i. In addition, there exists

an algorithm that can output ϕrtimeλ
t′
iμ

Z−t′
j by using the input

(N,ϕ, λ, μ, [ti, tj ], v
rtime

[ti,tj ]
= ϕrtimeλ

tiμZ−tj
). Then we construct

an algorithmB than can derive the plaintextM = Ce−1 , whereC
is the RSA ciphertext and 1 < e < (p− 1)(q − 1) is the public
key of RSA. Then we show how B breaks the bilinear co-CDH
problem using the public keys (G, N, e).
� B calls A with the input (N,ϕ, e = λ′, ti, C =

ϕrtimeλ
tiμZ−tj

), where ϕ = Crtime and ti is an integer.
� A’s outputs are set as (t′i, Y ). If the equations t′i − ti − 1 >

0 and Y λ
′(t′

i
−ti)

= C both hold,B outputsM = Y e
(t′

i
−ti−1)

.
Otherwise, B continues to invoke A.

The output of B is valid due to M e = C = Y e
(t′

i
−ti)

. In
addition, it is difficult to compute rtime = (r′timeλ

′ti)−1 mod n′

due to the hardness of factoring N . From the above discus-
sion, B can solve the RSA problem if A is a probabilis-
tic polynomial time algorithm, which conflicts the RSA as-
sumption. With the same analysis, it is also difficult to derive

Fig. 4. Performance of KeyGen.

({t′i, t′j}, ϕrtimeλ
t′
iμ

Z−t′
j
) if tj < t′j , Thus, there exists no algo-

rithm that can derive ({t′i, t′j}, ϕrtimeλ
t′
iμ

Z−t′
j
) if ti < t′i, tj < t′j

under the RSA assumption. �
If Lemmas 1 and 2 both hold, then our proposed frameworks

can resist the key collusion attack. This completes the proof of
Theorem 3. �

VI. PERFORMANCE ANALYSIS

In this section, we assess the performance of our proposed
frameworks from two aspects including theoretical complexities
and experimental tests using a real-world dataset.

A. Theoretical Complexities

To evaluate the complexities of our proposed frameworks
including TCKS and TCKS+, we compare them with the
state-of-the-art ASBKS (Attribute Set Based Keyword Search)
scheme [40] as it exhibits the most overlapping functionality
with our proposed schemes. For example, both ASBKS and
our proposed schemes support attribute-based single-keyword
search, fine-grained access control based on access tree, time
control and user revocation. However, our proposed schemes
support more flexible time-controllable keyword search and user
revocation than ASBKS. We consider several time-consuming
operations including the pairing operation P, modular exponen-
tiation operation E (or ET ) in the groups G,Gs′ ,Gn′ (or GT )
and hash function H which maps an arbitrary string into the
subgroup Gs′ . It is worth noticing that we neglect the hash
function (which maps an arbitrary string into the filed Zn) as
it is very efficient. Let |G|, |GT |, |Gs′ |, |Gn′ | be the lengths
of elements in groups G,GT ,Gs′ ,Gn′ respectively, note that
|GT | = 2|G| = 2|Gs′ | = 2|Gn′ |. The theoretical complexities
of our proposed frameworks and ASBKS are shown in Table II.

From Table II we notice that the performance of our proposed
frameworks is mainly affected by the number |Atts| of user
attributes, while that of ASBKS is influenced by the numberN
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TABLE II
THEORETICAL COMPLEXITIES OF OUR PROPOSED FRAMEWORKS AND PREVIOUS SCHEME: A COMPARATIVE SUMMARY

of system attributes. When the value of |Atts| is small, the key
generation time and costs of our proposed frameworks including
TCKS and TCKS+ are much fewer than those of ASBKS and
ASBKS+. Due to the support for user revocation, TCKS+ has
higher key generation burdens than TCKS. In addition, ASBKS+
has higher key generation overheads than ASBKS as its attribute
has two values. In Enc, as TCKS+ needs to generate extra index
components ({Il}, I2time), thus it has higher encryption time and
costs than those of TCKS. ABSKS and ASBKS have the same
index computation cost 4E+ E|W|+ (H+ 2E)N and storage
cost 3|G|+ |W||G|+ 2|G|N . The encryption time and costs of
our proposed frameworks are related with the number of leaf
nodes in the access policy and the number |W| of keywords,
while those of ASBKS and ASBKS+ depend on the variables
N , |W|. In Token, the token generation time and costs of TCKS
and TCKS are affected by the number q of queried keywords
and the variable |Atts|, while those of ASBKS and ASBKS+ are
influenced by variables q,N . Due to |Atts| � N , our proposed
frameworks are efficient than ASBKS and ASBKS+ in terms
of token generation time and costs. In Search, the search time
and costs of TCKS and TCKS+ are related to the variables
|W|, q, |Atts|, but those of ASBKS and ASBKS+ are suscep-
tible to variables |W|, q,N . For the same reason in Token, our
proposed frameworks incur less computation and storage costs
in the ciphertext retrieval process compared with ASBKS and
ASBKS+.

B. Experimental Tests

To assess the actual performance of our proposed frame-
works, ASBKS and ASBKS+, we conduct extensive exper-
iments on macOS Catalina 10.15.4 with Intel Core i7 CPU
2.9 GHz by using Python3 language and Paring Based Cryp-
tography (PBC) Library. The real-world dataset used in these
empirical experiments comes from the public Enron Email
Dataset3, and has a size of 422 MB emails distributed in
3500 folders. For simplicity, we set |s′| = |n′| = 128 bits.4

Thus, we get |Zn| = 256 bits, |G| = |Gs′ | = |Gn′ | = 264 bits

3[Online]. Available: http://www.cs.cmu.edu/\,enron/
4In our experiments, we set |s′| = |n′| = 128 bits for comparison. In practice,

we can set the larger values of |s′| = |n′|, but will incur much more computation
overheads. Thus, setting the values of |s′| = |n′| is tradeoff between security
and efficiency.

Fig. 5. Performance of Enc.

and |GT | = 528 bits. In addition, we set q = |Atts| ∈ [1, 10],
|W| ∈ [1, 1000], L = N ∈ [1, 50] in the experimental tests.

Fig. 4 shows that the key generation time and costs of TCKS
and TCKS+ linearly increase with the number |Atts| ∈ [1, 10]
of user attributes, but keep almost unchanged with the number
N ∈ [1, 50] of system attributes. On the contrary, the key gen-
eration time and costs of ASBKS and ASBKS+ approximately
grow as the value ofN increases. In the case that |Atts| = N , our
proposed frameworks still have less key generation time com-
pared with ASBKS and ASBKS+. This is because TCKS and
TCKS+ respectively need to conduct about 2E+ H, 3E+ H op-
erations, but ASBKS and ASBKS+ respectively perform about
4E+ H, 6E+ H operations. In addition, TCKS+ has slightly
higher computation and storage costs than TCKS as it needs
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Fig. 6. Performance of Token.

to execute extra computations for achieving user revocation.
ASBKS+ incurs higher computation and storage burdens than
ASBKS as it computes twice for each attribute.

To facilitate comparison, the number of leaf nodes in the
access policy is equal to that of system attributes in Fig. 5,
namely |L| = N . We notice that the index generation time and
costs of all schemes linearly increase with the number of leaf
nodes and the number of keywords, but keep unchanged as the
number of user attributes increases. In Fig. 5(a), (b), (d), (e),
TCKS and TCKS+ have slightly higher index computation and
storage overheads than ASBKS and ASBKS+ as the number
of leaf nodes or keywords increases. However, in practice, our
proposed frameworks have fewer costs due to |L| � N . In
Fig. 5(c), (f), both our proposed frameworks and comparison
schemes have constant index generation time and costs as the
number of user attributes increases. It is worth noticing that
TCKS has higher index generation time and cost than TCKS
as it needs to generate extra ciphertexts for supporting user
revocation, and ABSKS and ABSKS+ have the same token
generation time and cost. With setting |W| = 1000, |Atts| = 10,
|L| = N = 50, the index generation time and costs of above four
schemes are respectively (1.69 s,35.61 KB), (1.75 s,37.26 KB),
(1.67 s,35.55 KB), (1.66 s,35.55 KB). Second level computation
costs and KB level storage costs make it reasonable for DO to use
resource-limited devices in mobile computing framework. As

Fig. 7. Performance of Search.

the index building is just a one-time operation, the performance
of Enc does not affect the practicability and scalability of our
proposed frameworks in practical applications.

From Fig. 6 we notice that the token generation time and costs
of TCKS and TCKS+ are much fewer than those of ASBKS
and ASBKS+. With setting N = 50, q = 6 in Fig. 6(a), (d),
the token generation time and costs of TCKS and TCKS+
linearly grow with the variable |Atts|, but those of ASBKS
and ASBKS+ are almost constant. In Fig. 6(b), (e), we set
|Atts| = 10, q = 6, and find that the token generation time
and costs of TCKS and TCKS+ are almost constant, while
those of ASBKS and ASBKS+ linearly grow with the value
of N ∈ [1, 50]. When setting |Atts| = 10,N = 50, the token
generation time and costs of all schemes grow as the value of q
increases in Fig. 6(c), (f), but our proposed frameworks outper-
form ASBKS and ASBKS+. For example, if DU is allowed to
query 10 keywords at the same time, the token generation time
and costs of TCKS, TCKS+, ASBKS, ASBKS+ are respectively
(69.60 ms,1.13 KB), (83.29 ms,1.51 KB), (74.55 ms,5.19 KB),
(104.73 ms,8.43 KB). Millisecond level computation costs and
KB level storage costs make it reasonable for DUs to use
resource-limited devices in mobile computing framework. Due
to the support for user revocation, TCKS+ has slightly higher
token generation time and cost than TCKS. As each attribute has
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two values in ASBKS+, thus ASBKS+ has higher computation
and storage costs than ASBKS in term of token generation.

From Fig. 7 we notice that our proposed TCKS and TCKS+
have less ciphertext retrieval time and costs than ASBKS
and ASBKS+. In Fig. 7(a), (d), when setting N = 50, q = 6,
W = 1000, the search time and costs of TCKS and TCKS+
slightly increase with the variable |Atts| ∈ [1, 10], but those
of ASBKS and ASBKS+ keep almost unchanged. With setting
|Atts| = 10, q = 6, W = 1000 in Fig. 7(b), TCKS and TCKS+
have almost constant search time and costs, but those of ASBKS
and ASBKS+ slightly increase with the variableN ∈ [1, 50]. In
Fig. 7(c), (f), the search time of all schemes linearly increases
with the variable q ∈ [1, 10], but the search costs of all schemes
are almost constant as the value of q increases. For example,
when setting q = 10, W = 1000, N = 50, |Atts| = 10, the
search time and costs of above four schemes are respectively
(1.37 s,65.94 KB), (1.38 s,65.94 KB), (18.10 s,95.17 KB),
(18.78 s,95.17 KB). Due to |Atts|,N , q� |W|, the effect of
variables |Atts|,N on TCKS, TCKS+, ASBKS, ASBKS+ is
not obvious.

VII. CONCLUSION

In this paper, we proposed a time-controllable fine-grained
keyword search scheme using attribute-based comparable access
control, which allows authorized data users to match indexes
encrypted within specified time intervals. We then leveraged
secret sharing to design an improved framework for supporting
efficient user revocation. We formally proved that both proposed
frameworks can resist chosen-keyword and key collusion at-
tacks, and guarantee key secrecy. We also performed empirical
experiments to demonstrate the feasibility and efficiency of our
proposed frameworks using a real-world dataset.

As part of our future work, we will focus on designing multi-
attribute comparison for real-world systems, and consider issue
of single point of failure for the time server.
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