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Abstract—Searchable encryption enables writers to upload
encrypted data to an untrusted cloud server, while allowing
authorized readers to perform keyword searches over the en-
crypted content without compromising data privacy. The multi-
writer/multi-reader (M/M) setting better reflects real-world de-
ployment requirements because it aligns with the collaborative
nature of many modern applications, but introduces substantial
challenges in both efficiency and security. The state-of-the-
art scheme, delegatable searchable encryption (DSE), achieves
optimal search time and forward privacy in the M/M setting.
Nevertheless, DSE provides only limited security guarantees:
search tokens generated by readers reveal the update count
of queried keywords, and the scheme remains susceptible to
collusion attacks between users and the server.

In this work, we present Archon, a novel hardware-assisted
multi-user searchable encryption scheme that addresses the
aforementioned security limitations while maintaining sublinear
search complexity. By leveraging trusted execution environments
and an updatable keyword private information retrieval protocol,
Archon achieves strong collusion resistance and supports flexible
user revocation in multi-user settings. We implement Archon and
evaluate its performance on real-world datasets to demonstrate
its practical efficiency.

Index Terms—Searchable encryption, multi-writer, multi-
reader, collusion attack, user revocation.

I. INTRODUCTION

In the era of Industry 4.0 [1, 2], the Industrial Internet of
Things (IIoT) is transforming data generation, sharing, and
analysis. Industrial devices such as sensors, cameras, and con-
trollers are widely deployed across production environments
to collect data and transmit it to cloud servers for storage and
analysis. Engineers and technicians rely on this data to monitor
system performance, optimize production processes, and make
decisions. However, as sensitive industrial data is outsourced
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to untrusted cloud servers, data confidentiality becomes crit-
ical. Unauthorized access or data leakage not only threatens
operational privacy but can also lead to severe financial and
reputational losses. Therefore, secure data-sharing mechanisms
are needed to allow authorized personnel to access and search
encrypted data without compromising privacy.

Searchable encryption (SE) [3, 4] enables data owners
(i.e., writers) to outsource encrypted data to an untrusted
cloud server while allowing authorized users (i.e., readers)
to search over the encrypted content. Existing SE techniques
are developed under two cryptographic paradigms: searchable
symmetric encryption (SSE) [5] and public key encryption
with keyword search (PEKS) [6]. SSE provides efficient search
in settings where the data owner and the user share a secret
key, while PEKS allows writers to generate searchable cipher-
texts under a reader’s public key. From a system perspec-
tive, SE can further be categorized into single-writer/single-
reader (S/S) [7], multi-writer/single-reader (M/S) [8], single-
writer/multi-reader (S/M) [9], and multi-writer/multi-reader
(M/M) [10] architectures. This work focuses on the M/M ar-
chitecture, which is required by collaborative applications such
as industrial data sharing, where many devices continuously
upload data and multiple operators issue search queries.

However, neither a direct SSE-based nor a direct PEKS-
based extension fully addresses the requirements of M/M
searchable encryption. An SSE-based extension may require
users to share secret keys or keyword states, which simplifies
search but weakens access control and makes revocation
costly. A PEKS-based extension naturally supports multiple
writers, but each writer may need to generate reader-specific
searchable ciphertexts, or the system may need to maintain
reader-specific searchable structures. Such designs increase
storage overhead and may require searches over multiple
ciphertext collections or indices, leading to high retrieval
latency and complicating user revocation. Furthermore, the
M/M setting introduces additional collusion threats, including
collusion between corrupted writers and the server, as well
as collusion between corrupted readers and the server, which
must be explicitly addressed in the security model.

Numerous searchable encryption schemes have been pro-
posed for multi-user settings. Curtmola et al. [5] first proposed
a searchable encryption scheme supporting multiple readers.
Their construction relies on broadcast encryption and requires
readers to share a secret key for generating search tokens.
While revocation is straightforward in the non-collusive set-
ting, collusion-aware revocation requires refreshing and re-
distributing the shared key material and reconstructing the
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affected index entries, thereby introducing additional key-
management and system-maintenance overhead. Subsequent
schemes [11, 12] assign distinct keys to different users.
However, such designs may incur high search overhead and
can expose honest readers’ query privacy when corrupted
readers collude with the server. Chamani et al. [13] and
Wang et al. [9] considered collusion resistance by generating a
separate index for each reader. While this approach effectively
mitigates collusion between readers and the server, it increases
server-side storage overhead and search latency, and does not
naturally scale to the M/M setting.

Motivated by these limitations and the practical require-
ments of the M/M architecture, this paper aims to design
a multi-writer/multi-reader searchable encryption scheme that
simultaneously supports flexible user enrollment and revoca-
tion, efficient search, forward privacy, and corruption-resistant
privacy against user-server collusion. Table I compares repre-
sentative multi-user SE schemes, and the following subsection
details our design goals and challenges.

A. Design Goals and Challenges

As discussed, the M/M setting arises in a wide range of
practical application scenarios, necessitating careful consid-
eration of both search efficiency and data privacy in system
design. We outline the main design goals and key challenges
addressed in this work below.

Flexible Enrollment and Revocation. A fundamental yet
often overlooked requirement in the M/M setting is flexible
user management, including both enrollment and revocation.
Specifically, user enrollment and revocation. Despite its prac-
tical significance, this aspect remains underexplored in prior
works [10, 14], largely due to the trade-off between com-
putational efficiency and privacy preservation. From a key-
management perspective, existing approaches can be broadly
categorized into shared-key and distinct-key schemes. The
shared-key setting enables efficient operations and directly
inherits desirable features from SSE schemes. However, it
exposes severe privacy risks: users may learn the search and
update keywords of others, and revoking a user necessitates
costly index reconstruction and key redistribution.

At first glance, assigning distinct keys to individual users
appears to be a natural solution to these problems. Yet, this
approach introduces another challenge: each piece of data
must be encrypted separately for each reader, degrading the
system into multiple parallel instances of PEKS and incurring
significant storage and computational overhead.

Efficient Search. A straightforward way to extend S/M or
M/S schemes to the M/M setting is to let each writer or reader
maintain a separate index. However, this incurs substantial
computational and storage overheads: a query may need to
search multiple indices, or the same document may need to
be encrypted and inserted into multiple distinct indices.

A more practical goal is to let all users share a global
index. This requires supporting updates and queries from users
with different cryptographic keys, while preserving the privacy
of inserted data and searched keywords. Enabling secure and
efficient cross-user interaction over a shared index is therefore
fundamental to scalable M/M SE.

Forward Privacy. Dynamic SE enables writers to update
the encrypted database by generating update tokens. While
this flexibility is crucial for real-world deployments, it also
introduces a new class of attacks, injection attacks [16, 17].
In such attacks, an adversary injects crafted documents into
the database and observes whether subsequent search tokens
match the newly inserted content, thereby inferring the queried
keywords. This vulnerability has made forward privacy a de
facto standard for dynamic SE schemes [18, 19]. Forward
privacy ensures that past search queries do not compromise
the privacy of future updates.

To achieve forward privacy, most dynamic SE constructions
require users to maintain a secret state, which evolves over
time and is used to generate fresh update tokens. However,
in the M/M architecture, maintaining and synchronizing this
state across multiple independent writers poses a significant
challenge. The situation becomes even more complex when
considering malicious or compromised writers. If an adversary
corrupts one writer and obtains its internal state, the privacy
of updates made by other honest writers is at risk. Thus,
achieving forward privacy in a multi-writer setting requires
careful coordination and robust protection mechanisms.

Corruption Resistant Privacy. We consider adversarial
settings in which users may be corrupted. In practical deploy-
ments, [IoT devices acting as writers are often vulnerable to
external attacks, while human operators acting as readers may
be coerced or incentivized to collude with adversaries. In such
cases, corrupted users can exploit their privileged knowledge
to infer the private data of honest users. The threat becomes
even more severe when corrupted users collude with the server.

The server inherently learns the locations of data uploaded
by all writers, as well as the query access patterns of all read-
ers, i.e., the exact locations accessed during search operations.
If a colluding reader issues a query overlapping with the access
patterns of honest users, the server can correlate these accesses
and infer sensitive associations between keywords and docu-
ments, thereby violating user privacy. This highlights the need
for strong protection against collusion between corrupted users
and the server, especially in systems designed for multi-user
environments with untrusted infrastructure.

B. Architectural Rationale for Hardware Assistance

Achieving the above design goals using purely crypto-
graphic techniques alone is inherently challenging and often
leads to complex and inefficient constructions. Dynamic re-
vocation requires that different users hold distinct secret keys,
while efficient search over a shared dataset necessitates that all
users operate on a single global index. This, in turn, requires
different users to generate semantically consistent search and
update tokens for the same keyword. These requirements are
fundamentally in tension: enforcing per-user key separation
conflicts with the need for globally consistent token genera-
tion. Furthermore, forward privacy requires maintaining per-
keyword update state across multiple users. Synchronizing
such state in a multi-writer/multi-reader setting introduces
substantial communication overhead. More critically, if this
state is directly accessible to users, corrupted users may
leverage it to facilitate collusion attacks with the server.
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TABLE I: Comparison of Multi-User Searchable Encryption Schemes

. Sym./Asym. Collusion . Dynamic/ Forward Search Search Access/Search
Scheme Architecture Scenario Resistance Revocation Static Privacy Round Efficiency Pattern
CGK+06 [5] SIM Sym. X v Static N/A 2 O(|D(w)]) X
YLWI11 [12] SM Asym. X 4 Dynamic X 1 O(n) X
WP21 [9] SIM Sym. v X Static N/A 2 O(|D(w)] + log? n)t X
CWP+23[13] SIM Sym. v X Dynamic v 2 O(|D(w)] + log2 n)t X
WC22 [14] M/S Asym. X X Dynamic Epoch-based 1 O(|D(w)| - (W] - |S])* X
LH25 [15] M/S Asym. X X Dynamic Epoch-based 1 O(ID(w)| - s/ W] - |S])* X
BDD+08 [11] M/M Asym. X v Dynamic X 1 O(n) X
WC24 [10] M/M Asym. X X Dynamic v 1 O(|D(w)|) X
Ours M/M Asym. 4 4 Dynamic v 1 O(IW| + |D(w)]| - &) 4

Sym./Asym. denotes the symmetric/asymmetric search setting, classified according to whether writers and readers use the same key to generate searchable ciphertexts and search
tokens, respectively. |D(w)| is the number of documents containing the keyword w. n is the database size.  indicates that each reader has an independent index. I indicates
that each writer has an independent index. Epoch-based means the scheme provides forward privacy across different epochs, but not within the same epoch. In scheme [14],
each writer rebuilds the encrypted token set at the start of a new epoch, but this cost is excluded from our complexity analysis. V' denotes the set of universal keywords. .S
denotes the set of writers to be searched. ¢ indicates the maximum number of supported epochs is 2° — 1. Let £ = (M + Q + log ¢ + ¢) denote the cost of a single Eureka
query operation, including client-side hint generation and server-side parity reconstruction.

To resolve these tensions, we introduce hardware assistance.
Our work leverages a trusted execution environment (TEE)
as a stateful trusted mediator. First, to reconcile flexible
revocation with efficient search, the TEE acts as a token-
transformation mediator that converts user-generated random-
ized tokens into consistent effective tokens for the shared
global index. Specifically, we split the master secret key into
two complementary shares: one assigned to the user and the
other securely stored inside the TEE. A user can generate
only a randomized token using its own key share, while the
TEE transforms this token into an effective token applicable
to the global index. Upon revocation, the TEE removes the
corresponding user entry or key share, thereby preventing the
revoked user from generating valid effective tokens without
affecting other users or reconstructing the index. Second, to
resolve the tension between multi-user state synchronization
and privacy under corruption, the TEE maintains and updates
the sensitive keyword states internally. Therefore, all search
and update operations must be processed through the TEE
before interacting with the encrypted data. This design isolates
the global state from users, ensuring that even if a user is
corrupted, the adversary cannot obtain global keyword state
information or complete key material.

In principle, a traditional trusted third party (TTP) could per-
form a similar role. However, a TTP-based solution introduces
additional trust assumptions and deployment burdens. A re-
mote TTP incurs extra network round trips for every operation,
requires institutional trust, and may become a bottleneck or
single point of failure. In contrast, a co-located TEE operates
within the server’s hardware boundary, provides hardware-
enforced isolation with remote attestation, and confines the
trusted computing base to a minimal execution environment.

C. Our Contributions

In this work, we propose Archon', a hardware-assisted
searchable encryption construction designed for the M/M
architecture. Archon addresses critical challenges in user
scalability, security, and efficiency, achieving strong privacy

'Archon stands for hardware-assisted searchable encryption scheme, sym-
bolizing secure and coordinated multi-party management.

guarantees without imposing heavy user-side burdens. Our
main contributions are as follows:

o Archon enables flexible user enrollment and revocation
by assigning user-specific cryptographic keys. The index
structure remains unaffected by membership changes.
Leveraging a TEE, the system securely authenticates
users and manages index generation over a shared global
index. Revoked users are cryptographically prevented
from performing valid update or search operations, even
with access to the encrypted database.

o Archon ensures forward privacy while eliminating the
need for users to maintain or synchronize secret state.
Search pattern privacy is preserved even against corrupted
readers, who gain no advantage in inferring honest read-
ers’ queries from their own search histories.

« We introduce a new keyword private information retrieval
protocol that supports dynamic updates while hiding
access patterns. This scheme enables privacy-preserving
searches over a mutable database and forms the founda-
tion for Archon’s robust server-side privacy, even under
collusion between the cloud server and corrupted users.

o We formalize the syntax and security definitions for
hardware-assisted multi-user searchable encryption, and
prove that Archon achieves adaptive security and forward
privacy under user corruption. We implement a full pro-
totype, evaluate its performance on real-world datasets.

II. RELATED WORK

Hybrid SE (HSE), introduced by Wang et al. [14], seeks
to combine the advantages of SSE and PEKS within a M/M
architecture. In HSE, each writer maintains a separate index
and uses identity-coupling key-aggregate encryption to enable
a reader to access multiple indices with a compact token
size. Furthermore, HSE introduces an epoch-based forward
privacy notion, ensuring that updates cannot be identified
by search tokens generated in past epochs, while updates
within the same epoch remain searchable. However, HSE is
vulnerable to keyword guessing attacks (KGA), and requires
each writer to re-encrypt all search tokens at the start of a new
epoch. Le et al. [15] improved HSE by introducing hidden-
identity coupling key-aggregate encryption to mitigate KGA
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and partitioning search tokens to enhance efficiency. They
also encode epochs so that the current keys can decrypt prior
tokens, thereby eliminating the need for mass re-encryption.
Nonetheless, these constructions do not address user revoca-
tion and provide limited security in adversarial settings where
users may collude with the cloud server.

Collusion between users and the cloud server poses a
significant threat to data privacy. In particular, the server can
compromise the query privacy of honest readers by correlating
their access patterns with those of colluding users. Chamani
et al. [13] and Wang et al. [9] studied such attacks in the S/M
architecture, proposing mitigation strategies that require the
writer to replicate the index for each reader. Although these
approaches improve resistance to collusion, they incur sub-
stantial storage overhead and fail to support user revocation.

Wang et al. [10] proposed delegatable searchable encryption
for the M/M architecture, which enforces multi-user access
control via delegated keywords. While the design supports
delegation, it remains susceptible to inference attacks. In par-
ticular, all users can observe the number of updates associated
with delegated keywords and the search frequency of all
keywords. A corrupted user may leverage this global visibility
to infer the private activities of honest users by tracking usage
patterns. Furthermore, the cloud server can exploit update
count leakage to deduce information about keyword updates,
as the search token generated by a reader reveals the current
update count. As with many existing constructions, the scheme
does not address collusion between users and the cloud server,
leaving it vulnerable to coordinated privacy breaches.

A TEE [20] provides a hardware-protected execution envi-
ronment within modern processors, enabling secure processing
of sensitive data even with an untrusted operating system.
Recently, a growing body of work has explored TEEs for se-
cure ciphertext retrieval while mitigating information leakage
during search. Amjad et al. [21] first proposed SGX-supported
dynamic SSE achieving forward and backward privacy by
offloading token generation and document filtering to the TEE.
Li et al. [22] proposed SEDCPT to mitigate count attacks
while preserving forward and backward privacy. Subsequent
works further extended TEE-assisted searchable encryption.
Wu et al. [23] supported Boolean and range queries with
forward and backward privacy. Jiang et al. [24] designed a
scheme supporting conjunctive queries while hiding the result
pattern. Yang et al. [25] proposed a volume-hiding range query
scheme enabled by TEEs. Zheng et al. [26] introduced an
efficient TEE-assisted protocol for secure similarity search.

However, these works primarily focus on single-writer
single-reader settings and are not designed for multi-writer
multi-reader environments. In such settings, additional chal-
lenges arise, including flexible user revocation, efficient
search, and resistance to user—server collusion. Addressing
these challenges remains an important problem for practical
multi-user searchable encryption systems.

III. PRELIMINARIES
A. Notations

Let A\ denote the computational security parameter, and let
negl(-) denote a negligible function. We write a < A(x;y) to

denote that « is the output of a probabilistic algorithm A on
inputs x and y, where x is provided by one party and y by
another. We use [m] to denote the set of integers {0, 1, ..., m—
1}, and z||y to denote the concatenation of strings x and y.

B. Invertible Pseudorandom Function

A pseudorandom function (PRF) [27] is a keyed function
F : KxD — R such that, for a uniformly random key &k € IC,
the function F'(k,-) is computationally indistinguishable from
a uniformly random function f sampled from the set of
all functions mapping D to R. An invertible pseudorandom
function (iPRF) [28] extends the standard notion of PRF by
requiring the existence of an efficient inversion algorithm
without sacrificing security.

Definition 1 (iPRF). A keyed invertible pseudorandom func-
tion iF : K x D — R is specified by a triple of efficiently
computable functions: a randomized key generation function
Gen : {0,1}* — K, a deterministic evaluation function
F: KX xD — R, and a deterministic inversion function
F~1: K x R — 2P. The correctness property requires that
for all y € R, it holds that

 Pr [F7l(ky) # {z € DIF(k,z) = y}] < negl(\).
k<Gen(1*)

For an adversary A and iPRF iF, the adversarial advantage
is defined as

Advye(1) = | Pr [AFEDF)(12) = q]
kS Gen(12)
_ Pr AR(~)7R*1(')(1A) -1l
RE Func[D,R]

The function iF is said to be secure if for all probabilistic
polynomial-time (PPT) adversaries A, there is a negligible
function negl such that Adv 4;r(1*) < negl()\).

C. Bilinear Map

Let Gi, G2, and G; be cyclic groups of prime order p. A
bilinear map is a function e : G; X Gy — G, that satisfies the
following properties:

« Bilinear: For all g1 € Gi1,92 € Go and all a,b € Z, it

holds that (g, g5) = e(g1, g2)*°.

« Non-degenerate: There exist elements g; € Gy, g2 € Go
such that e(g1,92) # lg,, where lg, is the identity
element of G;.

o Computable: The map e(gi, g2) can be computed effi-
ciently for all g; € Gy, g2 € Go.

Computational Assumptions. Our proposed scheme relies
on the hardness of the following standard computational
problems.

e Decisional Bilinear Diffie-Hellman (DBDH): Let
G1,Go, Gy be cyclic groups of prime order p, with a
bilinear map e : G; X Gy — G7. Given random elements
g%, g%, g5 € Gy, plus a few additional terms, the quantity
e(g1,92)®¢ € Gy is indistinguishable from a random
element in G;.
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o Decisional Diffie-Hellman (DDH): Let G be a cyclic
group of prime order p. Given random elements g%, g* €
G, the element g“b is indistinguishable from a random
element in G.
In this paper, we work in Type-3 [29] bilinear groups of
prime order, where G and G4 are asymmetric and there exists
no efficiently computable homomorphism between them.

D. Proxy Re-Encryption

Proxy re-encryption (PRE) [30] enables transforming a
ciphertext encrypted under one key into one decryptable under
another, without revealing the underlying plaintext. In a PRE
scheme, a proxy is provided with a re-encryption key that
allows it to perform this transformation without learning
anything about the original message.

A proxy re-encryption scheme consists of six algorithms
PRE = (Setup, KeyGen, ReKeyGen, Enc, ReEnc, Dec) defined
as follows:

e (param) ¢ Setup(1*): On input a security parameter
1%, output a cyclic group G of prime order p with
generator g, i.e., param = (G, p, g).

e (a,X) < KeyGen(param): Given the public parameters,
choose a secret key a € Z;, uniformly at random, and
compute the corresponding public key X = g.

o rkqa—p < ReKeyGen(a, b, param): On input the secret
keys a and b and the public parameters, output the re-
encryption key rk,—,, = g.

o C < Enc(m, X, param): On input a message m € G, a
public key X, and the public parameters, sample 7 < Z,,
and output the ciphertext C' = (C1,Cs) = (X", m - g").

e C" + ReEnc(C,rk,_p, param): Given a ciphertext C
encrypted under the secret key a, a re-encryption key
rko—p = g, and the public parameters, output the re-
encrypted ciphertext C’ = (C’lg ,C).

e m < Dec(C,a,param): On input a ciphertext C' =
(C1,C3), a secret key a, and the public parameters,

r
recover the message as m = C%“ =2
1

Theorem 1 (Semantic Security). The proxy re-encryption
scheme [31] is semantically secure under the DDH assumption
in a cyclic group G.

E. Trusted Execution Environment

A Trusted Execution Environment (TEE) [32] is a hardware-
isolated area within a main processor that protects sensitive
data with high confidentiality and integrity. Various TEE
hardware solutions have been developed for different scenar-
i0s, such as ARM TrustZone [33] for mobile and embedded
devices, and Intel Software Guard Extensions (SGX) [34] for
server-side confidential computing. In this work, we leverage
server-side Intel SGX for our cloud-based scheme.

Intel SGX introduces a specialized set of instructions and
memory access mechanisms to the Intel architecture. These
extensions allow an application to instantiate a protected
container known as an enclave. An enclave provides a secure
execution context that ensures the confidentiality and integrity

of its internal code and data, even when the host system is
compromised by privileged malware (e.g., an untrusted OS or
Hypervisor). All enclaves reside in the Enclave Page Cache
(EPC), a dedicated portion of physical memory encrypted
by hardware. During enclave instantiation, SGX performs a
measurement process to verify the enclave’s integrity, ensuring
the code has not been tampered with. The hardware-enforced
memory protection and address mapping ensure that the en-
clave’s memory remains inaccessible to any software outside
the enclave boundary.

Despite these robust hardware protections, the untrusted OS
remains responsible for managing enclave resources, which
gives rise to potential side-channel attacks, such as cache
timing attacks [35, 36] and page-fault attacks [37]. These
attacks can leak enclave memory access patterns at cache-
line or page-level granularity. To mitigate these risks, the
execution logic within the enclave should ideally be data-
oblivious. While advanced techniques like Oblivious RAM
(ORAM) [38] can effectively hide access patterns, they of-
ten introduce significant computational and communication
overhead. In our construction, since the sensitive metadata
stored within the enclave is relatively small, we employ
linear scanning as a straightforward yet effective strategy to
ensure data-obliviousness. This approach effectively resists
side-channel leakage while maintaining the system’s overall
efficiency. We do not consider side-channel attacks [39, 40]
arising from platform-specific hardware vulnerabilities, which
can be avoided by adopting more secure TEEs.

FE. Keyword Private Information Retrieval

Private information retrieval (PIR) [41, 42] enables a client
to retrieve a specific entry from a server-hosted indexed
database while ensuring that the server learns no informa-
tion about the identity of the retrieved entry. Keyword PIR
(KPIR) [43] extends this notion by allowing the client to
retrieve entries based on keywords, where the database is
structured as a collection of keyword-value mappings, i.e.,
D = {(wi,valy),...,(wy,val,)}. A KPIR scheme must
satisfy the following correctness and privacy guarantees.

Correctness. For any database D and any keyword w
contained in D, if the client and the server honestly follow
the protocol, then the client obtains the corresponding value
val such that (w,val) € D, except with negligible probability.

Privacy. For any two keywords wg and w; in the database
D, no PPT adversary can distinguish whether the client
queried wp or wi, except with negligible probability.

IV. EFFICIENT AND UPDATABLE KEYWORD PIR

While KPIR enables private retrieval of entries by keywords,
most existing constructions assume a static database. However,
real-world databases are often dynamic, undergoing frequent
insertions and deletions. In this section, we present Eureka?,
an efficient and updatable KPIR scheme that improves upon
schemes [28, 41], providing strong privacy guarantees while
supporting lightweight database updates with minimal cost.

2Eureka stands for efficient and updatable keyword private information
retrieval, symbolizing the moment of discovery—I have found it.”
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A. Definitions

Definition 2 (KPIR). A client pre-processing KPIR scheme,
which supports up to @QQ queries before refresh, consists of a
tuple of efficient algorithms, defined as follows:

e (st,D') <« Setup(1*, D), given a security parameter
A € N and a keyword-value database D, the algorithm
uses hashing-to-bins techniques to transform D into an
indexable database. It outputs an indexed database D'
for the server and a secret state st for the client.

e val + Query(w,st; D’), given a query keyword w, the
client’s secret state st, and the database D', the algorithm
outputs the value val associated with keyword w.

o st’ < Replenish(st, w, &), given the secret state st of the
client, the query keyword w, and the entry &, which holds
the contents of the bin in D’ to which keyword w is
mapped, the algorithm outputs the updated st'.

e (st'; D') < Update((w,val),st; D), given a keyword-
value pair (w,val) to be inserted (or deleted’), the client
secret state st and the database D', the algorithm outputs
the updated state st’ and the modified database D'.

Definition 3 (Correctness). We say a KPIR scheme is correct
if for all security parameters A € N, all keyword-value
databases D with at most n valid pairs, and all sequences
of at most Q keyword queries {w1,...,wq} such that each
w; is in the support of D, the following holds with probability
at least 1 — negl(\) over the randomness of all algorithms:

Pr[Query(w,st; D') = val :
(st, D) < Setup(1*, D),
st’ < Replenish(st, w, £),
(st’, D) < Update((w,val),st; D’)] > 1 — negl(\).

Definition 4 (Query Privacy). We define the IND-based secu-
rity of a KPIR scheme via the following game INDfZPIR’b(/\)
shown in Figure 1, where the PPT adversary A has oracle
access to QueryO and UpdateO.

We say a KPIR is secure if for all PPT adversaries A, there

exists a negligible function negl(X\) such that:

‘Pr [lNDi"IKO(A) - 1} —Pr [INDﬁPIR’l()\) - 1” < negl(\).

INDK™ (1)
D+ A(1%)
(st, D') < Setup(1*, D) st’ < Replenish(st, ws, &)
O = (QueryO, Update) return valy,

v« A° (D)

Query(’)b(wo, w1)

valy < Query(ws, st; D)

UpdateO® (wy, valy)pe (0,1}

return b’ (st’; D") < Update((wy, valy), st; D)

return st and D’

Fig. 1: Indistinguishability-based Game for KPIR

3To simplify the presentation, we refer to update operations as insertions.
Deletions are treated in a similar manner by inserting an empty string as the
val associated with the keyword.

B. Technical Overview

Eureka encodes the keyword-value database into an in-
dexable database using hashing-to-bins techniques, enabling
efficient KPIR by applying standard PIR protocols over the
resulting indexed database. The use of an iPRF eliminates
the need for the client to maintain extensive partition indices
for each hint and avoids linear scans during updates. When
updates are required, the client only needs to modify the
affected bin and associated hints, without regenerating the
entire database or all hints. This design ensures both scalability
and practicality in dynamic settings.

(wg, valg); L (wg,valg); L

(Wiz,valyp); L (Wiz,valyp); L
(wy,valy); L | I | |

(Wig, valis); L

(wy,valy); L

(Wi valys); L

(w2, valy); L (e vala); ©
(w, valy); L (7, valy); L
(ws, vals); (W10, valio) (g, vals); (1o vaho)

™ (w1 valyg); L

(w3, valz); L (w3, valz); L

1

(Wi, valyy); L (w1, valyy); L

(g, valy); L (wy,valy); L

(wi3, valy3); L (W13, valy3); L

L1 L1

(o, valy); (wis, vals) (wy, valy); (wis, valss) || | |

(wg, valg); L

updated D’ hint

(wg, valg); L

encoded database D' real hint  dummy hint

Fig. 2: Illustration of the Update and Search Operations

Concretely, the encoded database is divided into c partitions
of size r. Each hint is generated by applying the iPRF to select
¢/2 + 1 partitions, and then choosing one bin from each of
the selected partitions. Thus, each hint covers ¢/2 + 1 random
bins, one from each selected partition. To search for a keyword
in the i-th bin, the client locates a hint that covers this bin
and sends the indices of the remaining c¢/2 bins in the hint
to the server. The server returns the parity of these ¢/2 bins,
from which the client recovers the content of the target bin.
For insertions, the client updates the ¢-th bin and all hints
referencing it.

Figure 2 illustrates the process. The encoded database D’
is partitioned into 4 partitions of 4 bins (16 bins total, with 2
slots each, L indicating empty slots). To insert (wsg, valig),
the client maps wig to its bin, updates the bin, and refreshes
all corresponding hints. To search for wig, the client retrieves
a hint covering its bin, constructs a real hint by excluding the
bin containing ws¢, and generates a dummy hint by selecting
2 random bins from the remaining partitions.

C. Our Concrete Eureka Scheme

a) Setup Phase: Eureka begins by encoding the input
keyword-value database into an indexable format. Specifically,
the keyword-value pairs are hashed into m bins using a
collision-resistant hash function h. Each bin can hold up to s
pairs, and the pairs of each bin are treated as a single atomic
entry. The resulting database D’ is divided into ¢ = m/r
partitions, each consisting of r bins. For convenience, we as-
sume c is an even integer. To construct hints, the client selects
¢/2 + 1 partitions uniformly at random from the ¢ partitions.
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Within each selected partition, one entry is randomly chosen
to contribute to a parity computation.

Concretely, for each hint indexed by j, the client uses
an iPRF to derive ¢/2 + 1 distinct partition indices: v;; =
iF.F(k1,7||t), where ¢ is incremented from O until ¢/2 + 1
unique partitions are obtained. For each selected partition v,
the client computes an offset r;, = iF.F(ka,j||v), which
determines the specific entry within that partition. The parity
value is then computed as p; = P, g, D'[vr + 7], where
S; denotes the set of selected partitions. Each hint is stored
as a tuple (j,pj,t;), where t; denotes the maximum counter
value used to obtain the required partitions. For correctness,
the client must maintain M such hints (called main hints).
Additionally, to support up to @) queries, it generates ) backup
hints (organized in pairs) to replenish consumed ones, since
each hint is single-use. Unlike main hints, each backup hint
is composed of two parities, where each parity includes ¢/2
entries, each selected from a different partition. Algorithm 1
provides the pseudocode.

Algorithm 1: (st, D’) < Setup(1*, D)

1 Initialize m bins By, - - , B,,, each filled with 0;

2 For each (w,val) € D, compute ¢ = h(w) € [m] and
append w||val into B;, resulting in an indexable
database D’ = {B1, -+, Bn};

3 Divide D’ into ¢ = m/r partitions, each of size r;

4 ki, ko + iF.Gen(17);

s for j €{0,1,--- , M +Q—1} do

6 Initialize parity p; = 0, and additionally initialize

p; =0if j > M;

7 Compute v;; = iF.F(k1, j||t) to obtain ¢/2 unique

partitions, where ¢ is incremented from 0;

8 if j < M then

9 L Compute one more partition;

10 for v e {0,1,--- ,c—1} do

1 Download D’[vr : (v+ 1)r — 1] from the server;
12 Compute preimage set P, = iF.F~*(k1,v), remove
preimages j;||t;, if j; > M + Q or t; > t;, and
keep only hint ID jj;;

13 for y € P, do

14 x = D'[r;, + vr| where r;, = iF.F(ks, j||v);
15 L pj =pj w3

16 | forje{MM+1,--- , M+Q—-1}\P, do

17 x = D'[r;, + vr| where r;, = iF.F(ko, j||v);
18 L p; =p; ®;

return st =(hints, keys), D'.

b) Query Phase: To retrieve the value associated with a
keyword w, the client first determines the index ¢ of the bin
to which w was assigned, and identifies the corresponding
hint j that includes this bin. The client then computes all
partitions involved in hint j, excluding the one containing bin
i, to form a set S;. From S}, the client derives the set of bin
indices &; used in the parity computation, which is submitted
as the query. Upon receiving S;, the server computes the parity

p = @;es, D'[i] and returns it to the client. The client then
reconstructs the target bin entry as p®p; and obtains the value
associated with keyword w.

Algorithm 2: val < Query(w,st; D’)

1 Compute (o, 8) = (|h(w)/r], h(w) mod r);

2 Compute preimage set P, = iF.F "' (k;, ), remove
preimages j;||t;, if j; > M or t; > t;, and keep only
hint ID j;;

3 Compute preimage set Og = iF.F~!(ks, ), remove
preimages j;||v;, if j; > M or v; # «, and keep only
hint ID j;;

4 Initialize empty sets Sj, S}, S;, and Sj’-;

5 if P,NOg #0 and j = min P, N Og < M then

6 | S; = {iF-F(kjl[t) 1o\ {ak;

7 St =[]\ Sj;

8 | Sj={vr+rj.|rj0=IiFF(ka,jl[v)}ves;:
9 i SJ’ = {m" + rand()}ves_;;

10 else

1 for j={M,M+1,--- ,M+Q—1} do
12 if 7 = 0 then

13 S; = {iF.F(ky, j|[t)} i

14 | S =1\ S

15 else if » = 1 then

16 St = {iF.F(k1, jl1t) o

17 | Sj=1\ S5

18 if « € S; and B = iF.F(ks, j||o) then
19 S;={ej}u{vr+rj,|rj. =

iF.F(k2,7l[v)}oes;\{a}>
20 Sy =8\ {atu{le;/rl};
21 Sy =85 U{ai \ {le;/r]}:

2 S; = {vr +rand()}ves::

23 B break;

24 else if h(w) = e; then

25 S =A{vr+rjy | rj0 = iF.F(k2, jl|v) }oes;:
26 S; =A{vr +rand()}ves::

27 B break;

28 Send (Sj, S}) or (S, S;) to the server with equal

probability;

29 Server computes the parities over S; and S}, and

returns them to the client;

30 Compute D'[h(w)] < p @ pj, and extract the value val

corresponding to keyword w;
return val.

The exclusion of the query index ¢ from the set S; implicitly
reveals that ¢ is not contained within S;. To prevent this
leakage, the client generates a dummy set SJ’-, which consists
of ¢/2 random indices, each selected from a distinct partition
not involved in S;. Subsequently, the client randomly permutes
the order of S; and S; before sending both to the server.
The server computes and returns the parities for both received
sets, but cannot distinguish which one corresponds to the real
set. To obtain the hint containing the query index with over-
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whelming probability, we typically set M = Ar. Algorithm 2
provides the pseudocode for the query procedure.

Since each hint is single-use, a replenishment hint must be
selected from the backup hints after each query. To maintain
the randomness of the partitions selected by the main hints, the
queried index ¢ must be incorporated into the chosen backup
hint. Specifically, each backup hint comprises two parities,
each consisting of ¢/2 distinct partitions. The client selects
one parity whose associated partition set does not include
the partition containing index i. Let € {0,1} indicate
how the parity in the replenishment hint is derived, where
n = 1 indicates that the parity is constructed from the
complementary partition set. The client then appends index
i to the replenishment hint, and entry D’[i] is added to the
selected parity. The resulting replenishment hint is represented
as (j, 4,7, pj,t;). Algorithm 3 provides the pseudocode for the
hint replenishment. Following the replenishment of main hints,
two formats of hints, namely (j,p;,t;) and (J,%,7,ps,t;),
may coexist. Accordingly, the query process must be modified
slightly to correctly handle both formats. Lines 10-27 of
Algorithm 2 present the modified steps of the query procedure.

Recall that the Query algorithm supports up to ) queries.
After completing () queries, the client must regenerate both
the main and backup hints. This can be achieved using one of
two strategies. The first, and simpler, approach is to rerun the
Setup algorithm after every ) queries. The second approach
involves initializing an additional set of main and backup
hints in advance. During each query, the client downloads one
partition and uses it to incrementally update the additional hint
set. After (Q queries, this maintained hint set is promoted to
serve as the new active hint set.

Algorithm 3: st’ «+ Replenish(st, w, £)

1 Compute i = h(w) and (o, 8) = (|i/r],i mod r);
2 Let J be the ID of the next unused backup hint;

3 Compute Sy = {iF.F(ky, J||t)}!o;

4 if « € S then

s | pr=ppn=1

6 e;=14p;=p;BE

7 Replace hint j with backup hint (J, ey, n,ps,t7).

c) Update Phase: An appealing feature of the Eureka
construction is its support for dynamic updates to the database,
which is enabled by the design of the hint mechanism and
the use of iPRF. Specifically, to update (insert or delete) a
keyword-value pair (w,val), the server first sends the entry
from the bin to which keyword w is assigned to the client.
The client then identifies all hints that include this entry
in their parity computations and updates them accordingly.
Simultaneously, the corresponding entry in the database D’
is modified to reflect the update. Algorithm 4 provides the
pseudocode for the update procedure.

Note. The database cannot accommodate an unbounded
number of valid keyword-value pairs and supports arbitrary
updates only within a fixed size n determined in advance. In
practice, this limitation can be addressed by deleting outdated
pairs or by carefully provisioning the database capacity. No-

Algorithm 4: (st’; D) < Update((w, val), st; D’)

Compute (o, 8) = ([h(w)/r], h(w) mod r);

Server returns entry £ = D'[h(w)];

Update the entry & to &' according to (w, val);

Update the database D’[h(w)] = ¢&;

Compute preimage set P, = iF.F~!(ky, «), remove
preimages j;||t;, if j; > M + Q or t; > t;, and keep
only hint ID j;;

6 Compute preimage set Og = iF.F~!(ko, 8), remove
preimages j;||v;, if j; > M + Q or v; # «, and keep
only hint ID j;;

7 B=P,N0g\ [M];

for j € P,NOg do

B R W N

8 if 7 < M and hint j exists then
9 | pj=pi®EDE;

10 forje {( M\M+1,--- , M+Q—1} do
11 if hint j lies in main hints then
12 if j € B and n = 0 then

13 | pi=pj@cad,;

14 if j € B and n =1 then

15 if h(w) = e; then

16 | pj=p;®EDE,

17 if 7 ¢ B and n = 0 then

18 if h(w) = e; then

19 ijzpj@f@ﬁl;

20 if j ¢ B and n =1 then

21 | pj=pi®EDE,

22 if hint j lies in backup hints then
23 if 7 € B then

24 | pj=p;®EDE,

25 if j ¢ B then

26 Lp}=p9@§@§’;

tably, this design is well-suited for the multi-client settings
considered in this work (e.g., IIoT), where readers typically
care only about recent data, and older pairs (e.g., from a month
ago) can be safely discarded.

D. Theoretical Analysis

Complexity. We analyze the computational complexity of
Eureka in both search and update procedures from the per-
spective of the client and the server. To perform a search,
the client must first locate the hint that contains the queried
index. This is achieved by evaluating an iPRF to identify a
candidate subset of size O(M + @ + logc)* with constant
overhead. The client then enumerates the indices covered
by the corresponding partitions of the desired hint with an

4We map O((M + Q) - ¢) elements into ¢ partitions using iPRF. Thus,
the expected number of elements per partition is O(M + Q). By standard
balls-into-bins analysis, with high probability, the maximum partition load is
O(M + Q +logc).
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additional O(c) overhead and sends them to the server. The
server computes the corresponding parities in O(c) time and
returns them. If the queried index is not found in the initial set
of main hints, the client iteratively scans through the promoted
hints from the backup hints (up to O(Q) in worst case),
performing the same process for the desired hint. The server-
side computation remains O(c) for the search.

For an update, the client must modify both the target entry in
the database and all hints (including backup hints) that contain
the entry. This requires using the iPRF to identify a subset of
O(M + @ +1og ¢) candidate hints and updating each of them
accordingly. The cost is thus proportional to the number of
hints that may include the updated entry.

Correctness and privacy. We highlight that the primary
distinction between Eureka and the construction in [41] lies
in the mechanism for hint generation: whereas [41] employs
a PRF, Eureka replaces it with an iPRF. Given that iPRFs
are computationally indistinguishable from truly random func-
tions, the distribution of generated hints in Eureka is compu-
tationally identical to that of [41]. For update operations, the
client can exploit the invertibility of the iPRF to efficiently
locate and modify all relevant hints. Consequently, Eureka
inherits the correctness and privacy properties of [41] without
introducing additional leakage or functional discrepancies.

Expansion. Eureka encodes the keyword-value database
into an indexable database using hashing-to-bins techniques.
A key parameter in this encoding is the bin expansion factor,
which depends on the maximum load across bins. Assuming
the hash function behaves like a uniform random oracle, this
reduces to the classical balls-into-bins problem, where n balls
are assigned uniformly at random into m bins. In the special
case where n = m, it is well established that the maximum
bin load is © ( log n ) with high probability.

loglogn

V. HARDWARE-ASSISTED MULTI-USER SEARCHABLE
ENCRYPTION

A. System Architecture

The system architecture of Archon is illustrated in Figure 3,
involving four participating entities.
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Fig. 3: M/M Architecture of Archon

o A key generation center (KGC). The KGC is a trusted
authority responsible for system setup (Step 1) and user

management (Step 2). It communicates with the TEE to
provision system parameters and distribute cryptographic
keys. The KGC handles both user enrollment and revo-
cation for writers and readers. For each newly enrolled
user, it assigns a unique identifier (typically numeric) and
generates a corresponding secret key. The KGC informs
the TEE of every user status update, whether enrollment
or revocation, to ensure consistent access control.

o A cloud server (CS). The CS is modeled as a semi-honest
entity equipped with a TEE. While the CS correctly
follows the prescribed protocol, it may attempt to infer
sensitive information from the stored data and observed
interactions, thereby acting as a passive adversary. The
CS is responsible for storing the encrypted index and
encrypted data, and for processing update and search
requests through interactions with the TEE (Step 5).
The TEE serves as a trusted component that mediates
interactions between users and the CS. It transforms user-
submitted requests before forwarding them for execution.
In particular, for update requests from writers and search
queries from readers, the TEE performs the necessary
cryptographic transformations so that the CS can exe-
cute the intended operations without learning sensitive
information. The TEE also re-encrypts the matching
results returned by the CS, ensuring that the ciphertexts
can be correctly decrypted by the intended reader using
their secret key. Throughout this paper, unless otherwise
specified, the term “cloud server” refers exclusively to the
portion of the infrastructure excluding the TEE module.

o Writers. Each writer (e.g., sensors, cameras, etc.) out-
sources its data to the CS for storage and shares it with
all authorized readers (Step 3). Prior to outsourcing, each
writer must register with the KGC and obtain secret keys
to become an authorized writer. Furthermore, writers may
be corrupted by the adversary, meaning that the adversary
could obtain the writer’s secret key, update history, or
even take control of the writer.

e Readers. Each reader must register with the KGC and
obtain the necessary secret keys to access the shared data
(Step 4) and decrypt the returned matching results (Step
6). However, both authorized and revoked readers may
be corrupted by the adversary, enabling them to collude
with the CS or other malicious entities, thereby posing
serious threats to data privacy.

The TEE acts as the mediator between users and the CS-
hosted encrypted index. During setup and enrollment, the KGC
provisions the TEE-side secret state and synchronizes user
status information with the TEE, ensuring that the enclave
maintains an up-to-date list of authorized users. During an
update, the CS forwards a writer’s update token to the TEE,
and then the TEE verifies the writer’s authorization, trans-
forms the token into an effective update token for the shared
encrypted index, updates the protected keyword state, and
invokes Eureka to update the CS-hosted database. During a
search, the CS forwards a reader’s search token to the TEE,
and then the TEE verifies the reader’s authorization, derives
the effective retrieval token, retrieves the required encrypted
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entries through Eureka, and re-encrypts the results for the
intended reader. During revocation, the KGC instructs the TEE
to remove the corresponding user entry, after which requests
from the revoked user are rejected by the TEE.

B. Multi-user Searchable Encryption

Definition 5 (Archon). A multi-user searchable encryption
scheme assisted by a trusted execution environment, denoted as
Archon = (Setup, Enroll, Update, Search, Revoke), consists of
the following algorithms:

o (Stpup;Strgo;strer;stos) < Setup(1*,D): given a
security parameter A € N and a keyword-value database
D (which may be empty), this algorithm outputs the
public parameter st,;, along with the state information of
participating entities, including the KGC’s state stxgc,
the TEE’s state strgg, and the CS’s state stcg. The
public parameter sty,;, is implicitly provided as input to
all subsequent algorithms.

o (sky;stkaeistree) < Enroll(u;stxge): given a new
user (writer or reader) identity u and the KGC'’s state
stxgo, this algorithm outputs the user’s secret key sk,
and updates the states of both the KGC and the TEE.

o (sthpgisteg) < Update(u,w,val, sky;stcs;stree):
given a writer’s identity u and the secret key sk,, a
keyword-value pair (w,val)’, the CS’s state stcs, and
the TEE'’s state strgg, this algorithm updates both the
TEE’s state and the CS’s state accordingly.

o (stpg;R) <« Search(u,w,sky;stes;streg): given a
reader’s identity u and the secret key sk,, a keyword
w, the CS’s state stcg, and the TEE'’s state strgg, this
algorithm returns the search result R and updates the
state of the CS accordingly.

e (stxge;strepr) < Revoke(u): given an existing user
(writer or reader) identity u, this algorithm updates the
states of both the KGC and the TEE.

Definition 6 (Correctness). We say the Archon scheme is
correct if for any security parameter N € N, any keyword-
value database D (possibly empty) of size at most n, any valid
user enrolled via Enroll algorithm and assuming no users have
been revoked, for any sequence of search or update requests
issued by enrolled users, the following holds with probability
at least 1 — negl(\) over the randomness of all algorithms:

Pr[Search(u, w, sky;stos;strer) = D(w) :
(Stpub; Stk streE; Stos) Setup(1*, D),
(sku;stkao;strer) < Enroll(u; stxge),
(sthpg;stog) < Update(u, w, val, sky; stos; strer)]
> 1 —negl()),

where D(w) indicates all the identifiers of documents con-
taining the keyword w in the database D.

Definition 7 (Access Pattern [44]). Access pattern reveals
which documents are returned in response to a search query
for a keyword w. Formally, it is defined as

ap(w) = D(w).

5The method of deletion is the same as that of addition [19]
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Definition 8 (Search Pattern [44]). Let Q = {(j,w;)};e[q
denote the query history, where j is the timestamp of the
query and w; is the queried keyword at timestamp j. The
search pattern reveals which queries are performed on the
same keyword. Formally, for a keyword w, it is defined as

sp(w) = {j € [¢] : wj = w}.

Hence, sp(w) captures all timestamps at which w is queried.

C. Threat Model

We consider an adversary who can corrupt any subset of
writers, readers, and the CS. By default, the CS is assumed
to be corrupted and is modeled as a semi-honest adversary,
meaning that it follows the prescribed protocol correctly but
may attempt to infer sensitive information from the data
it observes during protocol execution. Corrupted users may
attempt to correlate their own inputs and observations with
those of honest users in order to infer private information,
such as queried keywords or associated documents.

We further allow collusion between the CS and corrupted
users (writers or readers). In this setting, the adversary can
jointly analyze the access patterns of honest users observed by
the CS and the internal state of corrupted users. The internal
state of a corrupted user is limited to the user’s own secret keys
and its own update or search history; it does not include TEE-
internal global states or intermediate values used to transform
honest users’ tokens. Although multiple users operate over a
shared global encrypted index, they do not share secret states
or intermediate cryptographic values with each other.

The TEE is modeled as a trusted entity that faithfully
executes the prescribed protocol. It is assumed to provide
confidentiality and integrity protection for all computations
and data inside the enclave. In particular, we assume that cryp-
tographic keys stored inside the enclave cannot be extracted
by the adversary. This assumption is consistent with prior
work [45], which shows that when cryptographic operations
are implemented using well-tested constant-time libraries, se-
cret keys can be effectively protected against known side-
channel attacks.

Nevertheless, TEEs may still be vulnerable to certain side-
channel attacks. In particular, attackers controlling the system
software may attempt to infer sensitive information by observ-
ing enclave memory access patterns through microarchitectural
channels, such as cache timing attacks or page-fault attacks.
To mitigate such leakage, our design adopts data-oblivious
operations when processing enclave data structures, ensuring
that memory access patterns do not depend on sensitive inputs.
We do not consider side-channel attacks arising from platform-
specific hardware vulnerabilities, which can be avoided by
adopting more secure TEEs.

The KGC is modeled as a fully trusted entity, potentially
operated by an authoritative organization or the system owner.
It is responsible for managing system-wide cryptographic
secrets and initial user credentials. We assume the KGC is
honest and does not collude with any adversary or malicious
participant. This is a standard and reasonable assumption in
many practical settings, where the KGC is managed by a
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centralized, trustworthy administrator. The KGC is assumed
to distribute cryptographic keys to authorized users via secure
channels. Furthermore, while critical for system reliability,
ensuring data integrity is outside the scope of this work.
We assume that such concerns can be addressed through the
deployment of authenticated encryption (e.g., AES-GCM) and
standard transport protocols (e.g., TLS), allowing us to focus
on the fundamental challenges of privacy-preserving retrieval
and collusion resistance in the M/M setting.

D. Security

The adaptive security of Archon is defined with respect
to a leakage function £, which characterizes the information
leaked by the system during the execution of each algorithm.
The adversary A is granted adaptive access to oracles of
enrollment EnrollO, revocation RevokeO, update UpdateO,
search SearchQ, and corruption CorrQ, where each query may
depend on the history of prior interactions. In particular, the
corruption oracle allows A to adaptively corrupt arbitrary users
(writers or readers) and obtain their internal state.

Figures 4 and 5 illustrate the real and ideal security ex-
periments under the presence of corrupted users. In the real
experiment, oracle queries are answered by the actual Archon
algorithms. In contrast, in the ideal experiment, a simulator S
responds to the adversary’s queries using only the information
provided by the leakage function L. The adversary .4 may
corrupt users to gain access to their secret keys and the
corresponding search or update histories. We say that Archon
is L-adaptively secure if no PPT adversary can distinguish
whether it is interacting with the real or ideal experiment,
except with negligible probability. The details of UpdtBy(u;)
and SrchBy(u;) are defined in subsection F2.

Real’y"" (1)
(sta, D) « A(IA)
(Stpub; Stk Go; StTEE; Stes)
+ Setup(1*, D)
EnrollO, RevokeO,

UpdateO(u;, w, val)
(strem; stos) « Update(u;, w,

val, sky,;stes; streE)
//utk; denotes the update token

return (steg, utk;)

O = { UpdateO, SearchO, SearchO(u' w)
19
Corr©O
b 49 (stast 1os) (stes; R) ¢ Search(u;, w, sk, ;
. bs As Stpub, StCS stos;Strer)
return //stk; denotes the search token
EnrollO(u;) return (stcg, R, stki)

(sku;; Stkgo;stres)

Enroll(u;; stxcc)

CorrO(u;)

if u; is a writer then
return (sk,,, UpdtBy(u;))

if u; is a reader then
return (sky,, SrchBy(u;))

return u;

RevokeO(u;)

(stkcc;strer) <+ Revoke(u;)

return u;

Fig. 4: Real experiment for Archon with corrupted users

Definition 9 (Adaptive security). Let a multi-user searchable
encryption scheme be defined as Archon = (Setup,Enroll,

Archon

Ideal’; §°7 (1*)

(StAa D) — A(lk)

(Stpus; stes) < S(L(H°))
EnrollO, RevokeO,

UpdateO(u;, w, val)
H =H U {(Updt, u;, w,val) }
(stes, utks) < S(L(H))

return (stcs, utk;)

O = { UpdateO, SearchO, SearchO(u;, w)

o Corr@ H =H U{(Srch,u;,w)}
bim AT(sta, Styun,StOs) (g o R sthy) — S(L(H))
return b return (stcs, R, stk;)
EnrollO(u;)

CorrO(u;)

if wu; is a writer then
H =HU{(Corr,u;)}
(sku, UpdtBy(us))  S(L(H)
return (sk,;, UpdtBy(u;))

if wu; is a reader then
H =HU{(Corr,u;)}
(sku;, SrchBy(u;)) <+ S(L(H))
return (sky,, SrchBy(u;))

H =H U {(Enroll, u;)}
(sku; s StrGoistree) <
Enroll(u;; stk ac)
return u; <+ S(L(H))
RevokeO(u;)

H =HU{(Revk, u;)}
return u; + S(L(H))

Fig. 5: Ideal experiment for Archon with corrupted users

Update,Search,Revoke), where \ € N is the security parame-
ter. Let A be a PPT adversary, and let S be a PPT simulator.
Consider the probabilistic experiments defined in Figures 4
and 5. We say that Archon is adaptively secure in the presence
of corrupted participants with respect to the leakage L, if for
all adversaries A, there exists a simulator S such that:

Pr[Real’y""(1*) = 1] — Pr(ldeal’y 42 (1*) = 1] < negl()),

where the probabilities are taken over the randomness of all
parties in the respective experiments.

Leakage function. Let £ denote the leakage function that
captures the information leaked by the system during the
execution of each algorithm. We define the history of Archon
as a query sequence H' = (qo,q1, - ,q:), where each query
q; is associated with a timestamp j indicating when the query
occurred. Each g; takes one of the following forms:

. {(Enroll, u;), (Revk, u;), (Corr, uz),}
j 9

(Updt, u;, w,val), (Srch, u;, w)

with the initial query ¢o = (Setup, D) representing the
system setup with database D. This query leaks the size
of the encoded database as part of the setup leakage. The
leakage associated with the history H' is denoted as L(H') =
Qolla,1 - - [[g;, where each g; represents the information
leaked by the j-th query. The formal specification of g, is
described in subsection F2.

Forward privacy. Forward privacy ensures that update opera-
tions do not leak information about the updated keywords and
that past search tokens cannot be used to match newly inserted
entries, even if they pertain to the same keyword [46, 47].
While traditional definitions of forward privacy assume an S/S
architecture, our setting considers a M/M architecture in which
users may be corrupted. Therefore, the leakage introduced by
corrupted users must also be explicitly considered.
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Informally, the forward privacy of Archon requires that the
leakage incurred during an update is limited to the timestamp
j and the identity of the writer u;. The actual update content
(w, val) is leaked only if w; is corrupted. This guarantees that
no additional information about the updated keyword is leaked
beyond what can be inferred from these values.

Definition 10 (Forward privacy). An L-adaptively secure
Archon is said to satisfy forward privacy if, for any update q;
issued by a writer w;, the corresponding leakage q; is defined
as:

_ (Updta ui)
7 ) (Updt, ug, w, val)

if u; is honest,

if u; is corrupted.

VI. OUR PROPOSED Archon

Following the discussion in Section I-A, this section
presents Archon, a hardware-assisted multi-user searchable
encryption scheme, built upon an efficient and updatable KPIR
construction, Eureka. We present our construction in Figure 6.

A. Technical Overview

We target multi-writer/multi-reader searchable encryption
that supports flexible enrollment and revocation, efficient
search, forward privacy, and corruption-resistant privacy. To
realize these properties, Archon builds on two core technical
components: a TEE-assisted mediator for user-operation trans-
formation and sensitive state management, and an updatable
keyword PIR protocol, called Eureka.

To reconcile flexible enrollment and revocation with effi-
cient search, the TEE acts as a token-transformation mediator.
It converts randomized tokens generated under different user
keys into consistent effective tokens for the shared global
index. Each user holds only its own key share and can generate
randomized tokens, while the corresponding TEE-side key
share is required to transform them into effective tokens
applicable to the encrypted index. This enables enrollment
and revocation through the TEE-maintained user list, without
reconstructing the index or redistributing keys to all remaining
users, while allowing all authorized users to operate over the
same global encrypted index.

Archon also provides forward privacy without requiring
users to synchronize secret states, such as keyword update
counters. The TEE maintains these states internally and uses
them to derive fresh effective update tokens. Since these states
are never exposed to users or the CS, corrupted users cannot
exploit global keyword states to infer honest users’ update
activities.

For corruption-resistant privacy, Archon considers collusion
between corrupted users and the CS. Corrupted users may
compare their own search or update histories with the tran-
scripts and access observations collected by the CS to infer
honest users’ queried or updated keywords. Archon mitigates
this threat at two levels. At the user-to-TEE token level, search
and update tokens include fresh randomness, making tokens
for the same keyword computationally unlinkable before TEE-
side transformation. At the TEE-to-CS retrieval level, Archon
invokes Eureka, whose PIR queries hide the queried keyword

and accessed locations from the CS. Thus, Eureka protects
both the PIR-level search pattern and the access pattern of
encrypted index retrieval. Together, these mechanisms prevent
corrupted users and the CS from correlating token transcripts
or access observations to infer honest users’ queried or updated
keywords, except for the leakage explicitly captured by the
security model. The overall construction is shown in Figure 6.

B. Setup

In the setup phase, each system entity initializes its local
state and shares essential information. The KGC generates
three cyclic groups Gy, Go, and G; of prime order p, along
with generators g1 € Gy, g2 € Go, and a bilinear map
e : Gy x Gog — Gy. It defines three cryptographic hash
functions: hy : {0,1}* — G, that maps arbitrary strings to
elements in G1, hy : {0, 1}* — Z; that maps arbitrary strings
to elements in Zy, and H : {0,1}* — {0,1}* for general-
purpose hashing, and instantiates a PRE construction over G
with generator g;. The KGC randomly selects a secret key
x € Z,, and a secret key k € K for a pseudorandom function
F, and securely shares k& with the TEE. These secret keys
x and k are used to derive user-specific cryptographic keys
on demand. Finally, the KGC initializes an empty user list
U Lkgc for managing system users.

To avoid storing many user-specific keys, the TEE derives
individual user keys on-the-fly by applying F' to a user identity
under key k. The same key k is also used to derive per-
user keys for generating randomness, ensuring that even for
identical keywords yield distinct tokens across requests. The
TEE instantiates the Eureka scheme to perform update and
search operations over the database stored at the CS. It also
initializes an empty keyword count table (KCT) to track
updates per keyword. The KCT is stored as a table encrypted
using AES, and the TEE re-encrypts the entire KCT upon
each update. Meanwhile, the CS is responsible for storing
users’ encrypted data. As is common in many searchable
encryption schemes [10, 14, 15], Archon returns the identifiers
of matching documents in response to search queries.

C. Enrollment and Revocation

The KGC maintains a user list to handle user enrollment
and revocation within the system. For each enrolled user u, the
KGC derives secret keys -~ and k., where z, = ho(F(k,u))
and k., = H(F(k,ul|“random”)), respectively, using its
secret keys = and k. The TEE also maintains a synchronized
copy of the user list and, given the shared key k, can compute
x, and k, independently to authenticate and process user
requests. User revocation is handled in a straightforward
manner, the revoked user is simply removed from the list.

While the TEE maintains a local copy of the user list in
our construction, this design choice is not strictly necessary.
To reduce TEE-side storage, the user list could alternatively
be maintained solely by the KGC. In such a case, each
user request would need to be accompanied by a digital
signature from the KGC attesting to the user’s authorization.
However, since the user list only contains lightweight identity
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Archon Construction

Setup(1*, D):

1. The KGC initializes cyclic groups G1, G2, and G; of prime order p, along with a bilinear map e : G; xGy — G4 and
generators g1 € G1, g2 € Go. It defines three cryptographic hash functions: hy : {0,1}* — Gy, ho : {0,1}* — Zy
and H : {0,1}* — {0,1}*, as well as a PRF F : K x D — R. Then, it invokes PRE.Setup(1*) using group G,
and sets param = (G1, Ga, Gy, p, €, g1, 92, h1, ho, H, F).

2. The KGC randomly samples a secret key x € Z, and a key k € K for PRF F, and shares the key k with the
TEE. It initializes an empty user list ULggc < 0 to manage authorized users.

3. The KGC instructs the TEE to initialize an empty user list ULrgg < 0 to manage authorized users. It then
instantiates the KPIR scheme Eureka and invokes Eureka.Setup(1*, D) to obtain (stx prr, D'). Additionally, the
TEE initializes an empty keyword count table KCT + () to track keyword update counts.

4. Output the public state as st,,, = (param), the KGC state as stxgc = (x,k,ULkgc). the TEE state as

streg = (k,ULrgg,stkprr, KCT), and the CS state as stcg = D’.
Enroll(u, styus; stkce):
1. The KGC appends the user u to the user list, i.e., ULxgc = ULkge U {u}, and assigns the user secret keys
+- € Zy, and k;, where x,, = ho(F(k,u)) and k. = H(F(k, u||“random)), respectively.
2. The KGC securely sends the generated secret keys -* and k, to the user v and notifies the TEE of the new

enrollment, upon which the TEE adds w to its user list U Lrgg.
Update(u, w, val, sky; Stpus; Stes; Streg):
1. The writer randomly selects a string 7v € {0, 1}*, and computes r,, = ha(F(k,,u||iv)) € Z5. It then computes the

update token as e, = e(hy(w),g3* ) and encrypts the val as eyq = (C1,Cs) = PRE.Enc(val, g7 , param).
The writer sends the update token utk = (u, v, €y, €yq;) to the TEE via the CS. '

2. The TEE computes the random value r,, = ha(F(k,, ul|iv)) € Zy and transforms e,, into a new value e;, = en
where k. = H(F(k,ul|“random”)) and z, = ho(F(k,u)), respectively. Then, the TEE retrieves the current
keyword update count j = KCT[H(e,,)] and computes the key as key = H(e/J*1), the value as value =

(C1,Cs) = PRE.ReEnc(eyqr, Ty, param), and increments K CT[H (el,)].
3. The TEE invokes Eureka.Update(key, value, stk prr; D').

Search(u, w, sKy; Stpub; Stes; StTEE)Z
1. The reader randomly selects a string v € {0,1}* and a value y € Zy, computes 7, = ha(F'(k,,u|liv)) € Zj,
Y =9/, e = e(hl(w),gz'rulm), and sends the search token stk = (u,iv,e,,Y) to the TEE via the CS.

2. The TEE computes the random value 7, = hy(F(k;, u||iv)) € Z;, and transforms e,. into a new value e; = err,
where k., = H(F(k,ul|“random”)) and z, = ho(F(k,u)), respectively. Then, the TEE retrieves the current
keyword update count j = KCT[H(e.)].

3. For each ¢ € [j], the TEE computes key = H(e!’) and invokes Eureka.Query(key, stx prr; D'). It then re-encrypts
the retrieved value as e,q = (C1,C3) = PRE.ReEnc(value, i, param). After re-encryption, the TEE randomly

selects 3y’ € Z7, computes Cy = gi’/ and updates Cy as Cy = Cy @ H(YY'). It then forms the final ciphertext as
(Co,Cy,Cs) and returns the search results to the reader.
Revoke(u):
1. The KGC removes the user v from ULk gc and instructs the TEE to remove u from its user list UL gg.

Fig. 6: A Multi-User Searchable Encryption Construction

information and incurs minimal storage overhead, we choose
to store it within the TEE to streamline protocol design and
reduce reliance on real-time KGC involvement.

D. Update

Each authorized writer possessing valid keys is permitted
to update the encrypted database. To prevent leakage of
keyword update patterns, particularly the frequency of updates
to the same keyword, we randomize the generation of update
tokens. Specifically, each update token incorporates a fresh

x
. za T
randomness 7, and is computed as e, = e(hi(w),g5* ),

where the randomness is deterministically derived from a
random string iv € {0,1}* and the secret key k., 7, =
ha(F'(ky,u|liv)) € Z;. For the corresponding val, the writer
encrypts it using PRE.

Upon receiving an update request, the TEE reproduces the
random value 7, using the writer’s secret key k, and the
random string ¢v, and transforms the token e, accordingly.
The TEE maintains a KCT that tracks the number of updates
associated with each keyword. This count is embedded in the
transformed token, thereby ensuring that even repeated updates
to the same keyword yield unlinkable tokens. In addition, the
TEE re-encrypts the encrypted val and invokes the underlying
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keyword PIR scheme Eureka to update the encrypted database
accordingly.

E. Search

Each authorized reader with valid keys is allowed to search
the encrypted database, which contains data contributed by
multiple writers. Similar to the update procedure, to preserve
search pattern privacy, the generation of the search token
incorporates fresh randomness. Specifically, the search token
is computed as e, = e(hy(w),g3* "), where r, is a random
value deterministically derived from a random string v €
{0,1}* and the secret key k.., 7. = ho(F(k., ul|iv)) € Zj.

When the CS receives a search request, it forwards the
search token to the TEE. The TEE then reconstructs the
corresponding random value 7, and transforms the token
e, accordingly. It then retrieves the KCT to determine the
number of updates associated with the queried keyword. Using
this information, the TEE invokes the Eureka to retrieve all
matching encrypted results from the database.

F. Theoretical Analysis

1) Complexity: We analyze the computational complexity
of the Archon with respect to its main procedures. For both
update and search, the user incurs only constant overhead,
generating an update or search token in O(1) time. Then the
TEE transforms the token and invokes the Eureka procedure to
update the database, which incurs a cost of O(M +Q +logc),
where M is the number of main hints, ) the number of backup
hints, and ¢ the number of partitions.

For search operations, the TEE similarly retrieves the
KCT to determine the number of updates associated with
the searched keyword, denoted by |D(w)|. It then performs
Eureka queries for each search, incurring a total cost of
O(|D(w)|-(M+Q+log c+c)), where the additional O(c) term
accounts for the server-side parity reconstruction required by
each Eureka query. Finally, the TEE re-encrypts all matched
results and returns them to the reader.

2) Security: In the following, we formalize the security
guarantees of Archon under a threat model where users may
be corrupted and may collude with the cloud server.

Theorem 2. Assume that all hash functions are modeled as
random oracles, F is a pseudorandom function, the PRE
and the AES are semantically secure, Eureka satisfies query
privacy, and the DDH and DBDH assumptions hold in their
respective groups. Then, the Archon scheme is L-adaptively
secure and satisfies forward privacy in the presence of user
corruption.

For our analysis, we denote the set of corrupted users at
time ¢ by C = {u;|(Corr,u;) € H'}. We define two functions
to describe the information that corrupted users will leak:
UpdtBy®(u;), which captures the update history associated
with the corrupted writer u;, and Srch Byt (u;), which captures
the search history associated with the corrupted reader wu;:

(Updt, u;, w,val) € H? }

UpdtBy' (u;) = {(w,val) ‘ A weC

SrchBy' (u;) = {<w,D'<w>> \ (Srh,us, w) € M1 } 7

AN u; €C

where D’(w) denotes the set of search results for keyword w.
We now analyze the information leaked under different
query types ¢q; individually.
o In the case where ¢; = (Enroll, u;), the leakage reveals
only the identity of the enrolled user. Therefore, the leak-
age can be written as £(H') = L(H!™1)||(Enroll, u;).
o In the case where ¢; = (Revk, u;), the leakage similarly
leaks only the identity of the revoked user. Therefore, the
leakage can be written as £(H') = L(H!™1)||(Revk, u;).

e In the case where ¢z = (Corr,u;), the corruption of
user u; leaks the secret keys and the interaction history.
Specifically:

— If u; is a writer, the leakage is updated as: £(H!) =
L(HH)||(Corr, ug, sky,, UpdtBy(u;)).

— If w; is a reader, the leakage is updated as: L£(H!) =
L(H!)||(Corr, u;, sk, , SrchBy (u;)).

e In the case where ¢¢ = (Updt,u;, w,val). The CS

handles the update via the Eureka scheme, which ensures
minimal disclosure. Specifically, the CS observes the
writer’s identity and the received update token: L£(H!) =
L(HY)||(Updt, u;).
If the writer u; € C is corrupted, the keyword-value
pair (w, val) is considered leaked through the corruption
interface. This leakage is already accounted for in the
corruption query at the time of compromise and is not
redundantly included here.

« In the case where ¢, = (Srch,u;, w). The CS processes
the search using Eureka, which prevents exposure of
the queried keyword or result contents. However, the
CS may learn auxiliary metadata such as the reader
identity and the number of matching entries: £(H!) =
L(H)|(Srch, s, [D'(w)]).

If w; is a corrupted reader, the full query result
D'(w) is leaked via the corruption interface: £(H?) =
L(HH||(Srch, u;, w, D' (w)).

Proof. We prove the Theorem 2 via a sequence of games
that transition from the real experiment Real’y™™" to the ideal
experiment Idealﬁ'%‘?ﬁn, where S is a simulator that receives
only the leakage function L.

Game Gy. This game is identical to the Real’y“™" as defined
in Figure 4.

Game G71. In Game (G, whenever a PRF evaluation is
required, the game responds with a uniformly random string
instead of evaluating it using the PRF F'(k,-), while main-
taining a list of input-output pairs to ensure consistency. If the
adversary can distinguish between GGy and G7, then one can
construct a distinguisher that breaks the pseudorandomness of
F by distinguishing it from a truly random function.

Game G2. This game is identical to Game G; except that
the hash functions hq, ho, and H are now modeled as random
oracles. In the random oracle model, the outputs of these hash
functions are indistinguishable from random to the adversary.
Therefore, no adversary can distinguish G5 from G; with non-
negligible probability.
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Game (3. G maintains a simulated keyword count ta-
ble KCT* to track the number of updates observable to
the adversary. When generating update tokens for UpdtO,
G'3 increments KCT™ and re-encrypts it. When generating
search tokens for SrchQ, Gj3 leaves KCT* unchanged. If
the adversary can distinguish G3 from G2, then one can
construct a distinguisher that breaks the semantic security of
the underlying AES encryption.

Game G4. G4 simulates the update token utk for UpdtO. If
the writer u; ¢ C (i.e., not corrupted), G4 randomly samples
w* € {0,1}*, ef € Gy, and €}, € G1. Any non-negligible
advantage of A in distinguishing the simulated e, from the
real e,, can be turned into a reduction adversary B that breaks
the DBDH assumption with the same advantage.

Specifically, the reduction adversary ZS: is given a DBDH
91" v = 95,2
T,Tw € Z, are randomly chosen expo-

challenge tuple (up = 95 u

91", €w), where -,
nents, and e,, € G is either the valid pairing e(go, gl)ﬁ'”’w
or a random element in G;. The goal of the B is to distinguish
which is the case, using any advantage from the adversary A.

To simulate the environment for A, B provides u; and
answers a sequence of up to ¢ hash queries to a programmable
random oracle h;. For each query w) with j =1,--- , ¢, the
B samples a fresh p; € Z; and sets hi(wO)) = gb7. This
enables 53 to answer all of A’s queries.

To embed the challenge component vy = gj, B selects a
random index « € {1,--- , ¢}, and programs the hash oracle at
the a-th query to be hy(w(®)) = vg. If A never queries w(®),
the simulation remains consistent. However, if A queries this
point independently, then 3 must abort and fail.

Eventually, A submits a challenge keyword w. The reduc-
tion B performs an internal query for hj(w). If it happens
that w = w(®), then hi(w) = vy, and B can respond with the
challenge component e,, as the “encryption” of w.

If e, is a valid pairing, then the simulation is perfectly
consistent with the real scheme. If e,, is random, the challenge
appears uniformly distributed. Therefore, under the DBDH
assumption, the view of A is computationally indistinguishable
in both cases. Consequently, any non-negligible advantage by
A implies a contradiction to the DBDH assumption.

Similarly, if A can distinguish the simulated e}, from the
real e,q;, we can construct a distinguisher that breaks the
semantic security of the underlying PRE encryption.

By combining these arguments, we conclude that any advan-
tage an adversary might gain in differentiating the two games
is negligible. Consequently, no adversary can distinguish be-
tween G4 and G3.

Game G5. G5 simulates the search token stk and results
for SrchO.

o If the reader u; ¢ C (i.e., not corrupted), G5 randomly
samples w* € {0,1}*, y* € Z%, e € G; and sets
Y* = g?* to form a simulated token stk. Any non-
negligible advantage of A in distinguishing the simulated
ey from the real e, can be turned into a reduction adver-
sary B that breaks the DBDH assumption with the same
advantage. For the search results, GG5 obtains the leakage
consisting of the number of matching results | D’ (w)| and

15

returns that many random values sampled uniformly from
G1. If the adversary A can distinguish the simulated
search results from the real ones with non-negligible
advantage, then we can construct a reduction adversary
B that leverages A to break the DDH assumption with
the same advantage. This reduction follows the standard
argument as in the security proof of the hashed ElGamal
encryption scheme [48].

o If the reader u; € C (i.e., corrupted), G5 generates the
search token stk and gets the leakage SrchBy(u;). For
each value val in the search history, G5 programs the
random oracle so that H(CY) = val ® 0171 & C5 on the
corresponding inputs.

Since the simulator uses only |D’(w)| and not D’(w) or w,
the simulated transcript is independent of the access pattern
and search pattern, except for volume leakage. Importantly, the
simulator does not use the queried keyword w, the matching
identifier set D’(w), or the equality relation among honest-
reader queries. It only uses the reader identity and the volume
|D'(w)]| specified by the search leakage function. Therefore,
any two honest-reader searches with the same leakage but dif-
ferent matching sets or different underlying keywords induce
computationally indistinguishable views.

By combining the above arguments with the privacy guar-
antee provided by Eureka, we conclude that no adversary can
distinguish G5 from G4 except with negligible advantage.

Since the adversary cannot distinguish between G (the real
experiment) and G5 (the ideal experiment), and the simulator
receives only the leakage £, which fulfills the requirement in
Definition 10 that UpdtO leaks no information beyond what
is already captured by the leakage function, we conclude that
Archon is L-adaptively secure and achieves forward privacy.

O

Corollary 1. For honest readers, Archon hides the access pat-
tern and search pattern up to the leakage (Srch,u;,|D'(w))).
In particular, the CS, even when colluding with corrupted
users, cannot distinguish two histories Ho and H; with
different honest-reader access patterns or search patterns,

provided that L(Ho) = L(H1).

Proof. The corollary follows from Theorem 2. In the simula-
tion of honest-reader search queries, the simulator receives
only the leakage specified by the search leakage function,
namely the reader identity and the search volume. It does
not receive the queried keyword, the exact matching identifier
set, or the equality relation among honest-reader queries.
Therefore, any distinguisher for honest-reader access patterns
or search patterns would distinguish the real execution from
the simulated execution, contradicting £-adaptive security. [

Archon achieves strong privacy properties through a combi-
nation of cryptographic techniques and system-level design. It
is response-hiding: all search results are returned in ciphertext.
It also hides the access pattern from the CS by perform-
ing a keyword search via a KPIR protocol. To protect the
search pattern, each token includes fresh randomness, ensuring
that identical queries yield unlinkable tokens. For enhanced
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privacy, Archon can optionally perform dummy queries that
return dummy results, thereby obfuscating the volume pattern.

The scheme remains secure in adversarial settings where
users may be corrupted and collude with the CS. In particular,
corrupted writers cannot infer the content or frequency of
updates issued by honest writers. This is because each update
token is independently randomized using per-user keys and
fresh randomness, ensuring unlinkability. Moreover, the secret
keys and the update histories of corrupted writers do not aid in
compromising the privacy of honest writers, as update tokens
are computed using keys that are unlinkable across users and
unknown to the adversary. Thus, even with full knowledge of
their own credentials, corrupted writers gain no advantage in
uncovering the activities of honest writers. Likewise, corrupted
readers cannot deduce the queried keywords of honest readers.
In the presence of collusion between the CS and corrupted
users, Archon preserves the privacy of honest users. Its use
of KPIR and randomized token generation thwarts correlation
attacks across different users and operations, ensuring robust
protection of both data and query privacy.

VII. EXPERIMENT

We implemented our proposed scheme, Archon, as well as
the baseline DSE [10] scheme, in C++. The implementation
uses the OpenSSL® and PBC’ libraries for cryptographic
primitives and bilinear group operations, respectively. We set
the security parameter to A = 80, which is consistent with
the setting adopted in prior work [41]. In our system, n
data items are mapped to n bins (i.e., m = n). Under the
standard balls-into-bins model with a uniform hash function,
it is well known that the maximum bin load is © (logﬁ) gn
with high probability. Given that the maximum dataset size
in our experiments is 220, we set the bin expansion factor
to 5, which ensures that the probability of bin overflow is
negligible. Our experiments were conducted on a TEE-enabled
server equipped with a 2.2 GHz Intel Xeon Gold 5520+ CPU,
256 GB RAM, and a 2 TB SSD, running Ubuntu 24.04 LTS.
The SGX enclave is configured with a stack size of 4 MB and
a heap size of 32 MB.

A. Evaluation with Synthetic Dataset

We evaluate Archon and DSE on a synthetic dataset by
systematically varying the database size, the number of key-
words, and the number of matching results per keyword, in
order to capture the system behavior under diverse parameter
settings. This experimental design allows us to investigate how
each factor individually affects the efficiency and scalability
of Archon. The results are presented in Figures 7 and 8, which
summarize the observed performance trends.

Search. Figure 7a shows the keyword search time as the
database size increases from 26 to 220 with the keyword
set size fixed at 1,000 and the number of matching documents
set to {100, 200, 300}. As expected, the search time of Archon
increases roughly linearly with the database size. This behavior

Shttps://github.com/openssl/openssl
"https://crypto.stanford.edu/pbc/
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is consistent with the design of the underlying Eureka protocol,
where the computation cost grows with the database size. In
contrast, the search time of DSE remains almost unchanged
as the database size increases, since its search cost mainly
depends on the number of matching documents rather than
the total database size.
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Fig. 7: Search Performance (Synthetic Datasets)

Figure 7b shows the effect of the keyword set size (ranging

from 200 to 1,000) on search time, while the database size
is fixed at 2!6. The results show that the search time of both
schemes remains nearly constant as the keyword set grows,
indicating that the search complexity is independent of the
keyword set size. Under the same settings, Archon performs
significantly better than DSE. This is because Archon mainly
uses lightweight XOR operations during search, while DSE
requires expensive bilinear pairing operations, which introduce
higher computation overhead.
Update. Figure 8a shows the keyword update time with the
keyword set size fixed at 1,000, while the database size varies
from 2'6 to 22° for different numbers of updated keywords
{2,4,6}. The results show that the update time of Archon
increases slightly as the database size grows, because the
update procedure needs to refresh all hints that contain the
modified data. Fortunately, Eureka uses an iPRF to generate
the data indices stored in each hint, which avoids scanning
all main and backup hints when locating the ones related to
the updated data. In contrast, the update time of DSE does
not change with the database size, but its overall cost is
much higher than that of Archon. This is because the update
complexity of DSE depends on the total size of the keyword
set and requires expensive homomorphic operations over the
entire keyword set.

Figure 8b shows the update time when the database size is
fixed at 2'6 and the keyword set size varies. As shown in the
figure, the update time of Archon remains almost constant as
the keyword set size increases. This is because, in our design,
the number of generated hints depends on the database size
rather than the keyword set size. In contrast, the update time of
DSE increases roughly linearly as the keyword set size grows.

B. Evaluation with the Enron Dataset

We evaluate Archon on the Enron email dataset [49], which
contains data from approximately 150 users and about 0.5
million emails in total. Since many of the emails are quite
short and do not contain key information, we discard emails
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Fig. 8: Update Performance (Synthetic Datasets)
with a size smaller than 2KB. We then extract approximately

2.3 million keyword-email pairs.
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We select 23 keywords, each matching between 200 and
300 emails. Figure 9 reports the search time and TEE-related
overhead for these keywords. As shown in the figure, the
TEE overhead accounts for a large portion of the overall
search time. This is because the TEE needs to perform several
operations during the search process, including the bilinear-
operation-based translation of search tokens, the generation
of query requests for Eureka, and the re-encryption of the
retrieved results so that users can correctly decrypt them.

VIII. CONCLUSION

M/M SE holds significant promise for collaborative appli-
cations but existing approaches fail to address critical se-
curity challenges, particularly collusion resistance and user
revocation. We introduce Archon, a novel hardware-assisted
multi-user SE construction that combines TEE-assisted key
management with advanced KPIR techniques.

In Archon, cryptographic keys are split between users and
the TEE, ensuring that both search and update tokens require
contributions from both components, enabling fine-grained
control and dynamic user revocation. As a key component of
Archon, we propose Eureka, an updatable KPIR that enables
keyword search while concealing access patterns, effectively
mitigating collusion risks.
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